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Ponu n atpnbyThbl Pos{gres

Posb MoskeT ObITh Monb30oBaTesieM CYB/]

He CBs3aHa c 11osb30Barenem OC

Ponu MO)KHO BKJ/IIOUaTh JIPYT B ApyTa

yZA06HO TIpY HaCTpPOMKe AOCTYyTA

CBOICTBa PO/M OTIPEeIe/ISIIOTCS aTpUOyTaMu

LOGIN BO3MO>XHOCTb MO/IK/TFOYEHUS
SUPERUSER CyIleprio/ib30Bare/ib

CREATEDB BO3MOYXKHOCTb CO3/jaBaThb 0a3sbl JaHHBIX
CREATEROLE BO3MOXHOCTb CO3/laBaTb POJIA

U pyrue

Ponn B PostgreSQL ncnonb3yroT A5t AByx Uenein. Bo-nepsbIX, po/sib MOXET
BbICTYNaTb Kak Nofib3oBaresib, nogkawovatrowmincs kK CYb/,. Bo-BTopbIX, ponu
MOXHO BK/lOYaTh ApYr B Apyra — 3T0 yA06HO Npu HacTpoiike gocTtyna.

®opMasIbHO POJIM HUKaK He CBSA3aHbl C Nosib30BaTesiIiMy onepalioHHOM
CUCTEMbI, XOTA MHOrMe NporpaMmbl 3TO npeanosaratoT, Bblonpasa 3HavyeHns
no ymonyaHuo. Hanpumep, psql, 3anyLieHHbI 0T MMeHu nonb3osaTtens OC
student, aBTomaTnyecKkn UCNONb3yeT O4HOMMEHHYIO posib student (ecnu

B K/Il0Yax YTUNUTbI HE yKa3aHa Kakas-imbo gpyras posb).

Mpwn co3gaHnn knacTepa onpegenseTcs ogHa HadasibHas posib, UMetoLLas
cynepnosib3oBaTesibCKkuin oCTyn (06bIYHO OHa Ha3bIiBaeTCs postgres).
B fanbHenwem posiv MOXHO co3faBaTb, U3MEHATb U yAasIATh.

https://postgrespro.ru/docs/postgresql/16/database-roles

Pornb 0611aaeT HeKOTOpbIMY ampubymamu, onpeaensitoummmn ee obLime
0CO6EHHOCTM U NpaBa (He CBsA3aHHbIe C onpeAeseHHbIMU 06beKTamu).

O6bl4HO aTpubyTbl UMEIOT ABa BapuaHTa, Hanpuvep, CREATEDB (pgaet
npaso Ha co3gaHve B1) ¥ NOCREATEDB (He gaet Takoro npasa).

Ecnny ponu ectb atpnoyt LOGIN, ata posnb — nosib3oBatesib. Ecin
NOLOGIN — porsib He siBNnsieTcs nosib30BaTe/ibCKON U He CMOXET
NOAKNIUNTBLCA K CepBepy; Takme posiv 06bIYHO NCNOJb3YIOT AJ15 BK/THOUYEHMS
APYrnx posen.

B Tabnuue nepeyuncneHsl fiiib HEKOTopble U3 aTpubyToB.
https://postagrespro.ru/docs/postgresal/16/role-attributes

https://postgrespro.ru/docs/postgresql/16/sql-createrole
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PoJn 1 aTpHOYTHI

Co3/aiiM POJIb 15 TI0JIH30BATEJISI AJIUCHL. B KoMaH e yKa3aHbI IBa aTpHUOyTa.

B 3ToIf TeMe HaM Ba’kKHO, OT UMeHH KaKOM POJIH BHIITOTHSAITCS KOMaH/Ib], II03TOMY UMs TeKYII[eH PO BEIHECEHO B
MpUIJIalleHue.

student=# CREATE ROLE alice LOGIN PASSWORD 'alice’;
CREATE ROLE

CIIMCOK pOJIed MOYKHO Y3HaTh KOMaHJ0M:

student=# \du

List of roles

Role name | Attributes

___________ g
alice |

postgres | Superuser, Create role, Create DB, Replication, Bypass RLS
student | Superuser, Create role, Create DB, Replication, Bypass RLS

O6paTHUTe BHUMaHUE, UTO POJIb student sBJIsgeTCS CyIlepIIoab3oBaTeeM. [I03TOMY [0 CHUX II0p MBI He 33/[yMBIBaJIUCE O
pasrpaHUYeHHH JOCTYIIA.

CosgazuM U 6a3y JaHHBIX:

student=# CREATE DATABASE access_overview;
CREATE DATABASE

student=# \c access_overview

You are now connected to database "access overview" as user "student".
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[TogknoveHne K cepBepy Pos{gres

1. Ctpoku pg_hba.conf npocmarprBaroTcsi cBepxy BHU3

2. BeibrpaeTcs riepBasi 3arvch, COOTBETCTBYIOIIIast TapaMeTpam
To/IK/TroueHus (Turl, 6a3a, MoIbp30BaTe b 1 afipec)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 scram-sha-256
host all all 1:1/128 scram-sha-256
local — coxket all — yobast ponb listen_addresses
host — TCP/IP ! WM POJTH :
all — yro6ast B/1 all — ymo6otii IP
nms BT IP/macka

JOMeHHOe UM

[na Kaxaoro HOBOMO KNiMeHTa cepBep onpeaenseT, Haao N paspeLwlmnTb
noAkoyeHne K 6ase AaHHbIX. HacTpoikn nogknoveHus onpeaensatoTcs

B KOHdourypaumnoHHom chaine pg_hba.conf («host-based authentication»).
Kak 1 ¢ 0CHOBHbIM KOHUrypaunoHHbiM dhansiom postgresgl.conf,
N3MEHEHNA BCTYNatT B CU/TY TOMbLKO NOc/e nepevntbiBaHus tanna
cepsepom (SQL-cyHkumeit pg_reload _conf() nnan komaHgoin reload yTunnTbl
ynpas/ieHUs).

[Mpy NOSAB/IEHNN HOBOTO K/IMEHTA CepBep NpocMaTpuBaeT KOHPUrypaumnoH-
HbI (paits1 cBepXy BHU3 B MOUCKaxX CTPOKK, NOAXOASALLEN K 3anpallBaemo-
MY KJIMEeHTOM noakiveHno. CooTBEeTCTBNE OnpeaesniaeTcs no YeTbipem

nonam: TUNy NogknyeHud, umenn b, nmeHn nonb3osatensa u IP-agpecy.

Hwuxe nepeyncrieHbl TONIbKO caMble OCHOBHbIE BO3MOXHOCTN.

MoaknoyeHne — local (unix-cokeTbl) nn host (nogkAYeHne no NPOToOKoYy
TCP/IP).

Ba3sa gaHHbIxX — kntoveBoe ¢/10Bo all (cooTBeTcTByeT Nt060M B1) nn nms
KOHKPETHOW 6a3bl JaHHbIX.

Monb3oBatenb — all nnn MMa KOHKPETHOW Pon.

Aapec — all, ananasoH IP-agpecoB 1M OMeHHOe UMs. He yka3biBaeTcs
ana tuna local. Mo ymonyaHuio PostgreSQL cnywaet Bxogauime
coefuHeHus TonbKo ¢ localhost; 06bI4HO NapameTp listen_addresses ctaBaT
B 3HauYeHue «*» (cnywartb BCe MHTepdielicbl) 1 Aasblie perynnpyoT OCTyn
cpencrteamu pg_hba.conf.

https://postgrespro.ru/docs/postgresal/16/client-authentication
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[TogknoveHne K cepBepy Pos{gres

3. BoeinosiHsieTcst ayTeHTU(UKALUS YKa3aHHBIM MEeTO/IOM

4. YnauHO — JOCTYII paspellaeTcs, MHaue — 3arpelaeTcs
(ecsii He TTOAOLIA HU OfjHA 3alUCh — JOCTYII 3arpelaeTcs)

# TYPE DATABASE USER ADDRESS METHOD

local all postgres peer

local all all peer

host all all 127.0.0.1/32 scram-sha-256

host all all 1:1/128 scram-sha-256

trust — pasperinThb

reject — OTKasaTb

scram-sha-256 1 md5 — 3anpocuTk naposis
peer — cripocutb OC

Korga B dpaisie HaingeHa noaxoasuiasi CTpoka, BbINOSHAETCS
ayTeHTUMKaumnsa ykaszaHHbIM B 9TOW CTPOKE METOAOM, a Takxke
nposepsetca Hannumne atpmubyta LOGIN 1 npusunernn CONNECT. Ecnn
pe3ynsTaT NPOBEPKN YCreLLeH, TO NOAKIKYEHME pa3peLlaeTcs, nHaye —
3anpelaetcs (gpyrve CTpoku tharina npy aToM yxxe He paccmaTpuBaloTcs).

Ecnv HM oiHa U3 CTPOK He noAoLuia, To A40CTYN Takke 3anpeLlaercs.

Takum o6pasom, 3anncu B haine fo/mKHbI MATU CBEPXY BHU3 OT YACTHbIX
npasua K o6LMM.

CyLecTByeT MHOXECTBO METO0B ayTeHTUpUKaLMK:
https://postgrespro.ru/docs/postgresql/16/auth-methods
HwXe nepevncneHbl TO/IbKO CaMble OCHOBHbIE.

MeTop trust 6e3yc/IoBHO pa3peluaeT noAkyeHne. Ecnm Bonpocsl
6e30MacHOCTM He BaXHbl, MOXHO yka3aTb «Bce all» 1 metop trust — Torga
6yayT paspeLleHbl BCe NOAK/IUYEHUS.

MeTog, reject, Ha060pOT, 6e3YCNOBHO 3anpeLLaeT NoAKIYeHE.

MeTtopg scram-sha-256 3anpaluvBaeT y nosib3oBaresis naposib U NpoBepseT
€ro COOTBETCTBME XeLly, KOTOPbI XPaHUTCA B CUCTEMHOM Katasiore
knacTtepa. MaponbHbli MeTog md5 Takke Ncnonb3yeTcs, HO 06bABEH
ycTapeBLUnM.

MeTop peer 3anpaluBaeT UMs NoMb30BaTeslsl y onepauyioHHOR CUCTEMbI U
paspeLuaeT NoakYeHne, ecnm umsa nonb3osarenss OC n nonb3osatensa b/
coBnagatT (MOXHO YCTaHOBUTb U ApYyrMe COOTBETCTBUSA UMEH).


https://postgrespro.ru/docs/postgresql/16/auth-methods
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[TaponbHada ayTeHTUunKauma Posggres

Ha cepsepe
I1apoJib YCTdHAB/IMBAETCA IMMPU CO34aHWHK POJIU WJIH I103XKe

To/b30BaTe Mo Oe3 rmapoJisi OyZieT 0TKa3aHo B JOCTYIIe
1apoJib XPaHUTCSI B CUCTEMHOM Katasiore pg_authid

BBoj maposist Ha K/ieHTe
BPYYHYIO
13 repeMeHHOU OKpykeHusi PGPASSWORD
u3 daiina ~/.pgpass (cCTpoku B hopmare y3e1:nopm:6aza:poab:naposb)

Ecnv ucnonb3yeTtcs ayTeHTMduMKaLma no naposto, A4s1s1 Ponun o6s3aTenibHo
[O/HKEH BbITh YCTAHOB/IEH MAPO/Ib, MHAYE B AOCTYyNe ByaeT OTKa3aHo.

XeLll-Koa naponsa XpaHUTCA B CUCTEMHOM KaTaslore B Tabnuue pg_authid.

[Monb3oBaTesib MOXET BBOAUTL Maposib BPYUYHYH, a MOXET
aBToMatn3npoBaTtb €ro BBoA. [na 3TOro ectb AABE BO3MOXHOCTW.

Bo-nepBbiX, MOXHO 3a4aTb Napos/ib B NepeMeHHON OKPYXeHUSA
PGPASSWORD Ha knueHTte. OgHako 370 Hey[00HO, ec/iv nNpuxoanTcs
MOAK/IYATLCA K HECKO/IbKUM 6a3aM, a Takke He peKkoMeHAyeTcs 13
COObOpaxXeHnin 6e3onacHoOCTH.

Bo-BTOpbIX, MOXHO 3a4aTb Naponu B doaiine ~/.pgpass Ha K/IMeHTe.
K chariny go/mkeH nmeTb AOCTYN TOJILKO ero Bnazgesnel, (yctaHoB/eHbI Npasa
poctyna 600), nHaye PostgreSQL npourHopupyer ero.



IlopxiroueHnue

UT065I poJIb CMOTJIA ITOK/IIUYUTECA K 6a3e JaHHBIX, OHA [[0JDKHA UMeTh He ToIbKo aTpu6yT LOGIN, HO U paspellleHUe B patiie
pg_hba.conf. PacmiosiaraeTcs 0H 06BI9HO PSJJOM C OCHOBHBIM KOHQUIYPAIIIOHHBIM QariaoM:

student=# SHOW hba_file;

hba_file

/etc/postgresql/16/main/pg hba.conf
(1 row)

A IpOYHUTAaTh ero COLEePKUMOe MOXKHO IIpIMo U3 SQL:

student=# SELECT type, database, user_name, address, auth_method
FROM pg_hba_file_rules();

type | database | user name | address | auth method
------- R e S S i R
local | {all} | {all} | | trust

host | {all} | {all} | 127.0.0.1 | scram-sha-256
host | {all} | {all} | ::1 | scram-sha-256
local | {replication} | {all} | | trust

host | {replication} | {all} | 127.0.0.1 | scram-sha-256
host | {replication} | {all} | ::1 | scram-sha-256
(6 rows)

(B 3aBHCUMOCTHU OT CO60PKU cepBepa cofiep>KuMoe daiina MoyKeT OTINYaThCS.)

ME&I 6y1eM BCII0JIb30BaTh IToAKIrodeHue K localhost mo TCP/IP (host). TakoMy IIOAK/IIOUEHUI0 COOTBETCTBYET BTOPAsi CTPOKa
BBIGOPKU. OHA IIpefIIosIaraeT ayTeHTUUKAITUIO 10 ITapOJII0.

Poub alice 6pliI1a co37jaHa C IMaposieM, HO BOOOIIe eT0 MOKHO U3MEHHTH B JII0001 MOMEHT:

student=# ALTER ROLE alice PASSWORD 'alicepass’;

ALTER ROLE

ITompo6yeM yCTaHOBUTH COeIHEHME, YKa3aB B CTPOKe ITOK/II0UeHHS BCI0 He06X0IUMY0 MHPOpMaIIHIo:
student$ psql 'host=localhost user=alice dbname=access_overview password=alicepass'

| alice=> \conninfo

You are connected to database "access overview" as user "alice" on host "localhost"
(address "127.0.0.1") at port "5432".
SSL connection (protocol: TLSv1.3, cipher: TLS AES 256 GCM SHA384, compression: off)

IMosyuniocs!
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[MpuBnnernn Posigres

[TpuBUIeruy onpeiesitoT MpaBa JA0CTyIa posiel K 00beKTam

Ta6J'II/ILU::I " I1IpeACTaB/I€eHUsA

SELECT yTeHHe JJaHHBIX
INSERT BCTaBKa CTPOK
MO’KHO Ha YPOBHe CTOJIOLI0B
UPDATE V3MeHeHUe CTPOK
REFERENCES BHEIITHUM K/TFOU (17151 TaOJTHIT)
DELETE yIaneHue CTpoK
TRUNCATE omnycroreHue (7151 TabuiI)
TRIGGER CO3[jaHHe TPUITEPOB

MpuBUNernn yctaHaB/MBatoT CBA3b MeXay CyobekTaMu (Ponisimmn) 1
o6bekTamu knactepa. OHU onpeaenstoT AeiNcTBus, 4OCTYNHbIE ANS Poreit B
OTHOLLIEHUN 3TUX OOBLEKTOB.

Cnncok BO3MOXHbIX MPUBWENNIA OT/INYAETCA A/151 0O EKTOB Pa3/INyHbIX
TMNOoB. NpuBMAErnN ANS OCHOBHbIX TUNOB 0GBHEKTOB NPUBEAEHbLI HA 3TOM U
cnepnywLlem crnangax.

Bonblue Bcero npvsuiervii onpegeneHo ana tabnvuy n npeactasneHui.
YacTb U3 HUX MOXHO 3aZlaTb He TOJIbKO /151 BCEro OTHOLIEHUS, HO U OJ15
OoTAEe/bHbIX CTONOLOB.

https://postgrespro.ru/docs/postgresqgl/16/ddl-priv
https://postgrespro.ru/docs/postgresql/16/sql-grant
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[MpuBnnernn Posigres

6a3a AaHHbIX

TabnuHble MPOCTPAHCTRA,
6a3bl JaHHBIX, CXeMbI

i

TEMPORARY
CREATE
USAGE

v
Ta6n. @ } 06BLEKT m ‘ 06beKT m
np-8o ‘ ‘

cxema pg_temp

ITocnenoBare/nnbHOCTH
SELECT currval
UPDATE nextval setval
USAGE currval  nextval

10

B0O3MOXHO, HECKO/TIbKO HEOXMNAAHHbI HAbOop NPUBUIETNIA UMEIOT
nocsiefoBaresibHOCTU. Bbibnpasa Hy)XHble, MOXHO pa3peLunTb Uiv 3anpeTnuTb
AOCTYN K TpeM ynpaBAsaiowmm OyHKUMAM.

[ns TabnuyHbIX NpocTpaHCcTB ecTb npusunernd CREATE, paspelwatowias
co3faHve 06bLEKTOB B 3TOM MPOCTPAHCTBE.

[na 6a3 gaHHbIx npusunerna CREATE paspeluaet co3fgaBaTb CXEMbl B 3TOM
B4, a ona cxembl npusunerns CREATE pa3peluaeTt co3gaBaTb 00bEKThI
B 3TOWN CXeMe.

MoCKONbKY TOYHOE MMS CXEMbI A/151 BPEMEHHbIX 0GBLEKTOB 3apaHee
HEU3BECTHO, MPUBMUMENNA HAa CO3[laHNe BPEMEHHbIX TabnuL, BbIHECEHA Ha
yposeHb Bl (TEMPORARY).

Mpueunerna USAGE cxembl paspellaet obpaularbcsl K 06bektam B 3TOM
cxeme.

Mpueunerna CONNECT 6a3bl gaHHbIX pa3pellaeT nogkaveHne K aton b/.
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KaTteropun poneiu Pos{gres

Cyriepniosib30Bareniv

T10JTHBIN AOCTYII KO BCeEM o0LeKTaM — IIPOBEPKH HE€ BbITIOJIHAKOTCA

Bnagenblibl

H3Ha4d/IbHO BCe IMPUBUJIETUUN [JIA o0BeKTa (MO)KHO OTOBBaTb)

AEﬁCTBHH CO CBOMMHA O6’beKTaMI/I, He perjylaMeHTHpYyeMbIe TIpPUBUJIETUAMU,
HalipyuMep: yZdJ/IeHWe, Bbld4d U OT3bIB HPI/IBI/IJ'IEI"I/Iﬁ Hu T II.

OcrasibHbIe poJu

AOCTYIT B pdAMKaX BblJdHHBIX HPI/IBI/I]IEFI/Iﬁ

11

B Le/10M MOXHO cKas3aTb, YTO IOCTYN PONN K 06EKTY onpeaensieTcs
NPUBUNETMAMU. HO MEET CMbIC/ BbIAEUTb TPU KaTeropum posein
1 PACCMOTPETb MX NO OTAENbHOCTU:

1. Ponn ¢ atpneytom SUPERUSER (cynepnonb3oBarenu). Takue ponu
MOryT fenatb BCe, YTO Yro4HO — [OJ151 HAX NPOBEPKN pasrpaHuyeHus
[0CTyrna He BbIMOJHAKTCS.

2. Bnageneuy ob6bekTa. I3Ha4asibHO 3TO PO/ib, CO34aBLlast 0ObeKT, XOTS
MOTOM €ero MOXXHO CMeHUTb. BnagesnbLem cumtaeTcsi He TO/IbKO cama
ponb-BNageney, Ho n nitobas apyrasi posib, BKIOYEHHas B Hee. Bnageney
o6bekTa cpasy nosiyvyaeT NosiHbIA Habop NPUBUAETNA ANA 3TOro 06bekKTa.

B npuHUMne, 3T NPpMBUIETNN MOXHO OTO3BaTb, HO Bradenel, o6bekTa
06/1a/1a€eT TakKe HeOTbEM/IEMbIM MPaABOM COBepLUATb AEACTBUS, He
pernaMmeHTupyemble NpuMBUAErnsSMK. B 4acTHOCTH, OH MOXET BblgaBaTb
1 0T3bIBaTb NpUBMUMErnK (B TOM Yncsie 1 cebe camomy), yaansiTb 00bekT
nT. n.

3. Bce ocTasnibHble ponv UMeKT A0CTYN K 06BbEKTY TO/IbKO B paMKax
BbllaHHbIX UM MPUBUNETNIA.

UT06bI NPOBEPUTL, ECTL /TN Y PO/ HEOOXOAMMAA NPUBU/IETNA B OTHOLLEHUN
HEKOTOPOro 06beKTa, MOXHO BOCMNO/Ib30BaTbCs PyHKUMAMU has_* privilege:

https://postgrespro.ru/docs/postgresql/16/functions-info
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YnpasneHune npmBunermaMmm  Posgares

Bbigjaua npuBuierui

alice: GRANT npusunerun ON o6beKT TO bob;
. npusuneruu
Ha 00bekT

OT3bIB NPUBUJIETUU
alice: REVOKE npusuiermn ON o6bekT FROM bob;

12

[MpaBo Bblgaun 1 OT3biBa NPUBU/IEMNIA HA 0OBLEKT UMEET BriageneL, aToro
ob6bekTa (M cynepnosb3oBaresib).

CuHTtakcnc komaHg GRANT n REVOKE pgoctaTtoyHO CnoXeH 1 nNo3BonseT
yKa3blBaTb KaK OTAe/IbHble, TaK U BCe BO3MOXHbIE NPUBUNETUN; KaK
oTAeNbHble 0OBLEKTDI, TaK U FPYNMbl 00 HLEKTOB, BXOAALLME B ONpeaesieHHble
CXeMbl U T. .

https://postgrespro.ru/docs/postgresqgl/16/sql-grant
https://postgrespro.ru/docs/postgresqgl/16/sql-revoke
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IIpuBHIErHH

AJjmca cMorJa IIOAKIFOYUTBCA K 6ase MTaHHBIX. Ter{epL OHa X04eT co34aTh I cebs CXeMy U HeCKOJIbKO 00HeKTOB B HEH.
| alice=> CREATE SCHEMA alice;
| ERROR: permission denied for database access_overview

B yem mpob6siema?

V AJIUCHI HeT IPUBMJIETHH IS CO3/iaHUs cXeM B Bb/I. BeijaguM ee:
student=# GRANT CREATE ON DATABASE access_overview TO alice;
GRANT

IIpo6yeM elile pas:

| alice=> CREATE SCHEMA alice;

| CREATE SCHEMA

Temeps, IOCKOJIBLKY AJTHCA SIBJISIETCS BJIJIe/IBIIEM CBOEH CXeMBbI, OHa MMeeT BCe IIPUBHJIETHH Ha Hee U MOXKeT CO37IaBaTh B Hel
JIr06BIe 06BEKTEL [0 yMOIJaHUI0 GyIeT HCI0Ib30BaThCSI HMEHHO 3Ta CXeMa!

| alice=> SELECT current_schemas(false);

current_schemas

{alice,public}
(1 row)

Autrica co3faeT Be TaOJIUITh.

| alice=> CREATE TABLE t1(n numeric);

| CREATE TABLE

| alice=> INSERT INTO t1 VALUES (1);

| INSERT 0 1

| alice=> CREATE TABLE t2(n numeric, who text DEFAULT current_user);
| CREATE TABLE

| alice=> INSERT INTO t2(n) VALUES (1);

| INSERT 0 1

A cyriepmosib30BaTesIb CO3/IaeT JPYTYI0 POJIb JIJIs I10JIb30BaTess Bo6a, KOTOPHIH 6yIeT o6paIiaThcs K 00beKTaM,
TIPUHAJIEKAITUM AJTHCe.

student=# CREATE ROLE bob LOGIN PASSWORD 'bobpass’;

CREATE ROLE

student$ psql 'host=1localhost user=bob dbname=access_overview password=bobpass’
Bo6 mmonpobyeT o6paTUTHCS K TabmIle t1.

| bob=> SELECT * FROM alice.tl;

ERROR: permission denied for schema alice
LINE 1: SELECT * FROM alice.tl;

B 4eM NIpUYMHA OLTHOKU?

HeT focTyma K cxeMe, Tak Kak Bo6 He CyIepIIoyIb30BaTesb U He BJajiesIel] STOH CXeMEL.
IIpoBepUTH ITpaBa Ha JOCTYII K CXeMe MOJKHO Tak (cTosGery Access privileges):

| alice=> \x \dn+ \x



Expanded display is on.
List of schemas

-[ RECORD 1 ]----- e R
Name | alice

Owner | alice

Access privileges |

Description |

-[ RECORD 2 ]----- e e T
Name public

Owner pg_database owner

=U/pg_database owner

I
|
Access privileges | pg database owner=UC/pg database owner+
I
| standard public schema

Description

Expanded display is off.
IIpuBHIIerHuH 0TOOparkaloTcsa B popMare: poIb=IIPUBUJIETHH/KeM_IIpe/JOCTaBJIeHBbL.

Kaxxgast IIPUBUJIETHUSA KOAUPYETCA OJHUM CUMBOJIOM, B YaCTHOCTH VI CX€M:

e U =usage;
e (=create.

Ecyi UM$1 poJIu oITy1leHo (Kak B IToCJIefHeN CTPOoKe), TO IMeeTCsI B BU/y IICeBA0PoJIb public. O6paTuTe BHUMaHUe, YTO Ha CXEMY
public y nceBoposu public ecTh UL IPUBHIIETHS Usage. 37eck pg_database_owner cOOTBETCTBYeT BJIa/ie/IbIy 6a3bl JaHHBIX.

Eciu >xe OITYIII€HO BCe II0JIe (kaK B HepBOfI CTpOKe), TO UMEIOTCA B BUAY IIPUBUJIETHH I1I0 YMOJ/ITUaHHUIO: alice umeeT 06e AOCTYIIHBIE
IIPUBUJIETUH Ha COGCTBGHHY}O CXeMy, a OCTa/IbHbIe PO HE UMEIOT HUKAaKUX.

IIpemocTaBUM JOCTYII K cXeMe /It bo6a. ITo MOXKeT c/lesIaTh Ajtrca Kak BjiajiesIel].
| alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

|  GRANT

Bo6 cHOBa IIpobyeT 06paTUTHLCS K TabJIHIE:

| bob=> SELECT * FROM alice.tl;

[ ERROR: permission denied for table tl

CHoBa omubka. B uem mpuauHa?

Ha ator pa3 y boba ecTh JOCTYII K CXeMe, HO HeT J0CTyIla K caMoi Taburile. BOT Kak IIPOBEPUTH JOCTYIIL:
| alice=> \dp alice.tl

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- T T T e T
alice | tl1 | table | | |

(1 row)

Y cHOBa BH/IUM IIyCTOE II0JIe: JOCTYII €CTh TOJBKO Y BJIafiesIbIia, TO eCTh Y AJIHCHL
Astuca npefiocTaBisieT boGy ZOCTYI Ha UTeHHe U H3MEHEHHe:

| alice=> GRANT SELECT, UPDATE ON alice.tl TO bob;

| GRANT

A 1151 BTOPO# TaBJIMITEI — JJOCTYII Ha BCTAaBKY M YTeHHe O/[HOTO CTOJI6IIA:

| alice=> GRANT SELECT(n), INSERT ON alice.t2 TO bob;

|  GRANT

ITocMOTPUM, KaK H3MEeHIIHCh IIPUBUJIETHH:

| alice=> \dp alice.*

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- B R R T S ik R
alice | t1 | table | alice=arwdDxt/alice+|

| | | bob=rw/alice |
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | bob=a/alice | bob=r/alice
(2 rows)

Tenepb IIyCTO€ I10JI€ «IIPOSABHUJIOCH», 1 MBI BUJUM, UTO B HEM HaXOJUTCA TIOJIHBIN IIepedyeHb HpHBHIIeI‘HfI. Huxe — 0603HaueHUS,



He BC€ OHHU BIIOJIHE OYE€BHUIHBIE:

a = insert

r = select

w = update

d = delete

D = truncate
x = reference
t = trigger

[IpuBHMIIerny ISl CTOJIOIOB 0TOOpakaroTcs OTAeabHO (cTosrbert Column privileges).

Ha 3ToT pas monbITKy bo6a yBeHUarTCs ycrexoM. UTOGHI He YKa3kIBaTh KasKbIH pa3s UMs cCXeMbl, Bo6 106aBIIsSeT ero K CBOEMY
IIyTH IIOUCKA.

| bob=> ALTER ROLE bob SET search_path = public, alice;

| ALTER ROLE

Telephb IyTh ITOKCKa OyZeT ycTaHABIUBATLCA B KaXKIoM ceaHce Boba.

| bob=> \c

[ You are now connected to database "access_overview" as user "bob".
[ bob=> SHOW search_path;

search path

public, alice
(1 row)

|  bob=> UPDATE t1 SET n = n + 1;
| uPDATE 1

| bob=> SELECT * FROM t1;

n

2
(1 row)

Ho ppyrHe oIlepalllu II0O-IIpeKHeMY 3allpelleHbl:

| bob=> DELETE FROM t1;

| ERROR: permission denied for table tl1
U BTOpas tabiuna:

|  bob=> INSERT INTO t2(n) VALUES (100);
| INSERT @ 1

|  bob=> SELECT n FROM t2;

100
(2 rows)

A UTeHUe JPYyTroro CTO0JIOIIA 3aIIpeleHo:
| bob=> SELECT * FROM t2;

| ERROR: permission denied for table t2



of] PROFESSIONAL

BknoueHue ponm B posib Posigres

BxiroueHnue B posb public
alice: GRANT dba TO bob;

alice
. dba
TiceB/[0poJib public HEsIBHO BK/TFOYaeT

B ce0st BCe OCTa/IbHbIE POJTH

Ncknrouenue u3 poJin

alice: REVOKE dba FROM bob;
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B nto6yto posib MOryT ObITb BK/THOUEHbI ApYyrue ponn. B Takom ciyyae posb
BbICTynaeT B kayecTBe rpynnbl. OTAENbHOro NOHATUSA «rpynna» B
PostgreSQL Her.

Po/b MOXET 6bITb BK/IlOUEHA B HECKO/IKO POsIEli; BKNHOYEHHAS! PO/Ib MOXET,
B CBOIO oyepe/b, BK/IoYaTb B CEOA TPETbM PO/U, HO LMK/l NPY 3TOM He
AonycKarTcs.

Mo ymonuaHuo ponb HacneayeT NpuBUIErnn ponu, B KOTOPYHO OHa
BK/IlOYEHa. DTO NoBefeHne MOXHO U3MEHUTb, yKasaB posiv atpuoyT
NOINHERIT — Torga, 4tobbl BOCMo/1b30BaTLCA NPUBUIETNAMUA
BK/IOHAIOLLEn ponn, HaAo OyaeT ABHO NEPeK/TIUNTLCA Ha Hee C NOMOLLbHO
SET ROLE. ATpubyTbl poneil He HacneayrTCs, HO MOXHO Nepek/TioUnNTbLCS
Ha BK/1HOYAOLLY0 POJIb U BOCMO/1b30BaTLCA ee aTpubyTamu.

Ponu, Bkaovatowme gpyrue ponu, oobivHo nmetot atpudyT NOLOGIN un
Ha3bIBalOTCA «IPYNMNoBbIMU». DaKTUYECKM 3TO MMEHOBaHHbI HAabop
NPUBUAETNIA, KOTOPbIA YA0BHO «BblAaTb» 00bIYHON POSIN TOYHO Tak Xe, Kak
BblaeTcs 0AMHOYHas NpmMBuieris. 3To ynpoLlaeT ynpasaeHne oCTynoMm U
aAMUHNCTPUPOBaHNE.

CyuiecTByeT nceBAoposib public, koTopas HEABHO BK/OYAET B cebs BCe
ocTasibHble ponu. Ecnu Bbigatb Kakne-nnbo npmusuniernn ponu public, atn
npuBMNEeruu nosyyar BoobLle Bce posu.

https://postgrespro.ru/docs/postgresql/16/role-membership
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of] PROFESSIONAL

[1lpeponpeneneHHbie ponm Posigres

j -
pg_read_all_settings yTeHHe BCeX MapaMeTpPOB cepBepa _g

=
p g_read_all_stats JIOCTYT K CTaTUCTHKE g
pg_stat_scan_tables MOHUTOPUHT U 6/I0KMPOBKY TabsiuLy od

a,
P g_read_all_data YTeHHe JJaHHBIX U3 BCeX Tab/IuI]
P g_write_all_data M3MeHeHHe JaHHBIX BO BCeX TabamIjax
pg_read_server_files yTeHve (aiisioB Ha cepeepe
pg_write_server_files 3amuch B (aiiibl Ha cepBepe

pg_execute_server_programs BbiroHeHe IPOrpamMM Ha cepBepe

15

B PostgreSQL nmeeTtcsa Habop npeaonpeneneHHbIX ponen, MUMeLwmx
[OCTYI K YaCcTo BOCTPeO6OBaHHbIM, HO HE 00LWEeA0CTYMHbLIM JOYHKLMSM

N faHHbIM. UNIEHCTBO B 3TUX POJISIX MOXET ObITb NpeaocTaBieHo 06bIYHbIM
nonb3oBarenam AN pelweHns paga 3agad agMUHUCTPUPOBaHNSA — YTOObI
n3bexarb HaZenleHnsa aTuUX Nosb3oBaresieil Cynepnosib3oBaTe/IbCKUMU
MO/THOMOUUAMMN.

KonnyecTtBo npegonpeaeneHHbIX poseil yBenmumBaeTca C KaXKa0in HOBOW
Bepcueit PostgreSQL. MNonHbIiA CNMCOK BCEX POSen, BKOYas
npeaonpeaeneHHble, MOXHO MPOCMOTPETL C MOMOLLbI KoMaHabl \duS

B psql.

https://postgrespro.ru/docs/postgresql/16/predefined-roles

MOXHO co3/1aBaTb U CBOWN COBCTBEHHbIE «aMUHUCTPATUBHbIE» POJIN,
Hanpumep, ANs BbINONHEHUS 3a4a4 Pe3epBHOr0 KONMPOBaHUS.


https://postgrespro.ru/docs/postgresql/16/predefined-roles

I'pynmnoBsie pou

BcrioMHHUM, 4TO B0G He CMOT IIPOYUTATh BTOPO CTOJIGEIT Ta6IHITHL:

| bob=> SELECT * FROM t2;

[ ERROR: permission denied for table t2

CynepIiosib30BaTe b BKIOUYaeT boba B IIpefolipeiesIeHHYIO poJib pg_read_all_data:
student=# GRANT pg_read_all_data TO bob;

GRANT ROLE

Tenepb B06 CMO’KeT IIOJIYIUTH OCTYII Ha UTeHHe KO BCeM TabJIMIlaM TaK, Kak 6yATo eMy 6bLIH BeITaHbl npuBuierny SELECT Ha
Bce Tabuiel ¥ USAGE Ha Bce CXeMBI:

| bob=> SELECT * FROM t2;

1 | alice
100 | bob
(2 rows)

ITosryyuTh THOPMALIUIO O YWIEHCTBE B POJISIX MOXKHO C IIOMOIIIbI0 KOMaHAb! \drg YTHIUTEI psql:
student=# \drg

List of role grants

Role name | Member of | Options | Grantor

----------- B S TR
bob | pg read all data | INHERIT, SET | postgres
(1 row)

Crosbery Options comep>KUT HHGOPMAIIHIo 06 aTpubyTax, OIIUCHIBAIOIINX BKIIOUeHUe. 3[1eCh IJIs1 poiu bob, BKIIOUeHHOU B
pg_read_all_data, SET o3HauaeT BO3MOKHOCTD ITIepeK/II0UeHHs Ha IPYIIOBYI0 pojib, a INHERIT — Hcrosb30BaHue IPUBUJIETHM
IpymnIsl 6e3 SBHOTO ITepeK/II0YeHUs Ha Hee.

HVICKJIIOYMM II0JIb30BaTe s bob U3 rpymisl:
student=# REVOKE pg_read_all_data FROM bob;

REVOKE ROLE



of] PROFESSIONAL

[Tognporpammbl Pos{gres

EnvHCcTBeHHasi npyBUierus Asist QyHKLWK Y IPOLeAyP

EXECUTE BBITIO/IHEHHE

XapakTepucTUKu 6e301acHOCTH

SECURITY INVOKER BBITIOJ/IHAETCA C ITPABAMHM BbI3bIBAIOIIIETO
(110 ymo/14aHu10)

SECURITY DEFINER BBITIOJ/IHAEGTCA C ITpaBAMU BJ/1da/ieJ/iblid

17

[na gyHKUMiA 1 npoueayp ecTb eAnHcTBeHHas npusunerna EXECUTE,
paspeLuaroas BbINnosIHEHME 3TOW NoANporpaMme|.

TOHKWIA MOMEHT CBSA3aH C TeM, OT UMEHW KaKoro nosibosaresnis byger
BbIMO/IHATLCA nognporpamma. Ecnv nognporpamma o6bsBieHa Kak
SECURITY INVOKER (no ymonyaHuio), oHa BbINOMIHAETCA C npasamu
BbI3bIBaOLLEro rnosb3oBarens. B aTom cnyyae oneparopbl BHYTPH
noAnporpaMmmbl CMOTyT 06paLaTbCsl TO/IbKO K TEM 0ObeKTaM, K KOTOPbIM
Y BbI3blBalOLLErO MN0Ib30BaTeNA €CTb AOCTYN.

Ecnn xe ykazatb ppasy SECURITY DEFINER, nognporpamma pabortaet

C NpaBamu ee Bnagensua. 3To cnocob No3Bo/NTbL APYTrMM NoNb30BaTE/NAM
BbIMO/IHATb OnpefesieHHble 4eACTBUA HaZ OObeKkTamu, K KOTOPbIM Y HUX HET
HenocpeACcTBEHHOIO focTyna.

https://postgrespro.ru/docs/postgresal/16/sql-createfunction
https://postgrespro.ru/docs/postagresql/16/sql-createprocedure
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of] PROFESSIONAL

[MpuBUNEernm nNo ymonyaHumo  Posggres

[TpuBuieruu nceegoponu public

TIOJK/TF0UeHHe K /10001 Oa3e JaHHBIX
JIOCTYTI K CUCTEMHOMY KaTajiory
BBIMOJTHEHHE JTFOObIX MOAIIPOrpaMm

MPUBUJIETUHN BBIAAIOTCS aBTOMATUUeCKU AJI KaXKA0T'0 HOBOT'O obbekTa

HacTpauBaemble NpUBUIETUN 10 YMOTYAHUIO

BO3MO>XHOCTB AOIIO/IHUTE/JIbHO BbIAATh WM OTO3BATh IIPUBUJ/IETHN
AJIs1 BHOBB CO31aBdeMOIo o0neKra

18

Kak yxe rosopunocs, ncesgoposib public BkNoyaeT B ceds BCe OCTasibHble
poSIN, KOTOPble, TaKUM 06pa3oM, NOJb3YHTCA BCEMU NPUBUIETNAMMU,
BblAaHHbIMUK 4114 public.

Mpwn aToM public UMeeT AOBONLHO LUNPOKUIA CNEKTP NPUBUMIETAIA MO
yMO/4aHuto. B yactHocTu:

* paBo NOAKOUEHUS K NI0O0N 6a3e AaHHbIX (MMEHHO NO3TOMY posib alice
cmorsa NoAKNIUYNTLCA K 6a3e AaHHbIX HECMOTPS Ha To, YTO NpUBU/IETUSA
CONNECT He BblgaBasiacb el ABHO);

* [I0CTYyN K CUCTEMHOMY KaTasory;
* BbINO/IHEHME NtO6BLIX NOANPOrPaMM.

370, C O1HOI CTOPOHbI, NO3BONSIET KOMKOPTHO paboTaTh, HE 3a4yMbIBasiCb
0 NpuBUAErusix, a ¢ Apyroin — co3gaeT onpeaeneHHbIe CI0XHOCTU, ecni
pasrpaHuyeHne AocTyna AeicTBUTeIbHO HE0OGX0ANMO.

OnuncaHHble Bblle NpUBUIErNA NOABAAKOTCA Y public aBToMaTnyeckn npu
CO34aHUN HOBbIX 06BLEKTOB. TO €CTb HE4OCTATOYHO, Hanpumep, NPOCTo
oTto3BaTb Y public npusunernio EXECUTE Ha BCce nognporpamMmmbl: Kak
TO/IbKO NOABUTCA HOBas, public Hemea/ieHHO NoyyYaeT NPUBUIIETNIO Ha ee
BbINOJ/IHEHME,

OfHaKo cyLlecTByeT crieunasibHbll MeXaHU3M «npuBmUIerui no
YMO/4YaHMI0», KOTOPbIA NO3BOISIET aBTOMAaTUYECKN BblAaBaTb 1 OT3bIBaTb
NPUBUAErNN MPU CO34aHNN HOBOrO 06beKTa. ITOT MEXaHNU3M MOXHO
MCNoNb30BaTh M A5 0T3biBa NpaBa BbINOHEHUS DYHKLMIA Y NCEBAOPONN
public.

https://postgrespro.ru/docs/postaresql/16/sql-alterdefaultprivileges
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IMoamporpaMMBbI M IPUBHJIETHH 10 YMOTYaHUIO

Ajrca co3faeT GYHKITHIO:

alice=> CREATE FUNCTION foo() RETURNS SETOF t2
AS $$

SELECT * FROM t2;
$$ LANGUAGE sql STABLE;
| CREATE FUNCTION
CMoxeT Ji Bo6 BBRI3BaTh ee, ecyIy Ajrica He Bhliasa eMy mpuBieruto EXECUTE?

| bob=> SELECT foo();

ERROR: permission denied for table t2
CONTEXT: SQL function "foo" statement 1

BrI3BaTh — /1@, HO Bo6 He CMOZKET IIOJIyYHUTH JOCTYII K o0beKTaM, Ha KOTOpPEIE Y HETO HET COOTBETCTBYIOIITUX HpPIBHJIeI‘PIfI.

Ecszt Bo6 co3pacT cBoro Tabuiy t2 B cxeme public, pyHKIHs 6yeT pa6oTaTh 11 060MX II0JIh30BaTes el — HO C pa3HBIMU
Ta6IMITaMH, IIOCKOJIBKY y AsHchl 1 Bo6a pasHble ITyTH IIOKUCKa.

Uto65I Bob Mor co3faTh TabauIly B cxeMe public, moTpe6yeTcs SBHO BeIJaTh eMy npuBuiaernio CREATE Ha cxeMy (HaunHas ¢
Bepcuu PostgreSQL 15):

student=# GRANT CREATE ON SCHEMA public TO bob;

GRANT

[ bob=> CREATE TABLE t2(n numeric, who text DEFAULT current_user);
|  CREATE TABLE

| bob=> INSERT INTO t2(n) VALUES (42);

| INSERT @ 1

| bob=> SELECT foo();

(42,bob)
(1 row)

| alice=> SELECT foo();

(1,alice)
(100, bob)
(2 rows)

Jpyroi [OCTYIIHBIM BApUaHT — 00BIBUTH QYHKITHIO KaK paboTaloIlyIo ¢ IIpaBaMU ee BiaflesIblia:

| alice=> ALTER FUNCTION foo() SECURITY DEFINER;

| ALTER FUNCTION

B sToM cily4dae (byI{KHHﬂ Bcerga 6y;[eT BBIIIOJTHATHCA C IIpaBaMK AJTHCHL, He3aBUCUMO OT TOT'0, KTO €€ BhI3bIBaeT.
Bo6 yzmassieT cBOIO TabJIHITy...

|  bob=> DROP TABLE t2;

| DROP TABLE

..H TIoJTy4aeT JOCTYII K COZleP>KUMOMY TabJ IHITbI AJIHCHI:

| bob=> SELECT foo();

(1,alice)
(100, bob)
(2 rows)

B atoMm ciy4dae Anuce HaZlo BHUMAaTEJ/JbHO C/IETUTH 3a BBIIAHHBIMU IIPUBUJIETUAMHU. CKopee BCero, HOTpeﬁyeTCﬂ 0TO3BaTh



EXECUTE y posu public ¥4 BEIJaBaTh ee SBHO TOJIBKO HY>KHBIM POJISIM.

| alice=> REVOKE EXECUTE ON ALL ROUTINES IN SCHEMA alice FROM public;
| REVOKE

| bob=> SELECT foo();

| ERROR: permission denied for function foo

Ho [1eJ10 OCJI0XKHSIETCSI TEM, UTO 110 YMOJTUAHUIO IIPUBIJIETHS HA BEIIIOJHEHNE aBTOMAaTHYECKH BBIIaeTCsI postH public Ha KaXkAyIo
BHOBbB C03/]JaBaeMyI0 QyHKITHIO.

Jl1s1 TOTO YTOOBI KOHKpEeTHBIe I10JIb30BaTeJIH I10IyYaIid Uik, HaO60pOT, JIMIIIAJIUCh T€X HMJIKM UHBIX HpI/IBI/IJIeI‘I/Iﬁ Ha BHOBBb
co3gaBaeMbIe 00'bEKTHI, MOKHO HaCTPOUTH NIPHUBUJIETHUH I10 YMOJIYaHUIO:

alice=> ALTER DEFAULT PRIVILEGES
FOR ROLE alice
REVOKE EXECUTE ON ROUTINES FROM public;

| ALTER DEFAULT PRIVILEGES

alice=> ALTER DEFAULT PRIVILEGES
FOR ROLE alice
GRANT EXECUTE ON ROUTINES TO bob;

| ALTER DEFAULT PRIVILEGES
| alice=> \ddp

Default access privileges
Owner | Schema | Type | Access privileges
------- L s e S
alice | | function | alice=X/alice +
| | | bob=X/alice
(1 row)

Temneps Bo6 cpa3y IoJIy4aeT IMPUBUJIETHIO HA BHIIIOJHEHHE IIOIIPOTPaMM, CO3/[aBaeMbIX AJIHCOL, a OCTaJbHBIE II0JIb30BaTEIN He
CMOTYT KX BBIITOJHSATD.

alice=> CREATE FUNCTION bar() RETURNS integer
LANGUAGE sql IMMUTABLE SECURITY DEFINER
RETURN 1;

| CREATE FUNCTION

| bob=> SELECT bar();



ITormn Pog%g?é%

Posi, arpu0yThl ¥ IPUBUIETMH — TUOKHMI MeXaHH3M,
TI03BOJISIOIIUM [T0-pa3HOMY OpPTraHMW30BaTh paboTy

MOJ>XHO JIET'KO pa3pelinThb BCe BCEM
MO>XHO CTPOI'O pa3rpdHUYMTL OJOCTYII, €CJ/IU 3TO HEO6XO,Z[I/IMO

[Tpu co3maHKy HOBBLIX POjiel HaZlo TI03ab0TUTHCS
0 BO3MOYKHOCTH UX TO/JK/IFOUEHHs K CepBepy
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[1pakTnka Pogga’?é%

HactpoiiTe npuBuUieruy Takum o6pas3om, yToObl OZJHU T10JTb30BaTe/ N
VIMeJIU TIOJTHBIN AOCTYII K Tab/uiiaMm, a Apyrve MOIJIM TOTbKO
3arpalimBaTh, HO He U3MeHSTb WH(GOPMaLUIO.

1. Co3paiite HOByIO 6a3y JaHHBIX U /IBYX I10JIb30BaTesieli: writer u reader.

2. Ort3o0BuTe y poi public Bce nprBUieruy Ha cxemy public, BbizaiiTe pomu
writer o0e TIPUBWIETWH, a PO/IU reader — TOJILKO usage.

3. HacTpotiiTe MpUBUIeryy 10 YMOTUaHUIO TaK, YTOOBI posib reader mostydara
JIOCTYTI Ha YTeHHe K TabnmuiiaM B cxeme public, mpyuHaziekalym writer.

4. Co3paiirte nonab3oBaresns wl, BKJIKOUMB €ro B poJib Writer, ¥ MoJib30BaTesist
rl, BK/IFOUMB ero B reader.

5. Ilopg ponbio writer co3gaiiTe Tabmuily.

6. Yb6emurech, uTo rl ©MeeT AOCTYM K TaO/IMIe TOMBKO Ha UTeHHe, a Wl
VMeeT K Hell [TOJIHbIM JOCTYII, BK/ItoUasi y/aaeHue.
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1. basa JaHHBIX U POJIH

=> CREATE DATABASE access_overview;
CREATE DATABASE

=> CREATE USER writer;

CREATE ROLE

=> CREATE USER reader;

CREATE ROLE

2. IIpuBuiieruu

=> \c access_overview

You are now connected to database "access overview" as user "student".
=> REVOKE ALL ON SCHEMA public FROM public;

REVOKE

=> GRANT ALL ON SCHEMA public TO writer;

GRANT

=> GRANT USAGE ON SCHEMA public TO reader;

GRANT

3. IIpuBHIIETHH 110 YMOJTYaHUIO

=> ALTER DEFAULT PRIVILEGES

FOR ROLE writer

IN SCHEMA public

GRANT SELECT ON TABLES TO reader;

ALTER DEFAULT PRIVILEGES
4. ITosib30BaTe IR

IMunryInas poJik:

=> CREATE ROLE wl LOGIN IN ROLE writer;

CREATE ROLE

KoucTtpyxknus IN ROLE cpasy >ke fo6aBJisieT HOBYIO POJIb B yKa3aHHYI0. To eCTh Takasi KOMaHZIa 9KBUBaJIEHTHA ABYM:
CREATE ROLE wl LOGIN;

GRANT writer TO wl;

Yuraromiast pojb:

=> CREATE ROLE rl1 LOGIN IN ROLE reader;

CREATE ROLE

5. TaGsmuIta

=> \c - writer
You are now connected to database "access overview" as user "writer".
=> CREATE TABLE t(n integer);

CREATE TABLE

6. IIpoBepka

PoJib W1 MO’KeT BCTaBJIAThL CTPOKU:

=> \c - wl



You are now connected to database "access overview" as user "wl".
=> INSERT INTO t VALUES (42);

INSERT 0 1

PoJsib rl MOYKeT YUTaTh TabJINILy:

= \c - rl

You are now connected to database "access overview" as user "rl".
=> SELECT * FROM t;

n

42
(1 row)

Ho He MO>KeT U3MEHUTE:

=> UPDATE t SET n = n + 1;

ERROR: permission denied for table t

Postb W1 MO>KeT y[jaIuTh TabJIUILy:

= \c - wl

You are now connected to database "access overview" as user "wl".
=> DROP TABLE t;

DROP TABLE

HamomuwuM, uto B PostgreSQL HaumHas ¢ BepCcuH 14 TOCTYIIHA IIpeolpeeaeHHas poib pg read_all data, aBToMaTH4UeCcKHU
JaroIasi BOSMOXHOCTb YTeHHs JIFOOBIX JaHHBIX.

A ymanmuTh 6a3y JaHHBIX CMOKeT WJIH ee BJIajesiell, MJIH CYIIepIIoIb30IBaTeb:
=> \c postgres postgres

You are now connected to database "postgres" as user "postgres".
=> DROP DATABASE access_overview;

DROP DATABASE



[1pakTuka+ Pogga’?“ég

1. 3aperucrtpupyiite nosb30BaTesibcKie ponu alice u bob.

OtpepakTupyiite (aiin pg_hba.conf Tak, urobb1 GecraponbHbIH
BX0/] ObUT pa3pellieH JIMIIIb [Jjis TI0/Ib30BaTesieli postgres u
student. Y6eaurtech, uto soctymn s alice u bob 3anperrieH.

3. s nonb3oBaresiel alice u bob BKrounTe paspeleHre BXOUTh
B CeaHC, UCMOob3ysl MeToZ, peer. [IpoBepbTe HEBO3MOXXHOCTh
BXO/la B ceaHC 6e3 co3zjanusi orobpa)keHus1 Ha nosb3oBaresst OC.
s alice co3paiiTe Takoe oToOpakeHuUe.

4. TIpoBepbTe BO3MOXXHOCTh UCIT0/Ib30BaTh OFHO U TO Ke
orobpakeHHe /1T Pa3HBIX POJIet.
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2. C NOMOLLbHO TEKCTOBOIO pefakTopa BCTaBbTe Nepes NepBoi
HEe3aKOMMEHTUPOBaHHO ANPeKTUBON B pg_hba.conf

local all postgres,student trust
MepeunTainTe KOHGUrypaymtio.

3. OTpepakTMpyiTe BCTaBNeHHYO B pg_hba.conf anpekTnBy, 3aMeHUB ee
cnefyroLwnm:

local all postgres, student trust
local all alice,bob peer

B koHeu dhalina pg_ident.conf no6asbTe:
stmap student alice

4. Yto6bl ponu alice n bob ncnonb3osanu ogHO 0TO6paxeHWe, CoAepPXKMMoe
pg_ident.conf o/mkKHO 6bITb CeayoLWMM:

stmap student alice
stmap student bob



1. lo6aBIeHue pojien

3aperucTpUpyeM POJIH C IPABOM BXO/[a B CEAHC.
=> CREATE ROLE alice LOGIN;

CREATE ROLE

=> CREATE ROLE bob LOGIN;

CREATE ROLE

2. OrpaHuYeHue HCII0JIb30BaHuA trust

OTpepakTupyeM cogeprxumoe pg_hba.conf, paspermms MeToy trust JIHIIE 1 postgres u student.

student$ sudo sed -i 's/~local.*all.*all.*trust.*$/local all postgres,student trust\n/'
/etc/postgresql/16/main/pg_hba.conf

BoT uTo II0JIy4YHJIOCh:

=> SELECT type,database,user_name,address,auth_method,error
FROM pg_hba_file_rules
ORDER BY rule_number;

type | database | user_name | address | auth method | error
------- R T et e ST
local | {all} | {postgres,student} | | trust |

host | {all} | {all} | 127.0.0.1 | scram-sha-256 |

host | {all} | {all} | ::1 | scram-sha-256 |

local | {replication} | {all} | | trust |

host | {replication} | {all} | 127.0.0.1 | scram-sha-256 |

host | {replication} | {all} | ::l | scram-sha-256 |

(6 rows)

[IpuMeHUM KOHOUTYPAIIHIO.
=> SELECT pg_reload_conf();

pg_reload conf

Teneps alice 1 bob He MOT'YT ITOAKIIOUUTHCS:
student$ psql -1 -U alice

psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed:
FATAL: no pg hba.conf entry for host "[local]", user "alice", database "postgres", no
encryption

student$ psql -1 -U bob

psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed:
FATAL: no pg_hba.conf entry for host "[locall", user "bob", database "postgres", no
encryption

3. MeTop ayTeHTHUGHKALMH peer
M cnosb3yst TEKCTOBBIM peflaKTop, J06aBUM ellle OJHY CTPOKY C MeTOZOM ayTeHTUQUKAITUHU peer, YTO6hI pa3pelIuThb
TIOJIK/II0UeHHe 110JIb30BaTessIM alice 1 bob.

student$ sudo sed -i '/“local.*all.*postgres,student.*$/alocal all alice,bob peer'
/etc/postgresql/16/main/pg_hba.conf

Copeprxumoe pg_hba.conf:

=> SELECT type,database,user_name,address,auth_method,error
FROM pg_hba_file_rules
ORDER BY rule_number;



type | database | user _name | address | auth method | error

local | {all} | {postgres,student} | | trust |
local | {all} | {alice,bob} | | peer |
host | {all} | {all} | 127.0.0.1 | scram-sha-256 |
host | {all} | {all} | ::1 | scram-sha-256 |
local | {replication} | {all} | | trust |
host | {replication} | {all} | 127.0.0.1 | scram-sha-256 |
host | {replication} | {all} | ::l | scram-sha-256 |
(7 rows)

ITepeunTaeM KOHQUTYpAIIHIO.
=> SELECT pg_reload_conf();

pg_reload conf

OZHAKO IT0-IIPe>KHEMY 9TH YUeTHBIe 3aIIKCH He MOTYT BOMTH B CeaHC, XOTs COO6IIeHIHe 06 OITn6Ke H3MEHHIIOCh.
student$ psql -1 -U alice

psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed:
FATAL: Peer authentication failed for user "alice"

student$ psql -1 -U bob

psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed:
FATAL: Peer authentication failed for user "bob"

MeTtop peer TpebyeT coBIaZieHUsI yueTHOU 3ammicu B OC ¢ umeHeM poJid B PostgreSQL. Co3mamuM oTob6parkeHue posu alice Ha
nosb3oBaTesst OC student, ;o6aBUB cTPoKy B ¢paiii pg_ident.conf. /[ posiu bob oTo6parkeHue 3azaBaTh He 6y/jeM.

student$ echo 'stmap student alice' | sudo tee -a /etc/postgresql/16/main/pg_ident.conf
stmap student alice

U pomuirieM B 06aBJIEHHYI0 CTPOKY ITapaMeTp map, 3a/[alolliil UMs 0To6pakeHHUs.

student$ sudo sed -i 's/peer.*$/peer map=stmap/' /etc/postgresql/16/main/pg_hba.conf
Coxeprxumoe pg_hba.conf:

=> SELECT type,database,user_name,address,auth_method, options,error
FROM pg_hba_file_rules
ORDER BY rule_number;

type | database | user_name | address | auth method | options
error

- R T B I Fomm o Fom e o Fomm e +---
local | {all} | {postgres,student} | | trust |

local | {all} | {alice,bob} | | peer | {map=stmap} |
host | {all} | {all} | 127.0.0.1 | scram-sha-256 | |
host | {all} | {all} | ::1 | scram-sha-256 | |
local | {replication} | {all} | | trust |

host | {replication} | {all} | 127.0.0.1 | scram-sha-256 | |
host | {replication} | {all} | ::1 | scram-sha-256 | |
(7 rows)

IlepeyrTaeM KOHQUTYPAIIHIO.
=> SELECT pg_reload_conf();

pg reload conf

Teneps alice MOXKeT IIOIKTIOUNTLCS K Ga3e JAHHBIX U BHIIIOTHUTH KOMAaH/IbL.
student$ psql -c '\conninfo' -U alice -d student

You are connected to database "student" as user "alice" via socket in
"/var/run/postgresql" at port "5432".

A bob — HeT.

student$ psql -c '\conninfo' -U bob -d student



psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed:
FATAL: Peer authentication failed for user "bob"

4. OgHO oTOOGpa’keHHe JJIs1 HECKOJIBKHX poJieit

Pa3pelnm 1osb30BaTe 0 bob BXOAUTE B ceaHC Ha TaKUX JKe YCJIOBHSIX, Kak alice.

student$ echo 'stmap student bob' | sudo tee -a /etc/postgresql/16/main/pg_ident.conf
stmap student bob

JlobaByieHHBIe CTPOKH B pg_ident.conf:

student$ sudo tail -n2 /etc/postgresql/16/main/pg_ident.conf

stmap student alice
stmap student bob

[lepeunTaeM KOHQUTYPAIIHIO.
=> SELECT pg_reload_conf();

pg reload conf

Teneps U alice, 1 bob CMOI'yT IIOKIIOUUTHCS.
student$ psql -c '\conninfo' -U alice -d student

You are connected to database "student" as user "alice" via socket in
"/var/run/postgresql" at port "5432".

student$ psql -c '\conninfo' -U bob -d student

You are connected to database "student" as user "bob" via socket in "/var/run/postgresql"
at port "5432".



