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Ponu n atpubyTbl Pos{gres

Ponb — monb3oBatens CYB/I

POJIb HEe CBsA3dHa C I10/1Ib30BaTe/IeEM OC

CBOMCTBA PO/U OTIPeZIe/ISIOTCS aTpUOyTaMu

LOGIN BO3MOKHOCTb TIO/IK/TFOYEeHUS

PASSWORD TapoJjib

SUPERUSER CyIlepIio/ib30Bare/ib

CREATEDB BO3MOYKHOCTb CO3/laBaThb 0a3sbl JaHHBIX
CREATEROLE BO3MOXXHOCTb CO3/iaBaTb POJIU
REPLICATION WCII0/1b30BaHKe MPOTOKOJIA PerIMKaLiy
U ipyrue

Ponb — 310 nosib3oBarens CYB/[. Ponb Takke MOXET BbICTynartb
B Ka4yeCTBe 2pyrirbl Nonb3oBartesien, Ho 06 3TOM OyaeT cka3aHOo Mo3xe.

®opMasIbHO POsSIM HUKaK He CBSA3aHbl C NOb30BaTesiIiMy ornepaLyOHHOM
CUCTEMbI, XOTA MHOIMe nporpamMmMbl 3TO npegnonaratoT, BbIoupas 3Ha4eHus
Nno ymonyaHuo. Hanpumep, psql, 3anyLieHHbIn OT uMeHn nonb3osaTtens OC
student, aBTOMatn4ecku Ncrnosb3yeT ogHOUMEHHY0 posib student (ecnn

B K/Il0Yax YTUIUTbI HE yKa3aHa Kakasa-1mbo gpyras posb).

Mpwu co3paHum KnacTepa onpeaensieTca ogHa HavyanbHasi posb, MMetoLLas
cynepnosb3oBaTeNbCKUiA A0cTyn (06bIYHO OHA Ha3biBaeTCs postgres).
B fasnbHelileM ponn MOXHO co3aaBaTh, U3MEHSTbL U yAaNNATb.

https://postgrespro.ru/docs/postgresql/16/database-roles

Ponb o6nagaer HEKOTOpbIMU ampubymamu, onpeaensowymn ee oduime
0COBGEeHHOCTU 1 NpaBa (He CBA3aHHbIe C onpeaesieHHbIMN 00 bekTamu).

O6bI4HO aTpnbyThl MMEIOT ABa BapunaHTa, Hanpumep, CREATEDB (paet
npaso Ha co3gaHve b/]1) ¥ NOCREATEDB (He gaet Takoro npasa). Kak
npaswn/io, Mo YMOM4YaHMIO BbIOMPaAETCA orpaHNYBaloLLnii BapuaHT.

Ecnn y ponn Het aTpubyTta LOGIN, OHa He CMOXEeT NOAKNHUYNTLCA
K cepBepy. Takne posim UMeeT CMbIC/T UICNOJ/1b30BaThb B KAUecTBe rpynnoBbIX.

B Tabnvue nepeyncrieHbl NiMb HEKOTOPbIE N3 aTpubyToB. ATPUOYTHI
INHERIT n BYPASSRLS paccmarpuBaeTcs YyTb Aasiblle B 3TO TeMe.

https://postgrespro.ru/docs/postgresqgl/16/role-attributes

https://postgrespro.ru/docs/postgresqal/16/sqgl-createrole




Ponu u aTpuOyTHI

Co3pmaguM pob OIS [T0JIb30BaTenss ANKUCH. B KoMaHIe yKa3aHE! IBa aTpubdyra.

B oT0i1 TEMe HaM BaxXXHO, OT UMEHU KaKOn POJIX BEIIIOJIHAOTCSA KOMaHObI, IIO3TOMY UM TeKyH.IefI POJIX BEIHECEHO B
IIpUriialieHue.

student=# CREATE ROLE alice LOGIN PASSWORD 'alice’;
CREATE ROLE

Cnucoxk posel MOXKHO y3HaTb KOMaH[OM:

student=# \du

List of roles

Role name | Attributes

___________ o o o e e e e e e o e o o o o e e e o o e e e e e e e e e e e e e e e e e e e e mmmmmaao -
alice |

postgres | Superuser, Create role, Create DB, Replication, Bypass RLS
student | Superuser

OG6partuTe BHUMaHUe, YTO Posb student siBysseTcst Cyneprnosb3oBaTesieM. II09TOMy AO CHUX IIOP MEL He 3alyMEIBaJIUCh O
pas3rpaHuYeHur JOCTyIIa.

Cospmagum u 6a3y AaHHBIX:

student=# CREATE DATABASE access_overview;
CREATE DATABASE

student=# \c access_overview;

You are now connected to database "access overview" as user "student".
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[TogknoveHne K cepeepy Pos{gres

1. Ctpoku pg_hba.conf npocmarpuBaroTCst CBepXy BHU3

2. BriOupaeTcs repBasi 3aIich, COOTBETCTBYIOIIAsl [TapaMeTpam
noJK/IroueHus (Tur, 6a3a, Moab30BaTe/b U afipec)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 scram-sha-256
host all all 1:1/128 scram-sha-256
local — coker all — mobas ponb listen_addresses
host — TCP/IP | UMsI oS
all — mobas BT all — mo6oii IP
umst BT [P/macka

JOMEeHHOe UMs

[nA KaKaoro HOBOro K/IMeHTa cepBep onpenenset, Ha4o NN pas3peLLmnTb
NoAK/IYeHne K 6a3e AaHHbIX. HacTpoliku nogknoveHnss onpenensatoTcs

B KOHpurypaumoHHom chainne pg_hba.conf («host-based authentication»).
Kak 1 ¢ 0CHOBHbIM KOHpUrypaumoHHbIM (haitiom postgresgl.conf,
N3MEHEHNS BCTYNatoT B CU/1y TOMIbKO NOC/e nepedntbiBaHnA (haina
cepepom (SQL-tbyHkuueir pg_reload conf() nnan komaHgoi reload ytunnTol
ynpas/ieHns).

[Mpy NosABNEHNN HOBOTO KNIMEHTa CepBeP NpocMaTpuBaeT KOHUrypauymoH-
Hblil doain CBEPXY BHU3 B NOMCKAX CTPOKKU, NOAXOASALLEN K 3anpalunBaemo-
MY KMeHTOM nogktoveHnto. CooTBETCTBME onpenenseTcs no YeTblpem

nondam: TNy nogknyeHua, umenn b, nmeHn nonb3osatena u IP-agpecy.

Hwmxe nepeyncneHsl TO/IbKO caMble OCHOBHbIE BO3MOXHOCTW.

MoakntoueHne — local (unix-cokeTsbl, He gocTynHo B Windows) nnu host
(nogkntoueHne no nportokony TCP/IP).

Basza gaHHbIX — K/toueBoe cnoso all (cooTBeTcTBYET M0G0 BA) nnm nvs
KOHKpPETHOWM 6a3bl JaHHbIX.

Monb3oBatenb — all nnn MMa KOHKPETHOW pPonu.

Appec — all, KOHKpeTHbI IP-agpec ¢ Macko nnn 4oMeHHoe nms. He
yKasbiBaeTca ansa tuna local. No ymonyaHuto PostgreSQL cnywaet
BXogdwme coegmHeHnsa Tonbko ¢ localhost; 06bIYHO NapameTp
listen_addresses cTaBAT B 3Ha4YeHWe «*» (CrywaTb BCe UHTEPENChI)
N ganslue peryvpyrot ocTyn cpeagcreamu pg_hba.conf.

https://postgrespro.ru/docs/postgresql/16/client-authentication
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[TogknoveHne K cepeepy Pos{gres

3. BoinosiHsieTcst ayTeHTU(UKALMS YKa3aHHBIM METOZI0M

4. YnauyHo — JOCTYII pa3pellaeTcsi, UHaue — 3aripelaeTcs
(ecsiv He MoOAOLLIA HA OZJHA 3aMCh — JOCTYII 3arperiaeTcs)

# TYPE DATABASE USER ADDRESS METHOD

local all postgres peer

local all all peer

host all all 127.0.0.1/32 scram-sha-256

host all all 1:1/128 scram-sha-256

trust — BepUTb

reject — OTKas3aTb

scram-sha-256 1 md5 — 3anpocuTs naposb
peer — cripocutb OC

Korga B (hainie HangeHa noaxogswas cTpoka, BbINoHAETCA ayTeHTUmka-
LMA yKa3aHHbIM B 3TOI CTPOKE METOLO0M, a TakKe NPoBepseTcs Hasmume
atpubyta LOGIN u npusunernn CONNECT. Ecnin pesynbrar npoBepku
yCreLleH, To NOAK/YEeHNe pa3peLlaeTcs, nHadye — 3anpeLaercsa (apyrue
CTPOKM (hainna npu aToM yxxe He paccMaTrpuBaroTcs).

Ecnv HM oiHa M3 CTPOK He NoAoLLa, TO I0CTYN Takke 3anpeLlaeTcs.

Takum o6pasom, 3anucu B harine [o/mKHblI AT CBEPXY BHU3 OT YaCTHbIX
npasua K 06LWmMM.

CyLecTByeT MHOXECTBO METOA0B ayTeHTUUKaunn:
https://postgrespro.ru/docs/postgresqgl/16/auth-methods

HwnXe nepeyncrieHbl TOSIbKO caMble OCHOBHbIE.

MeTop trust 6e3yc/ioBHO paspellaeT noaxodeHne. Ecim Bonpochl
6e30nNacHOCTM He BaXkHbl, MOXHO YyKasaTb «Bce all» 1 metop, trust — Toraa
6yyT pa3peLleHbl BCe NOAK/IUYEHMS.

MeTop, reject, Ha060pOT, 6€3yC/IOBHO 3anNpPeLLAET NOAK/IUEHNE.

MeToa scram-sha-256 3anpalunBaeT y nonb3oBaTtesisi Naposib 1 NpoBepsieT
€ro COOTBETCTBUE X3LLly, KOTOPbI/ XpaHUTCS B CUCTEMHOM KaTtasore
knacTtepa. MNaponbHbIii MeTog md5 Takxke UCMOoNb3yeTcs, HO 06bAB/EH
ycTapeBLINM.

MeTop, peer 3anpalumBaeT Ms No/ib30BaTens y onepayoHHOl CUCTEMBI U
paspeLuaeT NoAkNoyYeHne, ecnm ums nonb3osatens OC v nonb3oBatens b/,
coBnagarT (MOXHO YCTaHOBUTb U Apyrne COOTBETCTBUS UMEH).
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[TaponbHada ayTeHTUunKkauma Posggres

Ha cepsepe
MMapoJ/ib YCTAHAB/IMBAETCA IIPU CO34aHUHN DOJIU WJIN T103Ke

T10J1b30BaTe 0 6e3 mapovis OyAeT 0TKa3aHo B JIOCTYTIe
TIapoJib XPAaHUTCSI B CUCTEMHOM Karasiore pg_authid

BBO,Z[ MapoJid Ha K/JIMEHTe
BPYUHYO
13 riepeMeHHOU OKpykeHusi PGPASSWORD
u3 daiina ~/.pgpass (CTpoku B popmare y3e1:nopm:6asa:poib:naposnb)

Ecnv ucnonb3yeTtcs ayTeHTMdMKauma no naposo, A1 ponu 06s3atesibHo
[I0/KEH ObITb YCTAHOB/IEH Napo/ib, MHAYe B AOCTYyNe GyAeT 0TKasaHo.

XeLl-Ko4 napons XpaHUTCA B CUCTEMHOM KaTasiore B Tabnuue pg_authid.

Monb3oBaTenlb MOXET BBOAUTL Napo/ib BPYUHYH, a MOXET
aBTOMAaTM3NPOBaTh ero BBo/,. [1/151 3TOr0 eCcTh [B€ BO3MOXHOCTW.

Bo-nepBbIX, MOXHO 3aaTb Naposib B NepeMeHHOW OKpYXeHNs
PGPASSWORD Ha knueHTte. OgHako 310 Heyn06HO, ecnv NpuxoanTcs
MOAK/YATLCH K HECKO/IbKUM 6a3aM, a Takke He peKOMeHAyeTCs U3
COObOpaxeHmin 6e3onacHOCTH.

Bo-BTOpbIX, MOXHO 3a4aTb Naponu B doaiine ~/.pgpass Ha K/IMeHTe.
K chariny go/mkeH nmetb AOCTYN TOILKO ero Bragesnel (yCcTaHOB/eHbI Npasa
poctyna 600), nHavye PostgreSQL npounrHopupyerT ero.



ITopxirouenue

YToOH POJIH CMOTTIa OOKITIOYUTLCS K 6a3e JaHHBIX, OHA JOJIXKHA UMeTh He ToNbKo atpubyT LOGIN, Ho u pa3pelieHne B
(aiine pg hba.conf. ITpounuTaTs daiin MoKHO IpsaMo u3 SQL:

student=# SELECT type, database, user_name, address, auth_method
FROM pg_hba_file_rules();

type | database | user name | address | auth method
------- T s P
local | {all} | {postgres} | | peer

local | {all} | {all} | | peer

host | {all} | {all} | 127.0.0.1 | scram-sha-256
host | {all} | {all} | ::1 | scram-sha-256
local | {replication} | {all} | | peer

host | {replication} | {all} | 127.0.0.1 | scram-sha-256
host | {replication} | {all} | ::1 | scram-sha-256
(7 rows)

(B 3aBuCHMOCTH OT COOPKH CepBepa comepkumMoe ¢aiiia MOKeT OTINYAThCS.)

Mzt1 6ymeM UCIoib30BaTh nogkimoderue mo TCP/IP (host). TakoMy MOAKITIOYEHHUIO COOTBETCTBYET TPEThSI CTPOKA BHIOOPKH.
Ona npepnonaraeT ayTeHTuGUKAINIO 110 TapoJIio.

Pomnp alice 6blita co3gaHa C ImapojieM, HO BOOOIIe ero MOXKHO U3MEHHUTD B JIF00O0M MOMEHT:

student=# ALTER ROLE alice PASSWORD 'alicepass’;

ALTER ROLE

ITopo6yeM yCTaHOBUTH COENUHEHNE, YKa3aB B CTPOKE IOOK/IIOYEHHUS BCI0 HE0OX0OUMYyI0 HHMDOPMAIIHIO:
student$ psql "host=localhost user=alice dbname=access_overview password=alicepass"

| alice=> \conninfo

You are connected to database "access overview" as user "alice" on host "localhost"
(address "127.0.0.1") at port "5432".
SSL connection (protocol: TLSv1.3, cipher: TLS AES 256 GCM SHA384, compression: off)

TTonmy4umnocs!
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[TpuBnnernn Pos{gres

[TpuBUIeTUM OTIpeZe/ISIOT TIpaBa AOCTYIa Posei K 06beKTam

Ta6J'II/IL[]:>I " I1peCTaB/IEHUA

SELECT yTeHUe JaHHBIX
INSERT BCTaBKa CTPOK
MO>KHO Ha YPOBHE CTOJIOIIOB
UPDATE r3MeHeHUe CTPOK
REFERENCES BHEILTHUH KJTFOU (717151 TaOJTHLT)
DELETE y/a/ieHre CTPOK
TRUNCATE ortycTtoreHue (ay1st TabuiL)
TRIGGER CO3/laHre TPUTTEPOB

MpuBUNErNN YCTAaHABMNBAKOT CBA3b MeXAy CyOobekTaMu (Ponsimn) u
o6bekTamu knactepa. OHM orpaHMuMBaloT AeiCTBUS, AOCTYNHbIE ANS poneit
B OTHOLLEHUWN 3TUX 06 BHEKTOB.

CnncoK BO3MOXHbIX MPUBUAETNIA OT/IMHAETCA A1 0OBEKTOB Pa3/INUHbIX
TMNOB. [NpuBMAErnn ANA OCHOBHbIX 0OGBEKTOB MPUBEAEHbI HA 3TOM U
cnepyollem crnangax.

Bonblie Bcero npuBuiernii onpeaeneHo ans Tabnuy, n npeactaBneHuii.
YacTb U3 HUX MOXHO ONpeaeinTb He TOMbKO A/11 BCEro OTHOLLEHUS!, HO U
[INs1 OTAENbHbIX CTON6LOB.

https://postgrespro.ru/docs/postaresal/16/ddI-priv
https://postgrespro.ru/docs/postgresqgl/16/sgl-grant
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[TpuBnnernn Pos{gres

6a3a gaHHbIX

TabnuuHbIe MPOCTPaHCTBa,
0a3bl JaHHBIX, CXEMBI

4

TEMPORARY
CREATE
USAGE
/4
Taon. CREATE } 06beKT m ‘ 06beKT m
np-Bo : :

cxema pg_temp

ITocnenoBaTe/ibHOCTU
SELECT currval
UPDATE nextval setval
USAGE currval  nextval

10

BO3MOXHO, HECKO/TbKO HEOXWUAAHHLI HAGoP NPUBUNETNIA UMEIOT
nocneaoBaTenibHOCTU. BbiGrpas Hy)XXHble, MOXHO paspeLUnTb Uan
3anpeTuTb A0CTYM K TPEM YNPaBAsoWmMM yHKLMSM.

[ns TabnuyHbix npocTpaHcTB ecTb npuBunerna CREATE, pa3pelwatowias
co3faHvie 06bLEKTOB B 3TOM MPOCTPaHCTBE.

[na 6a3 gaHHbIx npusunerna CREATE pa3speluaeT co3gaBaTb CXEMbl B 3TOM
B4, a ana cxembl npusunerns CREATE paspeluaeTt co3gaBaTb 00bEKThI
B 3TOW CXeMe.

[ocKoNbKy TOYHOE MMS CXEMbI A/151 BDEMEHHbLIX 06 LEKTOB 3apaHee
HEN3BECTHO, NPUBU/ETVA HAa CO3aHNE BPEMEHHbIX TabnuL, BbIHECEHA HA
yposeHb B/l (TEMPORARY).

Mpusunerna USAGE cxeMmbl paspellaet obpawarbcsi K 06bekTam B 3TOM
cxeme.

Mpueunerna CONNECT 6a3sbl faHHbIX pa3pellaeT nogkaoyeHme K aton b/.
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KaTteropun poneiu Pos{gres

Cyriepriosib30BaTenv

TTOJTHBIH AOCTYII KO BCEM 00BeKTaM — IMMPOBEPKHU HE BbITTO/IHAOTCA

Bnagenbiibl

W3Haua/IbHO BCe MPUBUIErUH /ijisi 00bekTa (MOXKHO OTO3BaTh)

I,Z[el‘/JICTBI/IH CO CBOMMHA O6’L€KTHMI/I, He perjlaMeHTHUpyeMbIe TIpDUBUJIETUAMU,
HaripuMmep: yaaJjieHue, BblJa4dyd U OT3bIB HpI/IBI/IJIE‘FI/Iﬁ n T. II.

OcranbHbIe pov

AOCTYII B pAMKAaX BbIJdHHBIX HPI/IBI/IJ'IeFI/Iﬁ

00BbIUHO HaC/IeyIOT IPUBHJIETMH IPYIIIIOBBIX POJIeit
(Ho arpubyT NOINHERIT TpeOyeT sIBHOTO TIepPeK/TI0UeHHsI POJIH)

11

B Le/10M MOXHO CKa3aTb, YTO A0CTYM PO/ K 0GLEKTY onpeaensieTcs
npusunervsiMn. Ho MMEeT CMbIC/ BbIAENUTb TPU KaTeropum poneii n
PacCMOTPETb UX MO OTAE/TbHOCTU:

1. Ponn ¢ atpneytom SUPERUSER (cynepnosnib3oBatenn). Takne ponu
MOryT fenaTtb BCe, YTO YroAHO — A/19 HUX MPOBEPKM pasrpaHnyeHns
[OCTyMa He BbIMNOJHAKTCS.

2. Bnageneuy o6bekTa. I3Ha4asibHO 3TO pO/ib, CO34aBLlast 06bEKT, XOTH
MOTOM €ro MOXHO CMEeHUTb. BnagesnbLem cumtaeTcs He TO/IbKO caMa poJSib-
Bnageneu, Ho u nobasa apyrasi posb, BKAOYEHHAA B Hee. Bnagenel,
ob6bekTa cpasy nosyyaeT MnosiHbIi Habop NPUBUIETNIA ANSt 3TOTO0 0ObEKTA.

B npuHumMne, 3TV NPUBUNETN MOXHO OTO3BaTb, HO Bajenel, o6bekTa
06/1a/1aeT Takke HeoTbeM/IEMbIM NPABOM COBepLUATb AelCTBUS, He
pernameHTMpyemble NPUBUAETNSIMA. B 4aCTHOCTU, OH MOXET BblAaBaTh U
0T3blBaTb NpMBUAErMKn (B TOM Yncne n cebe camMomy), yaansatb 06bEKT 1 T.M.

3. Bce ocTasibHble posiv UMEKT AO0CTYN K 0ObEKTY TO/IbKO B pamkax
BblAAHHbIX UM NPUBUIETNIA. B TOM 4nCie yunTbiBalOTCA U NMPUBUIETNN
rpynm, B KOTOPbIE 3TN POJIN BXOAAT, BK/IOYas ncesaoposib public (npo Hee
Mbl eLe ByeM roBopuUTb HUXE).

UT06bI NPOBEPUTL, €CTb /TN Y POIN HEOBXoaAnMasi MPUBUIETNA B OTHOLLEHUN
HEKOTOPOro o6beKTa, MOXHO BOCMNONb30BaTbCA hyHKUnAMK has_* privilege:

https://postgrespro.ru/docs/postaresqgl/16/functions-info
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YnpasneHune npmBunermamMmm  Posgares

Bbilaua mpuBUierum

alice: GRANT npuunerun ON o6beKT TO bob;
. npusuaeruu

OT3bIB TIpUBUJIETUM
alice: REVOKE npusunerun ON o6bekT FROM bob;

12

[MpaBo Bblgaun 1 OT3biBa NPUBUIETMIA HA 0OBLEKT UMEET Biageney, aToro
obbekTa (1 cynepnosb3oBaresib).

CuHTtakcuc komaHg GRANT n REVOKE goctaTtoyHO C/I0XEeH M NO3BONAET
yKasblBaTb KakK 0TAe/ibHble, Tak U BCe BO3MOXHbIE MPUBUIETUN; Kak
oTAe/ibHble 06BLEKTLI, TaK U rPynnbl 06BLEKTOB, BXOAALWME B ONpeae/ieHHble
CXeMbl N T. .

https://postgrespro.ru/docs/postgresqgl/16/sgl-grant
https://postgrespro.ru/docs/postgresql/16/sql-revoke




IIpuBunerun

Anuca cMoria IOOKIIOYUTHECS K 0a3e HaHHBIX. Telleph OHA X04YeT CO3[aTh A1 ceOsl CXeMy U HeCKOJIbKO 0OHEeKTOB B Hell.
| alice=> CREATE SCHEMA alice;
| ERROR: permission denied for database access overview

B ueMm npobnema?

Y Anucel HeT DIpUBUIIETNH OJi co3naHusa cxeM B BIl. Breiganuwm ee:
student=# GRANT CREATE ON DATABASE access_overview TO alice;
GRANT

ITpoGyewm eiie pas:

| alice=> CREATE SCHEMA alice;

| CREATE SCHEMA

Tenepb, IIOCKOJIBKY Amnuca sIBJIsIeTCS BJlafesiblleM CBOEM CXeMbl, OHa UMEET BCe IIPUBUJIETUU Ha HEE U MOXKET CO31aBaTh B
HeH mo0bie 00BeKTH. [1o YMOJIYaHUIO 6yneT HCIIOJIb30BAThECA UMEHHO 3Ta CXeMa:

| alice=> SELECT current_schemas(false);

current_schemas

{atice,public})
(1 row)
Amnuca co3pmaeT OBe TaOIHIEL.
| alice=> CREATE TABLE t1(n numeric);
| CREATE TABLE
| alice=> INSERT INTO t1 VALUES (1);
| INSERT 0 1
| alice=> CREATE TABLE t2(n numeric, who text DEFAULT current_user);
| CREATE TABLE
| alice=> INSERT INTO t2(n) VALUES (1);
| INSERT 0 1

A cymepIiosib30BaTeNb CO3TaeT OAPYTYIO POk OIS MoJib3oBaTenss Boba, KOTOpHIH OymeT o0palaTbCs K 00beKTaM,
IpUHaaIexkamum Auce.

student=# CREATE ROLE bob LOGIN PASSWORD 'bobpass';
CREATE ROLE
student$ psql "host=localhost user=bob dbname=access_overview password=bobpass"
Bo6 nonpobyeT o6paTuThCs K Tabnure t1.
| bob=> SELECT * FROM alice.t1;
ERROR: permission denied for schema alice

LINE 1: SELECT * FROM alice.tl;

A

B yeM mpuymHa OIMIUOKHU?

Hert pmocTyna K cxeMe, Tak Kak 500 He CyIepIoiIbp30BaTeNIb U He BIafesel] 3TOH CXeMHI.
IIpoBepuTh IIpaBa Ha AOCTYI K CXeMe MOXKHO Tak (crtonbern Access privileges):

| alice=> \dn+



List of schemas
Name | Owner Access privileges Description

alice | alice | |
public | pg_database owner | pg database owner=UC/pg database owner+| standard public
schema
| | =U/pg_database owner |
(2 rows)

ITpuBuneruu oro6paxaiTcs B (popMaTe: POIb=IPUBUIIETUN/KEM IIPENOCTaBIIEHEL.

Kaxxmast mpuBuierus KOoUPyeTcss OGHUM CUMBOJIOM, B YaCTHOCTH IJISI CXEeM:

e U = usage;
e C = create.

Ecnu ums ponu onyIieHo (KakK B IIOCTIEHHEN CTPOKe), TO UMeEeTCs B BUAY IIceBHoposb public. O6patuTte BHMMaHKe, YTO Ha
cxemy public y nceBmoponu public ecTs nums npuBuiierus usage. 3ueck pg database owner coOoTBETCTBYET Blamesblly
6a3bl JaHHBIX.

Ecnu xke OIIyIIIeHO BCe II0JIe (KaK B HepBOfI CTpOKe), TO UMEIOTCsI B BUY IIPHUBUJIETUH I10 YMOJIYaHUIO: alice umeert oGe
HOOCTYIIHBIE IIPUBUJIETUHU HaA COﬁCTBeHHyIO CXeMy, a OCTaJIbHBEIE€ POJIK HEe UMEIT HUKAKUX.

IpemocraBuM JOCTYI K cxeMe [ Bo6a. 9To MoxKeT chenaTh AJica Kak Bajerel.
| alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

|  GRANT

Bo6 cHOBa pobyeT 06paTUTLCS K Tabnuie:

| bob=> SELECT * FROM alice.tl;

| ERROR: permission denied for table t1

CHoBa omu0OKa. B uem nmpuunsa?

Ha 570T pa3 y Boba ecTh OCTYT K CXeMe, HO HeT OCTYIa K caMoii TaGnuue. BOT Kak MpOBEpHTH HOCTYI:
| alice=> \dp alice.tl

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- B T T S L T
alice | t1 | table | | |

(1 row)

Y cHOBa BUAUM ITyCTOE€ II0JIe: HOCTYIl €CTh TOJIBKO Y Bafesblia, TO €CTh Y AJIUCHL.
Anuca npenocrasnsetr Boby gocTyn Ha YTeHUE U U3MEHEHHE:

| alice=> GRANT SELECT, UPDATE ON alice.tl TO bob;

| GRANT

A nnst BTOpoO¥ TabIUIEl — OOCTYI Ha BCTABKY U YTEHHE OJHOTO CTOJOIA:

| alice=> GRANT SELECT(n), INSERT ON alice.t2 TO bob;

| GRANT

ITocMOTpUM, KaK U3MEHUIIUCh IPUBUJIETUU:

| alice=> \dp alice.*

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- L L e I L IR P
alice | t1 | table | alice=arwdDxt/alice+|

| | | bob=rw/alice |
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | bob=a/alice | bob=r/alice
(2 rows)

Tenepb IIyCTO€ II0JI€ «IIPOABUJIOCE», U MBI BUOUM, UTO B HEM HAXOOUTCS TIOJTHBIN mepedYeHb HpPIBHJ'IeI“PIﬁ. Huxe —
0003HaYeHUsI, He BCE OHU BIIOJTHE O4YeBUOHEBIE:

e a = insert
e r = select



e w = update
e d = delete
e D = truncate
e x = reference
e t = trigger

TTpuBuIeruu OJisi CTOJIOIOB 0TOOPaXkaTCs OoTHebHO (cTonben Column privileges).

Ha sToT pa3 nonwsiTku boba yBeH4aloTcs ycrexoM. YToObl He YKa3kBaTh KaXIbIM pa3 uMs cxeMbl, 506 mobaBisieT ero K
CBOEMY IIyTH IIOHMCKA.

| bob=> SET search_path = public, alice;
| sET

|  bob=> UPDATE t1 SET n = n + 1;

| uPDATE 1

| bob=> SELECT * FROM t1;

n

2
(1 row)

Ho gpyrue onepanuu no-npexHeMy 3allpelleHsl:
| bob=> DELETE FROM t1;

| ERROR: permission denied for table t1
Y BTOpas tabnuma:

| bob=> INSERT INTO t2(n) VALUES (100);
| INSERT 0 1

| bob=> SELECT n FROM t2;

100

(2 rows)
A uTeHHe OIpyroro crosnblia 3alpelnieHo:
| bob=> SELECT * FROM t2;

| ERROR: permission denied for table t2



o)) PROFESSIONAL

[pynnoBble ponu Posggres

Bxrouenue POJIA B I'PYIIITY public
alice: GRANT dba TO bob;

alice
. dba
riceB/joposb public HesIBHO BK/TtOUaeT

B ce0st BCe OCTa/IbHbIE POJTH

NcknroueHue POJIX U3 I'DYIIIIbI
alice: REVOKE dba FROM bob;
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JTrobasa ponb MOXET paccMaTpuBaTbCA He TOMbKO Kak nonb3osatens CYB/,
HO 1 MOXEeT BK/OYaTh B CebS Apyrve ponu, To ecTb BbICTyNartb 2pynnou.
Posb MOXeT ObITb BK/IIOYEHA B APYryH posib NOAOGHO TOMY, Kak
nonb3osatenib OC Unix MOXET ObITb BK/IKOYEH B rpynny.

BO3MOXHO B TOM YMcC/e BK/IHOYEHME TPYNMNOBbLIX POSIEN B Apyrue rpynnosble
POIN, HO LKLl MPY 3TOM He gonyckatotcs. Boobue, PostgreSQL He
[enaet HAKaKoro pasninyms Mexay «00blYHbIMU» N «TPYNNOBbIMU» POSISMM.

Mo ymMmOnyaHuio posb HacnenyeT NPUBUAETNN TEX «TPYMNMNOBbLIX» POSEN,

B KOTOpble OHa BK/1loYeHa. ITO NoBefleHMe MOXHO U3MEHUTb, YKa3aB posiv
atpnbyT NOINHERIT — Torga, 4tobbl BOCMNO/1b30BaTLCA NPUBUIETUAMU
rpynnoBoi posniv, Hano OyaeT ABHO NEPEKNUNTLCA B Hee ¢ nomMoLybto SET
ROLE.

Bo3moxHo, yaobHee agymarb O rpynmnoBoi posiv Kak 0 3apaHee CO34aHHOM
Habope npMBUNETIA, KOTOPbIA MOXHO «BblAaTb» 00bIYHOW PO/ TOYHO Tak
Xe, Kak BblJaeTcsa o4MHOYHAaA NpuBUIernd. 310 ynpowaeT ynpasneHme
AOCTYNoOM N agMUHUCTPUPOBaHNE.

CyuwiectsyeT ncesgoposib public, koTopas HeABHO BK/0YaET B cebs Bce
ocTasibHble ponun. Ecniv Bblgatb Kakme-nmbo npusuierui ponn public, atu
npvBuerMM nonyyar BoobLe Bce posu.

https://postgrespro.ru/docs/postgresql/16/role-membership




o)) PROFESSIONAL

[1lpeponpeneneHHsie ponmn Posigres

-
pg_read_all_settings UTeHUe BCeX ITapamMeTpoB CcepBepa _g

o
p g_read_all_stats JIOCTYT K CTaTUCTUKE g
P g_stat_scan_tables MOHHUTODPUHT U OIOKUPOBKY Tab/I] 0,5

o
P g_read_all_data YTeHHe JJaHHBIX 13 BCeX TaOJTHI]
p g_write_all_data M3MeHeHHe JJaHHBIX BO BCeX Tabuijax
pg_read_server_files uTeHue Daii/ioB Ha cepBepe
pg_write_server_files 3anuch B (paii/ibl Ha cepBepe

pg_execute_server_programs Bbiro/HeHe IPOrpamMM Ha cepBepe

15

B PostgreSQL nmeetca Habop npegonpeneneHHbIX ponen, UMeoLwwmx
AOCTYN K YacTo BOCTpeboBaHHbIM, HO He 06LLef0CTYNHbIM PYHKLNAM

N faHHbIM. YNEHCTBO B 3TUX PO/ISIX MOXET ObITb NpeaocTaB/ieHO 00bIYHbIM
nonb3oBaTensam A1 pelweHns paga 3agad agMMHUCTPUpOBaHs — YTOObI
n3bexarb HaZeNneHns aTux nosb3oBarenein cynepnosib3oBare/lbCKUMm
MO/THOMOUYUNAMMU.

KonnuecTBo npegonpeaeneHHbIX posein yBennmunBaeTcsl C KaXKaoi HOBOW
Bepcueit PostgreSQL. MNosHbIA CNUCOK BCEX POMEN, BKNOYas
npenonpeneneHHble, MOXHO MPOCMOTPETL C MOMOLLLI KOMaHabl \duS

B psql.

https://postgrespro.ru/docs/postgresql/16/predefined-roles

MOXHO co3faBaTb M CBOM COBCTBEHHbIE PYMNOBblE «aMUHUCTPATUBHbIE»
pPONu, Hanpumep, A1 BbINOIHEHNS 3a/la4 PE3ePBHOIO KONMPOBaHMSI.



I'pynnossie poiu

BcromHuM, uTo B0G HE CMOT ITPOYUTATh BTOPOM CTOJIOEI] TaOIHUIIH:

| bob=> SELECT * FROM t2;

| ERROR: permission denied for table t2

Cymnepnonb3oBaTenb BKIlodaeT boba B IpefonpeneneHHyIo IPynnoBylo ponb pg read all data:
student=# GRANT pg_read_all_data TO bob;

GRANT ROLE

Teneps Bo6 cMOXKET MONIYyYUTH HOCTYI Ha YTEHUE KO BCEM Ta0JIUI[aM Tak, Kak Oy[ATo eMy ObUIHM BbIIaHbl IPUBUJIETUN
SELECT Ha Bce Tabnunsl 1 USAGE Ha Bce CXEMHI:

| bob=> SELECT * FROM t2;

1 | alice
100 | bob
(2 rows)

ITonyuuTs HHGOPMALKIO O YJIEHCTBE B POJISIX MOKHO C IIOMOIIbI0 KoMaHAk! \drg yTUumIuTe psql:
student=# \drg

List of role grants

Role name | Member of | Options | Grantor

----------- R e TR TP
bob | pg_read all data | INHERIT, SET | postgres
(1 row)

Cronb6en Options comepkuT nHbOPMaIuio 06 aTpudyTax, OIUCHIBAIOIINX TO UK HHOe BKIIIOYeHHe. 3[ech A7 Poiu bob,
BKJIIOUYeHHOM B pg read all data, SET o3HauaeT BO3MOXKHOCTh IIePeKII0UYeHHUsI Ha IpynnoByio pois, a INHERIT —
WCIIOJIb30BaHNE IPUBUJIET U I'PYNIIIEI 6€3 SBHOTO IIEPEKITIOYEHNs Ha Hee.

HckmouynM mons3oBaTenist bob u3 rpynmer:
student=# REVOKE pg_read_all_data FROM bob;

REVOKE ROLE



o)) PROFESSIONAL

[MpuBUAEernm No ymonyaHum  Posggres

[TpuBuieruu rcepnoposu public

TIOJIK/TFOUEHHMe K /0001 6ase JaHHbIX
JOCTYTI K CUCTEMHOMY KaTajiory
BBITTOJTHEHHE JTFOOBIX MOAIIPOrpaMm

TMPUBUJIETUH BbIJAOTCA aBTOMAaTUUeCKU /I KaXK10Ir0 HOBOI'O obnekTa

HacTpauBaembie NIpUBUIETUU 10 YMOTUAHUIO

BO3MO>XHOCTH JOTIO/THUTE/IbHO BbIAATE W/IX OTO3BATh IIPUBUJIETUN
AJ1d BHOBb CO3/1aBaeéMOI'0 o0neKra

17

Kak y>ke rosopuiocb, ncesnoposnb public BkovaeT B cebs BCe OCTasibHble
PO, KOTOPble, TakuM 06pa3oM, Nosb3YHTCA BCEMU NPUBUIETNAMU,
BblAaHHbIMKM As18 public.

Mpu aToM public MMeeT AO0BOMLHO LUMPOKUIA CNEKTP NPUBUIETIA NO
yMo/i4aHuto. B yacTtHoCTM:

* paBo NOAKAYEHUA K OO0 6a3e AaHHbIX (MMEHHO NO3TOMY posib alice
cMorna NoAKMIYNTLCA K 6ase faHHbIX HECMOTPS Ha TO, YTO NPUBUAETNS
CONNECT He BblgaBasiacb eil ABHO);

* [10CTYN K CUCTEMHOMY KaTasory;
*  BbINOSIHEHMS MOGbIX NOAMNPOrpamMMm.

3T0, C O[IHOI CTOPOHbI, NO3BONSET KOMJIOPTHO pPaboTaTb, HE 3a/lyMbIBasICh
0 NpUBUNErUsiX, a ¢ ApPYyroit — co3agaeT onpeaesieHHble CI0KHOCTU, eC/n
pasrpaHuyeHne AocTyna AeiicTBUTENIbHO HEOOGXOAMMO.

OnuncaHHble Bblle NpUBUAErn NOABAAKTCA Y public aBToMatnyecky npu
CO34aHNN HOBbIX OOBLEKTOB. TO €CTb He4OCTATOYHO, HanpMUmep, NPOCTo
oto3Bartb y public npusunernio EXECUTE: Kak TO/IbKO NOABUTCSH HOBas
nognporpamma, public HemegneHHO nNonyyaeT NpUBUIETNIO Ha ee
BbINO/IHEHME.

OAHaKo CyLLEeCTBYET cnelunasibHblii MeXaHU3M «NPUBUIEruii no
YMOIYaH1I0», KOTOPbIA NO3BOMSIET aBTOMaTUYECKN BblAaBaTb HEOOX0AMble
NpyBUIErMM NPU CO34aHNN HOBOIO 0ObEKTa. DTOT MeXaHU3M MOXHO
MCNoNb30BaTh M AN O0T3blBa NpaBa BbIMNO/HEHUS OYHKLMIA Y NCEBAOPONN
public.

https://postgrespro.ru/docs/postgresql/16/sql-alterdefaultprivileges




o)) PROFESSIONAL

[Tognporpammbl Pos{gres

EnvHCcTBeHHasi npyBUierus Asisi QyHKLWK Y TIPOLeAyP

EXECUTE BBITIO/IHEHHE

XapakTepuCcTUKU 6e30MacHOCTH

SECURITY INVOKER  BbINOJHSIETCS C IPaBaMK BbI3bIBAIOIIIETO
(110 yMOnUaHHI0)

SECURITY DEFINER  BwInoJiHsIeTCS C IpaBamMu Biafiesiblia

18

Ons chyHKUMA 1 npoueayp ecTb eanHcTBeHHas npusunernss EXECUTE,
paspeluaroLas BbINosIHEHME 3TON NOANPOrpaMmmbl.

TOHKMIA MOMEHT CBSI3aH C TEM, OT MMEHW KakKoro nosb3oBarens oygert
BbIMOJIHATLCA noAanporpamma. Ecniv nognporpamma o6bAB/eHA Kak
SECURITY INVOKER (no ymonyaHuto), oHa BbINOMIHAETCA C npasamMu
BbI3blBatOLLEro nosb3oBaresnd. B aTom cnyyae oneparopbl BHYTPH
nognporpamMmbl CMOTyT 0bpaLlarbCs TO/IbKO K TeM 0O6bekTaM, K KOTOPbIM
Y BbI3bIBaloOLLLEro Nnosib3oBaTtens ecTb A4OCTYyn.

Ecnn xe ykazatb ppaszy SECURITY DEFINER, nognporpamma paéortaet

C NpaBamu ee Bragensua. 3To cnocob No3BoUTbL APYTrMM Nosb30BaTesiam
BbIMOJIHATL OnpeAenieHHble AeCTBUA HaZ 06beKkTaMu, K KOTOPbIM Y HUX HEeT
HenocpeaCcTBEHHOrO AOCTyna.

https://postgrespro.ru/docs/postgresql/16/sql-createfunction
https://postgrespro.ru/docs/postgresal/16/sql-createprocedure




IMogmporpaMMbI ¥ IPUBHWIETHH 110 YMOJTYaHHUIO

Anuca co3pmaeT QyHKIIHIO:

alice=> CREATE FUNCTION foo() RETURNS SETOF t2
AS $%

SELECT * FROM t2;
$$ LANGUAGE sql STABLE;
| CREATE FUNCTION
Cwmozxet nmu Bob BeI3BaTh ee, ecniu Annca He Beifgana eMmy npusuieruio EXECUTE?

| bob=> SELECT foo();

ERROR: permission denied for table t2
CONTEXT: SQL function "foo" statement 1

Bri3BaTte — fa, Ho Bo6 He CMOZKeT MOJIyYUTh JOCTYN K 00BEKTaM, Ha KOTOPhIE Y HETO HEeT COOTBETCTBYIOIINX IIPUBUIIETHH.

Ecmu Bo6 co3gact cBoro Tabmnuity t2 B cxeme public, dyHknus OymeT paboTaTh OJist 000UX IIOIB30BaTEJIed — HO C PA3HEIMU
TabIunamMy, MOCKONbKY Y Anuce 1 BobGa pa3Hble IyTH IIOUCKA.

Yrto6rr Bob Mor co3pmath Tabnuny B cxeMe public, morpebyeTcs siBHO BeimaTh eMy npuBuneruio CREATE Ha cxeMy (HauyuHas
c Bepcuu PostgreSQL 15):

student=# GRANT CREATE ON SCHEMA public TO bob;

GRANT

| bob=> CREATE TABLE t2(n numeric, who text DEFAULT current_user);
| CREATE TABLE

| bob=> INSERT INTO t2(n) VALUES (42);

| INSERT 0 1

| bob=> SELECT foo();

(42,bob)
(1 row)

| alice=> SELECT foo();

(1,alice)
(100, bob)
(2 rows)

[Ipyro#l HOCTYIHLIM BapuaHT — OOBSIBUTH GYHKINIO KaK paboTalollyio ¢ IpaBaMU ee Blafellblia:

| alice=> ALTER FUNCTION foo() SECURITY DEFINER;

| ALTER FUNCTION

B aToM cnyuae pyHKIUS Bcerna OymeT BHIIIOIHSATHCS C IIpaBaMu AJIMCH, HE3aBUCUMO OT TOI'0, KTO €€ BEI3LIBAET.
Bo06 ymamnsieT cBOIO Tabmuiy...

| bob=> DROP TABLE t2;

| DROP TABLE

... IOJIy4aeT OOCTYI K COOEePKUMOMY TabGJIUITLl ATUCEHL:

| bob=> SELECT foo();

(1,alice)
(100, bob)
(2 rows)

B aToM cinyuae Annce Hamo BHUMATEJIbHO CJIEOUThH 3a BhITAHHLIMU IpuBUiierusimMu. CKopee Bcero, noTpebyeTcst 0T03BaTh
EXECUTE y ponu public 1 BrIIaBaTh ee sIBHO TOJIBKO HY>KHEBEIM POJISIM. J1e710 OCIIOKHSETCS TeM, UTO IIPUBUJIETUS Ha



BBIIIOJIHEHUE aBTOMAaTHYeCKU BhIaeTcsl ponu public Ha KaXknyio BHOBE CO3MaBaeMylo QyHKITHIO.
| alice=> REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA alice FROM public;

|  REVOKE

| bob=> SELECT foo();

| ERROR: permission denied for function foo

I51s1 ToTO 4TOOBI KOHKPETHEBIE IIOJIb30BATEJIU II0JIy4Yallud UJlu, HaO60pOT, JIMIIAJINCh TeX UJIN UHBIX HpI/IBI/IJ'IeI“I/Iﬁ Ha BHOBB
COo3JaBaeMhbie 06'[:6KTI)I, MO2KXHO HAaCTPOUTH IIPUBUJIETUH 110 YMOJIYAaHHUIO:

alice=> ALTER DEFAULT PRIVILEGES
FOR ROLE alice
GRANT EXECUTE ON FUNCTIONS TO bob;

| ALTER DEFAULT PRIVILEGES
| alice=> \ddp

Default access privileges
Owner | Schema | Type | Access privileges
------- B Rt T
alice | | function | =X/alice +
| | | alice=X/alice +
| | | bob=X/alice

Teneps Bo6 cpa3dy momy4yaeT IPUBUIIETHIO Ha BEIMOTHEeHUE (DYHKITNM, CO30aBaeMbIX AJIHCOH.

alice=> CREATE FUNCTION bar() RETURNS integer
LANGUAGE sql IMMUTABLE SECURITY DEFINER
RETURN 1;

| CREATE FUNCTION

| bob=> SELECT bar();



o)) PROFESSIONAL

Toru Posigres

Ponu, atpubyThl M IPUBUJIETUH — TUOKWN MeXaHU3M,
TI03BOJISIFOIIMM TT0-pa3HOMY OpTraHKW30BaTh paboTy

MO>KHO JIETKO pa3pellinTb BCE BCEM
MO>XXHO CTPOI'o pa3rpaHU4uThb A4OCTYII, €C/IK 3TO HEO6XO,Z[I/IMO

[Tpu co3aHKy HOBBIX POJiek HaJj0 103a00TUTHCS
0 BO3MOKHOCTHU UX TTOJIK/TFOUEHUSI K CepBepy

20



o)) PROFESSIONAL

Mpaktuka L Posigras

1. Co3pgaviTe aBe poyu (1aposib J0/DKEH COBMaZaTh C UMEHEM):
— employee — COTpyJHUK MarasuHa,
— buyer — nokymnare/b.

Yb6enuTech, UTO CO37/laHHbIE POJIA MOTYT MOAK/IIOUUTHCS K B/,

2. Ot30BuTe y ponu public rpaBa BbINOJ/JHEHUs BCeX (DYHKIMH
Y NoJK/roueHus K b/I.

3. Pa3srpaHuubTe AOCTYIT TAKUM 00pa3oM, UTOORI:
— COTPYAHHUK MOT TOJILKO 3aKa3bIBaTh KHUTH, a TAKXKE
n00aB/IsITH aBTOPOB Y KHUTH,
— MOKYTIaTe/lb MOT TOJIbKO TIpHoOpeTaTh KHUTH.

[IpoBepbTe BHITIOJIHEHHBIE HACTPOMKU B MIPUJIOXKEHUHU.
21

1. CoTpyaHWK — BHYTPEHHWIA NOMb30BaTe b MPUNOXEHNS, ayTeHTUhmkauus
BbINO/IHAETCA Ha ypoBHe CYB/.

[Mokynatesib — BHELHWI NoMb30BaTe/b. B peanlbHOM MHTEpPHET-MarasmHe
ynpasnieHne TakumMn nosib3oBaTeNnsiMmn NOXUTCSA Ha NPUIoXeHne, a Bce
3anpocsbl noctynatot B CYB/], 0T ogHon «0606LeHHon» ponn (buyer).
NaeHTUdmkaTop KOHKPETHOrO NoKynaTens MOoXeT nepefaBarbCs Kak
napameTp (HO B HaLLEM MPUIOXEHUN Mbl 3TOTO HE AEeNaem).

3. Boobue roBops, pasrpaHmyeHme goctyna A0/HKHO ObiTb 3a/10KEHO,

B TOM 4ucC/ie, B NpUIoXeHne. B HaweM yyebHOM NpuioxeHun
pasrpaHyyeHue He cAenaHo cneynasibHO: BMECTO 3TOro Ha Beb-cTpaHuue
MOXHO SIBHO BblOpaTb po/ib, OT UMEHU KOTOpPOin nonaet 3anpoc B CYB/.
3T0 NO3BONAET NOCMOTPETL, KakK NoBefeT cebs cepBepHas YacTb Npu
HEKOPPEKTHOM paboTe NpUIoXKeHns.

Tak, nosib3oBartesiiM HY)>XHO BblAaThb:
* [lpaBo nogknoveHus Kk B, bookstore n goctyn Kk cxeme bookstore.

« JlocTyn K npeAcTaBfieHNsIM, K KOTOPbIM NMPOUCXOANT HENOCPEACTBEHHOE
obpalleHue.

e [ocTyn K pyHKUMAM, KOTOpbIe Bbi3biBalOTCH Kak Yactb API. Ecnu
octaBuTb pyHKUMn SECURITY INVOKER, npuaetcs BblgaBatb AOCTYI
N KO BCEM «HMXenexalnm» oobektam (Tabnvuam, gpyrum oyHKUMSMm).
OpaHako yao6Hee npocto 06baABnTbL API-thyHkunn kak SECURITY
DEFINER.

Pa3yMeeTcsi, PO/IsIM HY>XHO BblfaTb NMPUBUMIETAN TONBKO HA T€ 0OBLEKTI,
[IOCTYM K KOTOPbIM Y HUX A0/HKEH ObITb.



1. Co3manue poieu

=> CREATE ROLE employee LOGIN PASSWORD 'employee’;
CREATE ROLE

=> CREATE ROLE buyer LOGIN PASSWORD 'buyer';
CREATE ROLE

HacTpoilku [0 yMOIYaHHUIo Pa3pelnanT MOAKIIIYeHNe ¢ JIOKAIbHOrO anpeca 1o napoio. Hac 9To ycTpaunsaer.

2. IIpuBuiaerun public

Y ponu public Hago 0TO3BaTh TUIITHUE TPUBUIIETHH.

=> REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA bookstore FROM public;
REVOKE

=> REVOKE CONNECT ON DATABASE bookstore FROM public;

REVOKE

3. PasrpanudyeHHe JOoCTyHa

OYHKIIUY C IpaBaMH CO3IaBILIETO.

=> ALTER FUNCTION get_catalog(text,text,boolean) SECURITY DEFINER;
ALTER FUNCTION

=> ALTER FUNCTION update_catalog() SECURITY DEFINER;

ALTER FUNCTION

=> ALTER FUNCTION add_author(text,text,text) SECURITY DEFINER;
ALTER FUNCTION

=> ALTER FUNCTION add_book(text,integer[]) SECURITY DEFINER;

ALTER FUNCTION

=> ALTER FUNCTION buy_book(integer) SECURITY DEFINER;

ALTER FUNCTION

=> ALTER FUNCTION book_name(integer,text,integer) SECURITY DEFINER;
ALTER FUNCTION

=> ALTER FUNCTION authors(books) SECURITY DEFINER;

ALTER FUNCTION

[IpuBUIETrHY IOKYIIATENIs: TOKyNaTEeNb JOJIKEH UMEThb HOCTYI K IIOUCKY KHUT U UX ITOKyIKe.
=> GRANT CONNECT ON DATABASE bookstore TO buyer;

GRANT

=> GRANT USAGE ON SCHEMA bookstore TO buyer;

GRANT

=> GRANT EXECUTE ON FUNCTION get_catalog(text,text,boolean) TO buyer;
GRANT

=> GRANT EXECUTE ON FUNCTION buy book(integer) TO buyer;

GRANT

ITpuBuneruu COTPYOHUKA: COTPYOHUK OOJI2KEH UMEeThb NOCTYII K IIPOCMOTPY U moOaBIeHUI0 KHUT U AaBTOPOB, a TaK¥kKe K
KaTaJiory Aajisi 3aKa3a KHUT.

=> GRANT CONNECT ON DATABASE bookstore TO employee;
GRANT

=> GRANT USAGE ON SCHEMA bookstore TO employee;



GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

SELECT,UPDATE (onhand_qty) ON catalog_v TO employee;

SELECT ON authors_v

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

TO employee;

book_name(integer,text,integer) TO employee;

authors(books) TO employee;

author_name(text, text,text) TO employee;

add_hook (text,integer[]) TO employee;

add_author (text, text,text) TO employee;



o)) PROFESSIONAL

[1pakTnKa Pos{gres

HactpotliTe npuBmieruu Takum o6pa3om, 4ToObl OJHU T10/Tb30BaTeN
VIMeJIY TIO/THBIA I0CTYT K TabnuiiaM, a pyrue MoK TOJIbKO
3ampalnivBaTh, HO He U3MeHSTb HH(POPMaLIUIO.

1.
2.

o

Co3patiTe HOByIO 6a3y laHHBIX U [iBe POJIU: writer U reader.

OT30BuTe y poau public Bce npuBwieruu Ha cxemy public,
BbI/laliTe PO/ writer 0Oe MPUBUIETHH, a PO/H reader — TOJBKO usage.

HacTpoiiTe NpyUBUIErUH 10 YMOTUaHHIO TaK, UYTOOBI posib reader
To/Ty4asia IOCTYIl Ha UTeHue K Tabiuijam, MpuHa/|ieKaliyuM writer
B cxeme public.

Cospaiite nosib3oBatesieid wl B rpyrre writer v rl B rpyme reader.
[Tog mosib30BaTesieM writer co3zaiiTe Tab/uILy.

Yb6enutech, uto rl UMeeT JOCTYM K Tab/UIle TOJTBKO Ha UTEHHE,
a wl rMeeT K Hel MOJIHbIM JAOCTYII, BK/IIOUas yjaaeHue.
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1. Ba3a JaHHBIX U POIN

=> CREATE DATABASE access_overview;
CREATE DATABASE

=> CREATE USER writer;

CREATE ROLE

=> CREATE USER reader;

CREATE ROLE

2. [IpuBUIErUH

=> \c access_overview

You are now connected to database "access_overview" as user "student".
=> REVOKE ALL ON SCHEMA public FROM public;

REVOKE

=> GRANT ALL ON SCHEMA public TO writer;

GRANT

=> GRANT USAGE ON SCHEMA public TO reader;

GRANT

3. IIpyMBHJIETHH 10 YMOJIYaHHIO

=> ALTER DEFAULT PRIVILEGES

FOR ROLE writer

IN SCHEMA public

GRANT SELECT ON TABLES TO reader;

ALTER DEFAULT PRIVILEGES

4. Tlorb30BaTeIu

TIumymas posk:

=> CREATE ROLE wl LOGIN IN ROLE writer;

CREATE ROLE

Konctpykuust IN ROLE cpa3sy ke fo6aBiisieT HOBYIO POJIb B yKa3aHHYI0. To eCTh Takasi KOMaHfa 9KBUBaJICHTHA [IByM:

CREATE ROLE wl LOGIN;

GRANT writer TO wl;

YuTaromas poib:

=> CREATE ROLE rl LOGIN IN ROLE reader;

CREATE ROLE

Yto6rl mopgKiouaThes K BII 6e3 maponei (Ml UX He 3aaliu [jIs HOBBIX poseii), o6asuM B pg_hba.conf npasusno goctyna u nepeuuntaeM KOHGUTypaLUIO:
student$ sudo sed -i 's/~\(local.*postgres.*peer$\)$/&\n# for access_overview_lab\nlocal access_overview all trust/' /etc/postgresql/16/main/pg_hba.conf

=> SELECT type, database, user_name, auth_method
FROM pg_hba_file_rules()
WHERE database='{access_overview}';

type | database | user_name | auth_method
------- L e e R
local | {access_overview} | {all} | trust

(1 row)

=> SELECT pg_reload_conf();

pg_reload_conf

5. TaGauna

=> \c - writer
You are now connected to database "access_overview" as user "writer".
=> CREATE TABLE t(n integer);

CREATE TABLE

6. IIpoBepKa

Posnib w1l MOXKET BCTAB/IATh CTPOKH:

=>\c - wl

You are now connected to database "access_overview" as user "wl".
=> INSERT INTO t VALUES (42);

INSERT 0 1

Pornb rl MoKeT YUTaTh TabIHIY:

= \c - rl

You are now connected to database "access_overview" as user "rl".



=> SELECT * FROM t;

n

42
(1 row)

Ho He MOXKeT U3MEHUTh:

=> UPDATE t SET n = n + 1;

ERROR: permission denied for table t

Pornb w1l MOXKeT yHanuTh TabIuy:

= \c - wl

You are now connected to database "access_overview" as user "wl".
=> DROP TABLE t;

DROP TABLE

Hamomuum, uto B PostgreSQL HauuHas ¢ Bepcuu 14 gocTynHa mpeponpeneneHHas ponb pg_read_all data, aBToMaTHyecKH faoomias BO3MOXKHOCTb YTEHUS JIIOOBIX JaHHBIX.



