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Wcnonb3oBaHne matepuanoB Kypca

HekomMmepueckoe 1cnosib3oBaHe maTeprasioB Kypca (npeseHTauuu,
AeMOHCTpaumn) paspeluaetcs 6e3 orpaHuyeHnii. Kommepyeckoe
MCNOJIb30BaHNe BO3MOXHO TO/IbKO C MUCbMEHHOIO paspeLleHns KoMnaHum
Postgres Professional. 3anpewjaeTcsi BHeCEHME U3MEHEHWI B MaTepuasibl
Kypca.

OGpaTtHas cBA3b
OT3bIBbl, 3aMeYaHus 1 NPEANIOKEHNA HaNpaBnaAnTe no agpecy:
edu@postgrespro.ru

OTKa3 oT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeCceT HMKakol OTBETCTBEHHOCTHU 3a
N06bIe NOBPeXAeHUs 1 YObITKN, BKKOYaA NOTEP0 A0X04a, HAHECEHHbIEe
NPSAMbIM U HENPAMbIM, CrieunasibHbIM WU CyYalHbIM UCMO/Ib30BaHNEM
MaTtepuasioB kypca. KomnaHusa Postgres Professional He npegoctaBnsaer
Kaknx-nmoo rapaHTnini Ha matepuasbl Kypca. Martepuasbl Kypca
NpeaocTaB/SATCS HA OCHOBE NMpUHLUMNA «KakK eCTb» U KOMNaHus Postgres
Professional He 06s3aHa NpefoCcTaBNATL CONPOBOXAEHWE, NOALEPXKKY,
0OHOB/IEHNSA, pacLUMPEHNSA N U3MEHEHNSA.
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Tembl Posigres

KoHdurypaimoHHblie (aitibl
[TpocThie MeTOABI ayTeHTHU(hUKALIUN
AyTeHTU(PUKALHS TI0 TIAPOJTO

BHeluHsis1 ayTeHTU(MUKALIUS U COMOCTaB/IeHre UMeH
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3agauuv npu noaxkNUYeHnn Pos{gres

W penTrdukaiys

orpejiesieHVe UMeHHU Iosb30Baress b/
VIMST MOKeT OT/IMUaThCsl OT yKa3aHHOTO (TIpY BHeLHel ayTeHTH(YKaL1N)

AyTeHTHU(UKaLMSA

JeliCTBUTEIbHO JA TI0/Tb30BaTe b TOT, 3a KOro ceOst BbIjaeT?
00bIYHO TpeOyeTcsi moATBep K/jeHre (HarlpuMep, TapoJib)

ABTOpU3aLUs

HUMeeT JIM I1paBo ,Z[aHHbIﬁ I10/Ib30BaTe/Ib IMOAK/IHYATECA K CEPBEPY?
UdCTHUYHO I1epecekaeTcs C q)y'HKI_II/IOHaJIOM npuBU/ier 1217}

[Mpn NogKMHUYEHUN KNINEeHTa, cepBep A0/HKEH BbINO/IHNTL HECKO/ILKO 3a4au.

Bo-nepsbiX, nAeHTU(MUMPOBaTL NO/Ib30BaTe/IA, TO €CTb ONnpeAenTb ero
nMms. JNnA aToro nonb3osaresb NpeacTaBnAeTcs, Ho yKkasaHHOe UMSA MOXET
oT/imyarbCcAa OT MUMeHn nonb3osatensa b/, (Hanpumep, ecniv nosb3oBartesb
npencrasnsercsa ceoum nmeHem B OC).

Bo-BTOpbIX, ayTEHTUDMLMPOBATL NOMb30BaTENS, TO €CTb MPOBEPUTL, YTO OH
[EeNCTBUTENBHO TOT, 3a KOro cebs BblgaeT. [MpocToi npumep — BBOA
naponsi.

B-TpeTbunx, aBTOPN30BaTh N0O/b30BaTE/IA, TO €CThb ONpeaesivTb, UMEET /i1 OH
NMpaBo NOAKNHYEeHUS (3Ta 3a4a4a YacTUYHO nepecekaeTcs ¢ PyHKLMOHaIOM
npuBUIErum).

NHorga Bce Tpu 3aa4um HasbiBalOT 0OLLMM CTOBOM «ayTeHTUUKaLms».
PostgreSQL no3sonsert rubko HaCTPOUTbL 3TOT NpoLiecc.

[10 cux Nop Mbl NOAK/IOYA/IUCE K CEPBEPY, HUKaK HEe NOATBEPXAAsA CBOE NMSA.
[leno B TOM, YTO HACTPOWKM NO YMOMYAHUIO AOMYCKaKT N00ble JIOKasIbHble
NOAKNIYEHNA 6e3 ayTeHTUrkauun.



OCHOBHbI€ HaCTPOWKK Pogza’?éf%

pg_hba.conf

KOH(UTypaLMOHHbIM (aiis, TPy U3MeHEeHUH HY>KHO TepeunTaTh
CTpoKa — Habop Tosiel, pa3neuTenb — MpodesT UK TabysIsIyst
TMyCThbIe CTPOKHU U TEKCT TI0C/Ie # UTHOPUPYIOTCS

ITonsa

TUI TIOAK/TIOUeHUS
uMsi 6a3bl JaHHBIX

TapamMeTphbl IMOAK/IHOUEeHUA
WMl T10/Th30BaTe st
azipec y3na
MeTo/] ayTeHTU(HKaIUU

Heobs13aTeIbHbIe JAOTIO/THUTE/IbHBIE MTapAMETPEI B BUJe UMA=3HAUEHUe

HacTpoliku ayTeHTUdmkaLmm xpaHsaTca B KOHpurypaumoHHom cpaiine,
oT4yacTu noxoxem Ha postgresqgl.conf. daitn HasbiBaeTcsa pg_hba.conf
(ot «host-based authentication»), ero pacnonoxeHue onpenenserca
napameTtpom hba_file. Mpu nameHeHnn atoro dpaina Heo6xoaAMMO
nepeynTarb HaCTPOIKK (Kak 06bIYHO, C Nomoulbio pg_ctl reload nnu
BbI30BOM (hyHKUMK pg_reload_conf).

daiin pg_hba.conf coctont U3 CTpOK, Kaxkaas U3 KOTOPbIX CUNTAETCS
OTAEeNbHON 3anucbto. MycTble CTPOKM M KOMMEHTapun (BCe nocse cumseona
#) urHopupytrotca. CTpoka COCTOUT M3 MOMEN, pasfeneHHbIX npodenamm nim
Tabynaunamm.

KonuyecTBo nosnei MOXET pa3finyaTbCs B 3aBUCUMOCTU OT UX COAEPXKMMOTO,
HO 06LWMIA CNUCOK NpUBEAEH Ha cnange.

https://postgrespro.ru/docs/postgresql/10/auth-pg-hba-conf
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Cxema 006paboTKu Pos{gres

3arnvcy MpoCMaTpUBAKOTCSl CBEPXY BHU3

[IprMeHsieTCs TiepBas 3ariCh, KOTOPOU COOTBETCTBYET
nofiK/iroueHue (Turl, 6a3a, MoMb30BaTe b U a/ipec)
BBINOJHSIeTCs ayTeHTHMKaLWs U ripoBepka npusuieru CONNECT
eCJIv pe3ysbTaT OTpULIaTe/IbHBIN, J0CTYM 3amnpeliaeTcs
eCJ/IA HU OJIHa 3alMCh He 0011, AOCTYII 3arperaeTcs

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only

local all all trust
# IPv4 local connections:

host all all 127.0.0.1/32 trust
# IPv6 local connections:

host all all 1:1/128 trust

KoHdourypaunoHHblii dhain obpabarbiBaeTcs cBepXxy BHU3. 18 Kax 4o
CTPOKM onpepensietcs, NOAXOANT /i OHA K 3anpalinBaemMomMy KJMEHTOM
NoAKNHYEHNIO (N0 COOTBETCTBUIO TUMNA NOAKNHYEHUSA, UMeHN B/, nmeHn
nosib3oBarena u IP-agpecy). Ecan noaxoguT, TO BbIMNO/HAETCA
ayTeHTUhmnkaumsa ykasaHHbIM B CTPOKe MeToAoM. Ecnum pesynbsrar ycneLueH,
TO NOAK/IOYEHME pa3peLlaeTcs, Haye — 3anpeLlaeTcs (gpyrve CTpoku npu
9TOM YXe He paccmaTpusatoTcs).

Ecnv HM oiHa 13 CTPOK He NoAoLLa, TO A0CTyn 3anpeLlaeTcs.

Takmm 06pas3om, 3annucu B thanne Ao/MKHbl MATU CBEPXY BHU3 OT YACTHOIO
K o0LLemy.

BHU3y cnanga npueegeH oparmMeHT doarina no ymonyaHuio npu cbopke 13
NCXOAHbIX KOAOB (NPW YCTaHOBKE U3 nakeTa BO3MOXHbI Apyrne HacTpoiikn).
B aTom npumepe BUAHO Tpu CTPOKWU. [lepBas OTHOCUTCA K JIOKa/IbHbIM He-
TCP nogkntoueHnam (local) gna no6bix 6a3 (all) n nonb3oBatenen (all).
BTopas oTHOCUTCA K yaasieHHbIM nogxnioveHnam (host) ¢ agpeca 127.0.0.1
(To ecTb localhost), TpeTbss — TO e camoe, Ho ans IPv6.

MOoXHO caenatb BbIBOA O TOM, YTO MO ymMonyaHuio PostgreSQL gonyckaet
TO/IbKO NNOKasIbHble CoeiNHEHUA (KaK CeTeBble, Tak N HeT).

[anee BO3MOXHble 3Ha4YeHUs nonei paccMarpmnBaroTcA 6onee I'IO,CI,p06HO.
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[apameTpbl NOAKIUYEHUS

Tun noak/IrOUeHUs
Vimst 6a3bl JaHHBIX

Appec y3ia
Nwms ponu



Tvn noaknr4vYeHns Po&&?ﬁ%

local

JIOKa/IbHO€ IOAK/II0UEHME Uepe3 unix-domain socket

host

nogxkrouenuve o TCP/IP
(o6bIuHO TpebyeTcst U3MeHeHHe napametpa listen_addresses)

hostssl

um@poBaHHoe SSL-nogkmouenue o TCP/IP

(cepBep AomkeH ObITH cOOpaH ¢ MozAepskKoit SSL,
TaK>xe TpebyeTcs yCTaHOBUTD TlapameTp Ssl)

hostnossl

HelMppoBaHHOe nojx/roueHue o TCP/IP

B none tuna noaknto4YeHna MOXHO 3agaTtb O4HO U3 3HaYeHun,
nepeyvyncsieHHbIX HNXe.

CnoBo «local» — coOoTBeTCTBYET /IOKa/IbHOMY MOAK/THOYEHNIO Yepes
[OMEHHbI coKeT (6e3 NCrosib30BaHNSA CETEBONO NOAKNHUEHUS).

CnoBo «host» — cooTtBeTcTBYeET f1tob60My nogxsiodeHunto no TCP/IP.
[MockonbKy No ymonuyaHuio PostgreSQL cnywaeTt coeanHeHns TOIbKO

¢ nokanbHoro agpeca (localhost), ckopee Bcero norpebyetca 3afatb Apyrom
aZipec c nomMoLLbl napameTpa cepeepa listen_address.

CnoBo «hostssl» — cooTBeTCTBYET TO/IbKO WNdpOBaHHOMY SSL-
nogkoveHunto no TCP/IP. ns Taknx coeAnHEHNin cepBep AO0/MKEH ObITb
cobpaH c nogaepxkoit SSL. Kpome Toro, TpebyeTtcs ycTaHOBUTbL NapamMmeTp
ssl.

CnoBo «hostnossl» — coOTBEeTCTBYET TO/IbKO HEeLIN(pPoBaHHOMY
nogkntoyeHnto no TCP/IP.
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IMA 6a3bl AaHHbIX Posigres

all

TOJK/TFOUeHHe K jiro00i B/

sameuser
B/1, coBnagarorias o UMeHH C pOJIbIO

samerole
B/l, coBnagaroiiast 1o UMeHH C POJIbIO WU/IUA IPYIIION, B KOTOPYIO OHA BXOLUT

replication
Crieqra/ibHOe pa3pellieHure Ajid IIPOTOKO/Ia PeIryIMKalkin

b1

B/l c yka3aHHbIM UMeHeM (BO3MOXKHO, B KaBbIUKaX)

umsl,ums...]
HEeCKOJIbKMX MUMEH K3 BBILIETIEDEYUC/IEHHOT'O

B none 6a3wbl JaHHbIX MOXXHO 3a4aTb O4HO U3 3Ha4YeHun, nepevyncneHHbIX
HUXE, NN HECKOJSTbKO TakmMx 3HAYEeHNI yepes 3anAaTyto.

CnoBo «all» — cooTBETCTBYET /1060 6a3e AaHHbIX.

CnoBo sameuser — COOTBETCTBYeT 6a3e AaHHbIX, COBNaatoLLei No MMeHu
C NoNb30BaTesIEM.

Cnoso samerole — cooTBETCTBYET 6a3e AaHHbIX, CoBnagaroLlein no UMeHu
C KaKoi-nnmbo posibio, B KOTOPYH BXOAUT Mosib3oBaTesib (B TOM Yucne
coBnagaroLei No UMeHn ¢ caMnm Nosib3oBaTtesieM, NOCKOSIbKY
Nnofib3oBartesib — Ta Xe posib).

HakoHeL,, MOXHO yka3aTb MMsi KOHKPETHOW 6a3bl AAHHbIX.

BmecTo nepeuncrieHnss UMeH MOXHO cocnaTtbCs Ha doarin ¢ NomMoLbio @.
B dhaitnie nmeHa mMoryT 6bITb pasgeneHbl 3aniaTbiMy, Npobenamu,
TabynaunamMm nnm nepesofammn CTpok. [onycKakTcA B/IOXKEHHbIE
NoAKNYeHNsa dainioB (@) n KOMMeHTapuu (#).



Apec y3na Pogga’??f%

all

nmo6oit IP-agpec

IP-adpec/dnuna_macku
yKasaHHbIN fnanas3oH IP-agpecos (Hanpumep, 172.20.143.0/24)

WY anbTepHaTrBHAas (opma B ABa nosis (172.20.143.0 255.255.255.0)

samehost
IP-azgpec cepsepa
samenet
noboii [P-agpec 13 mo6oi oceTH, K KOTOPOU TMOJK/TI0UeH cepBep

OOMeHHOe_umsi
IP-azipec, COOTBETCTBYIOLMI YKa3aHHOMY MMeHH (Haripumep, domain.com)
JIOMyCKaeTCs yKa3aHWe YaCT UMeHM, HaurlHasi C TOYKM (.Ccom)

B none agpeca MOXeT ObITb yKa3aHO O4HO U3 CNeAyoLmMX 3HaYEeHNA,
CnoBo «all» — cootBeTcTBYeT /1t060MY IP-agpecy knneHTa.

IP-agpec c ykazaHuem gsivHbl macku noacety (CIDR) — onpegensier
AnanasoH gonyctumbiX IP-aapecoB. AbTepHATUBHO MOXHO 3anucaTthb
otaensbHo IP-agpec v B cneayollem none mMacky noaceTtu. Takke
nogaepxvsarotca IP-agpeca B HoTauumn IPV6.

CnoBo «samehost» — cooTBeTcTBYeT IP-agpecy cepsepa (haktrnyecku,
aHanor 127.0.0.1 ansi cuctem, rge Takoi agpec He paspeLLeH).

CnoBo «samenet» — COOTBETCTBYET Ntobomy IP-agpecy nu3 noboin noacetu,
K KOTOPOW NOAKIYEH cepBep.

HakoHeL, apec MOXHO yka3aTb OMEHHbIM nMeHeM (UK YacTio
OOMEHHOro MMeHu, HaunHas ¢ ToukKn). PostgreSQL onpepennt
NpuHaaexHocTb IP-agpeca KiveHTa ykazaHHOMY AOMEHY: A/19 3TOro
CHayasna no IP-agpecy onpepnenserca gomeHHoe nmsa (reverse lookup),

a 3aTeM NpoBepseTcs, YTO TaKOMYy AOMEHY AeACTBUTENbHO COOTBETCTBYET
ncxogHoln IP-agpec (forward lookup). Takum o6pasom npoBepseTcA
COOTBETCTBME BMagesbla ceTn 1 BrnajenbLla OMEHHOIO UMeHU As
OTCEeYEHNA CKOMMNPOMETMPOBAHHbIX aApecos (CM.
https://en.wikipedia.org/wiki/Forward-confirmed_reverse_DNS).
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iMsa ponu Pos{gres

all

mobast posib

po/b
POJIb C YKa3aHHbIM UMeHeM (BO3MOYKHO, B KaBbIUKaXx)
+ponb
POJIb, BXOJSALAs B YKa3aHHYH0 POJib
umsl,ums...]

HECKOJIBKO MME€H U3 BhILIETIepedyrnC/IeEHHOTO

10

B none nmeHun nonb3oBartens MOXHO yKasaTb O4HO 13 3Ha4YeHun,
nepeyvyncieHHbIX HNXe, N HECKOJIbKO TakKnxX 3Ha4YeHui yepes 3anAaTtyto.

CnoBo «all» — cooTBeTcTBYeT /1t060MYy IP-agpecy knneHTa.

IMs posin — COOTBETCTBYET MN0OJIb30BaTENH0 (UIX POJIN, YTO TO Xe camoe)
C yKazaHHbIM UMeHeM. Ecniv nepen UMEHEM PO CTOUT 3HaK +, TO UMS
COOTBETCTBYET /Il060MY NOJIb30BATE/0, BXOAALWEMY B YKa3aHHYH PO/ib.

BmecTo nepeyncrieHns UMeH MOXHO cocnaTbCs Ha doaiin ¢ NomMoLbio @.
B dhaitnie nmeHa mMoryT 6bITb pasgeneHsl 3anaTbiMy, Npobenamu,
TabynaunamMm nnu nepesofammn CTpok. [onycKakTCA B/IOXKEHHbIE
noAknveHnsa dpanios (@) n KoMmeHTapumn (#).



[MpocTada ayTeHTUdmnKaLmns Q

Hwuuero He mpoBepsieT

11



o] PROFESSIONAL

[pocTas ayTeHTMdMKaLUA  Posiares

trust

JOTMyCTUTh 6e3 ayTeHTU(HKAIN

reject

OTKa3aTb 0e3 ayTeHTH(UKALN

12

B none meToga ayTeHTUMKALUN MOXHO yKa3aTb pa3/iMyHble MeToabl. Ans
Hayana No3HaKOMUMCS C ABYMS CaMbIMU MPOCTbIMU, @ OCTasIbHble
PAcCMOTPUM HUXeE.

MeTop, «trust» 6e3yc/10BHO A0BEPSET Mosib30BaTesto N He BbINOMHAET
ayTeHTUhnkauunio. B peasibHOM XU3HU MMEET CMbIC/1 MPUMEHSATL pasBe uTo
AN NNOKa/IbHbIX COeUHEHWI.

MeTop, «reject» 6e3yc/oBHO OTKasblBaeT B fOCTyne. MOXHO UCMosib30BaThb,
4yTOObI OTCeYb /1I0Oble COeaUHEHNA OnpeaeneHHoro Tmna um ¢
onpeaeneHHbIX agpecoB (Hanpumep, 3anpeTnTb HendpoBaHHbIe
coefuHeHuns).
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Bonpoc Pos{gres

Yrto 0603HauaeT npuBe/ieHHasi HI)Ke HaCTpOMKa?

# TYPE DATABASE USER ADDRESS METHOD
hostnossl all all all reject
host sameuser all samenet trust
host pub +reader all trust

13

"BOLUHBWEN MinodLoeH
LrOI9ND — SUHE 91M1D9ND BeAwaH Aod1o oiAadau oLk ‘anHewnHa aintedoQ

‘gqnd x19HHeT aceg X
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"XIGHHeT IWeseg WIGHHIWMOHTO
n1aorou naoad em WeLBLea0gquoU LUALDOT volaemadeed ‘2

‘BUHBHMTE09 a1qHHegoddmmaH soloiemadueg T
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AyTeHTUhKaLus no naporsito %

3arpallvBaeT y Mo/b30BaTe/isi aposib

14
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AyTeHTU(MKaLUa No Naposto Po&gres

md5

naposib xpanutcs B CYB/l u mmmdpyercs MD5
scram-sha-256

niaposib xpanurcsa B CYB/, ucronb3yercs npotokon SCRAM
ldap [napamempni]

rapoJib XpaHuTcs Ha cepsepe LDAP
radius [napamempni]

apoJib XxpaHuTtcs Ha cepBepe RADIUS
pam [napamempni]

MapoJib XPaHUTCS B MOJK/IF0UaeMoM Moaysie PAM

15

MpvBeAeHHbIEe 34eCb METOAbI ayTEHTUdIMKaL MM 3anpalumsaroT
y Nosb30Barens naposib U NPOBEPSIOT ero Ha COOTBETCTBME Naposio,
KOTOpbIA XpaHUTCA Nnbo B camoit CYB/, nmbo BO BHELLHEN C/yXo6e.

MeTtoa «md5» cpaBHuBaeT MD5-ganmpkecT napons ¢ MD5-aaimkectom,
XpaHAWmnmMes B 6ase.

Hanbonee 6e3onacHbIi MeTof «scram-sha-256» (nosisuncsi B sepcumn 10)
ncnonbayetcs npotokonn SCRAM, KOTOPbIA NUCMOMb3YET KPUNTOCTOMNKMNE
a/IrTOpUTMblI.

MeTtoapl «ldap», «radius» n «pam» ncnonb3ytot cepsep LDAP, cepsep
RADIUS nnn nogkntovaemMbii moaynb ayteHTudgukaummn (Pluggable
Authentication Module) cooTBeTCTBEHHO. OTU METOAbI TPEBYIOT yKaszaHus
[OMNONHUTENbHBIX cneyndmnyHbIX NapamMmeTpoBs. Nogpo6HO OHK He
paccmaTpuBaloTCcA.
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[Maponb B CYB/ Pos{gres

YCTaHOBUTH MapoJib IM0JIb30BdTeJId

[ CREATE | ALTER ] ROLE ...
PASSWORD 'naposib'
[ VALID UNTIL garta_Bpemsa 1];

TI0/Tb30BaTeII0 C MyCThIM T1aposieM Oy/ieT 0TKa3aHo B JOCTYTIe
MpU ayTeHTU(UKALIMY 110 TIapOJIH0

[Taposii XpaHSTCS B CUCTEMHOM KaTajiore

pg_authid
MeTo/ ITU(POBaHUS OTIpe/ie/isieTCst TapaMeTpoM password_encryption

MeTo/ ay TeHTU(UKALIMK [JO/DKEH COBIa/iaTh C METOZIOM 1K POBaHKS
(md5 aBTOMaTMUeCKH MepeK/IoYaeTcst Ha scram-sha-256)

16

[10 cux nop Mbl CO3AaBasv Posn 6e3 ykazaHusl napons. Ec/im ycTaHoBUTb
MeToA, ayTeHTUMKaLMM No Naposto, TakMM Nonb3oBaTeNsM 6yaeT 0TKa3aHo

B AocTyne.
[Maponb xpaHUTCA B 6a3e gaHHbIX B Tabnunuye pg_authid.

UT06bI yCTAHOBUTbL Naposib, HAA0 ykasaTb ero (npu co3gaHnn ponv B
komaHge CREATE ROLE wvnu Bnocneactesun B ALTER ROLE). HaunHas
c Bepcun 10, naposib XpaHUTCA TOMbKO B 3alundpoBaHHOM Buae. Bua
wndpposanmsa (MD5 nnn SCRAM-SHA-256) onpeaensercsa napaMmeTpom
password_encryption.

Takke MOXHO yKasaTtb Bpemsa ,EIIGVICTBI/IH naposA.
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BBoa napongd Pos{gres

Bpyunyto
YcranoButh repemenHyo $PGPASSWORD

HeyZo0HO TpU TIOAK/TIOUeHNH K pa3HbiM 6azam
He peKOMeH/1yeTcsl U3 CoobpakeHHH 6e30macHOCTH

a1 ¢ mapoyisiMu

~/.pgpass Ha y3J/ie KJIieHTa

CTPOKU B opMaTe y3es:nopT: 6a3a_JaHHbIX : UMS_10/1b30BaTe/Is : Naposib
B KaueCTBe 3HaueHUsI MOXKHO yKa3aThb * (mroboe 3HaueHue)

CTPOKU TIPOCMAaTPUBAIOTCS CBEPXY BHU3, BbIOMpaeTCs riepBast TIOAX0 s1ast
(aiin momkeH uMmeTs rpasa goctyna 600 (tw- --- ---)

17

[Monb3oBaTeb MOXXET BBOAUTL Naposib BPYUHYHO, a MOXET
aBToMatTn3npoBaTrb BBO. [na 3Toro ectb ABe BO3MOXXHOCTW.

Bo-nepBbiX, MOXHO 3a/aTb Naposib B NEPEMEHHON OKPYXXEHUS
$PGPASSWORD. OgHako 370 Heyao6HO, ecnn NPUXOANTCA NOAK/IHATLCSA
K HECKO/IbKMM 6a3am, U He peKoMeHayeTcsl N3 CoOobpaXkeHnin 6e30MnacHOCTMW.

Bo-BTOpbIX, MOXHO 3a4aTb naponn B dpanne ~/.pgpass (ero pacnosoxeHue
MOXHO U3MEHUTb, 3aaB NepeMeHHyo okpyxxeHna $PGPASSFILE). K
dhaiiny fo/mkeH nmeTb AOCTYN TOMbKO BNagerneuy, nHade PostgreSQL
NPOUTHOPUPYET €ero.
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ITpoBoguTcs BHe CYB/I

18



BHelwHaa ayTeHTMdnKaums i

peer [map=...]

3anpoc UMeHH To/b3oBaresis y sapa OC (/151 T0KaIbHBIX MTOJK/TFOUeHHI)
cert [map=...]

ayTeHTU(UKALMSI C UCTIOb30BaHUeM K/IMeHTCKOro SSL-cepTudukara
gss [map=... u Opy2ue napamempnbi]

ayteHTuduKaluys Kerberos o nporokony GSSAPI
sspi [map=... u Opyaue napamemphni]

ayteHtudukaus Kerberos/NTLM anst Windows
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B aToi1 rpynne MeTofoB 1 naeHTudmnkaums, n ayteHTudomkaumnsa nponcxoguT
BHe CYB/. B pe3synbrare ycnewHoi ayteHTudunkaumm PostgreSQL
nonyvaer:

1. mA, ykazaHHOe npu nogkntoyeHnn (BHyTpeHHee uma CYB/),
2. UMS, NAEHTUPNLUNPOBAHHOE BHELLHEN CUCTEMOI (BHELLHEE UMS).

[Mo3aTOoMy BCe nepeyncsieHHble MeToAbl NO3BOMAOT yKa3aTb Kak MUHUMYM
OAMH OONONHUTENbHbIN NapaMmeTp map. OH onpegenser npasuna
ConocTaB/ieHNs] BHYTPEHHUX U BHELLIHUX UMeH (nogpobHee 06 3TOM Ha
cnepyollem cnange).

MeTog, peer 3anpawimsaeT nMma nonb3osarena y aapa OC. NMNockonbky OC

yXXe ayTeHTMdunuupoBasia aToro nosnb3osarens (Ckopee BCero, 3anpocus
naposb), Mbl NPOCTO BEPUM €iA.

MeTog cert ucnosb3yeTt ayTeHTUIMKAL M0 HA OCHOBE K/TMEHTCKOIO
ceptudhmkarta n npegHasHavyeH To/bko A1 SSL-coeaAnHEHNIA.

MeTtop, gss ncrnosnb3yet ayteHTudmkaymo Kerberos no npotokony GSSAPI
(RFC1964 https://tools.ietf.org/html/rfc1964). MogaepxkmsaeTcs
aBTOMarunyeckasa ayreHTudgomkauus (single sign-on).

MeTop, sspi ucnonb3yet ayteHTudukaunio Kerberos nnm NTLM ansa cuctem
Ha Windows. lNogaep)xmnBaeTca aBToMmarnyeckas ayteHTuunkaums.




o] PROFESSIONAL

CooTBeTCcTBME NMEH Posigres

pg_ident.conf

ellle O/IMH KOH(PUTypaLIMOHHBIN (aiin
CTpoKa — Habop Tosiel, pa3neuTenb — MpodesT UK TabysIsIyst
TMyCThbIe CTPOKHU U TEKCT TI0C/Ie # UTHOPUPYIOTCS

[Tonsa
Ha3BaHHe COOTBETCTBUS
(ykasbIBaeTcsi B mapameTpe map B pg_hba.conf)

BHeIITHee UMst
(curTaeTcsi pery/sipHbIM BhIpa)KeHHeM, eC/TH HAaUMHAeTCsl C KOCOM UepThl)

BHyTpeHHee UM I1o/1b3oBaresis b/
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MpaBuna conocTas/eHNss UMEH ONpeaensaoTCa B OTAe/IbHOM haline
pg_ident.conf; ero pacnonoxeHne onpegensercs napameTpos ident_file.
daiin nMeeT Takyto Xe CTPYKTYpY, kak 1 pg_hba.conf. 3anncu coctoaT s
Tpex nosei: Ha3gaHMe COOTBETCTBUSA, BHELLHEE UMSI, BHYTPEHHEE UMS.

Ha3BaHne COOTBETCTBUA HEOOXOAMMO, YTOObI pasrpaHnyMBaThb pasHbole
npasuia conocrtaBfieHnst BHyTpu ogHoro thanna pg_ident.conf (kotopble
MOryT noTpeboBaTbCcA A/15 pasHbixX 3anucein B pg_hba.conf).

BHellHee MA JOMKHO coBnagartb C UMEHEM, BO3BpaLlaeMbIM BHELLHE
CUCTEMOI ayTeHTUdMKaLuum uim ykasaHHbiM B ceptudpmkate. Ecnm ato none
Ha4yMHaeTCHA C KOCOWN YepTbl, TO €ro 3HAYEHNE CUMTAETCA PerynsapHbIM
BbIpaXXeHneM. DTO NOo3BO/ISET 06paboTarb CUTyaunn, Korga BHeLLHee U
BHYTPEHHEEe MMeHa OT/IN4alTCs TO/IbKO npedomkcamn nnmn cydpdomkcamm.

BHYTpeHHee UMs A0/IKHO coBMNagaTh C MMEHEM Mo/b30BaTens 6a3bl
[NaHHbIX.

3anucb, conocTasgawas BHYyTPEHHEEe 1 BHELIHee MeHa, 03Ha4vaeT, YTo
[NaHHOMY BHeLHeMY Nosib30oBaTes/1tio paspeLleHo nogkiyareca Kk CYB/ noa
[AaHHbIM BHYTPEHHMM NoJfib30BaTeNeM (KOHEYHO, Npu YCA0BUN YCNELLHOW
ayTeHTudgumkaumm).

https://postgrespro.ru/docs/postgresql/10/auth-username-maps




o] PROFESSIONAL

Bonpoc Pos{gres

Yrto 0603HauaeT npuBe/ieHHasi HI)Ke HaCTpOMKa?

pg_hba.conf

# TYPE DATABASE USER ADDRESS METHOD

hostssl  sameuser all all cert map=m1
local all all peer map=m2
host all all samehost md5

pg_ident.conf

# MAPNAME SYSTEM-USERNAME PG-USERNAME
ml /N(.*)@domain\.com$ \1

m2 student alice

m2 student bob
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o] PROFESSIONAL

Toru Pos}gres

HacTpoliku ayTeHTU(PUKAL[UK OTIpe/e istoTCS
B KOH(UT'ypal[MOHHBIX (haiiax

MOo>KHO UCTI0/1b30BaTh KaK ayTeHTU(HKALIWIO TI0 TapoJIio,
TaK M BHELIHIOK ayTeHTU(PUKALHIO
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[1pakTuka Po%ﬁ??éﬁ

N3menuTe koH(UrypaloHHbIe (aiiibl (TTpeABapuTebLHO
COXpaHWUB OPUTHMHAJIbI) TAKUM 00pa3oM, UTOObI:
683yCJIOBHO Ppa3pelinTh JIOKA/IbHOE CoeJMHEHNE T10/Ib30BaTe/Ir0 postgres;

pa3peluTh ceTeBble MOAK/IIOUeHNs BCEM T0/Ib30BaTesIsM K JitoObIM 6a3am
JIJAaHHBIX C ayTeHTU(UKaLMel TI0 MaposIo € UCToMb30BaHeM MD5.

Cospgatite ponb alice c maposiem, 3amm@poBaHHbiM MDS5,
1 poJib bob c maponem, 3ammdppoBanHbiM SCRAM-SHA-256.

[TpoBepbTe BO3MOYKHOCTD TTOJK/TFOUEHUS 110/] CO3/1aHHBIMU
POJISIMU.

[Top cymepriosib30BaTebCKOM POJIbI0 poStgres MOCMOTPUTE
rapoJiv moJib3oBaresei alice u bob B cucremHoOM kaTasnore.

BoccraHoBUTe WCXOAHbIe KOH(PUTYPaL[MOHHbBIE (DAM/IbI.
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