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OTKa3 OT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKako OTBETCTBEHHOCTM 3a
N06bIE NOBPeXAeHUs 1 YObITKKU, BK/I0Yas NoTepro A4oXo4a, HAHECEHHbIe
NPSAMbIM UN HENPAMbBIM, CleunasibHbIM UK ClyvyaiHbIM UCMNOIb30BaHUEM
MaTtepuasnioB kKypca. KomnaHus Postgres Professional He npegocTtaBnser
Kakux-nmbo rapaHTuii Ha martepuasibl Kypca. MaTtepuasbl Kypca
NpeaocTaB/ISOTCA HA OCHOBE MPUHLMNA «KaK eCTb» 1 KoMnaHus Postgres
Professional He 06a3aHa NpeaoCcTaBNATb COMPOBOXAEHME, MOALEPXKKY,
0BHOB/IEHNA, pacLUMPEHNSA N U3MEHEHNS.
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Tembl Posigres

YTo Takoe MOJIMTUKHU 3aLUTHI CTPOK
YcoBusi npyuMeHeHus OUTUK

HeckonbKo MOMMTHK Ha OfHOM Tabuije



o)) PROFESSIONAL

[TonnTuKa 3aLmnTbl CTPOK Pos{gres

OmpeiensieT BUANMOCTD U U3MEHSIEMOCTh CTPOK TaOJTHI[bI

npearKdT BbIUMCIAETCA 018 Kaxcooll CmMpOKU C MPpaBaMH BbI3bIBAIOLIET0
K/IMEeHTY OOCTYIIHBI TOJIBKO T€ CTPOKH, /i KOTOPBIX INpeauKdaT NCTUHEH

[Ipepukar ass cyujectByroux cTpok (USING)

ucnons3yetcsi oneparopamu SELECT, UPDATE, DELETE

TIpY HapyLleHUH MOIUTHUKY He BO3HUKaeT olrbKa
(ecrmu TO/TBKO He COPOIIIeH TTapaMeTp row_Security)

[Tpenukat asist HoBbIX cTpokK (WITH CHECK)

ncnonb3yetcs oneparopamu INSERT, UPDATE
eC/IM He 3a/1aH, UCI0JIb3yeTCsl MepBbIi NpeJuKaT
TIPY HapYIIeHUHU TIOJTATUKU BO3HUKaeT OIMOKa

MonnTukM 3awwmnTbl CTPOK (row-level security, RLS) no3BonsA0T ynpasnaTb
[OCTYNoM K Tabnuue Ha YpoBHe OTAeNbHbIX CTPOK. [Jpyroe Ha3saHue 3Toro
NHCTpyMmeHTa — Fine Grained Access Control.

[MonnTUKM ABNAKTCA AONO/THUTE IbHLIM MEXaHU3MOM: pPO/1b NO-NMPexXHemMy
AO/DKHa NMETb AO0CTYnN K Ta6n|/|u,e, I'IpG,EI,OCT&B]'IGHHbIVI npuBunernamMmn.

Monutnka onpegensieT BO3MOXHOCTb BbIGOPKM UM U3MEHEHUSA CTPOK
Tabnmubl C NOMOLLIO ABYX NPeAnKaToB (TOrMYecKnX BblpaXkeHuin), KOTopble
BbIYMCNAKTCSA AN KaXA0N CTPOKN 3anpoca. Pe3ynbsrarbl FOBOPSAT O TOM,
MOXET NI NoJSib30BaTe/lb BUAETb UM MEHATb CTPOKY.

[MepBblii Npeankar BblYMCNAETCA ANA Cywecmsyroujux CTPOK U
ncnonbayetcs oneparopamu SELECT, UPDATE, DELETE. Ecnu ansa kakou-
TO CTPOKM npegukar He NpUHUMaeT UCTUHHOE 3HayeHue (TO eCcTb JAEeT J10Xb
nnv NULL), cTpoka He nonagaeT B UTOrOBYHO BbIOOPKY. YMPOLLLEHHO MOXHO
cumTaTb, UTO NpeanKkaT NPoCcTo «aonucbiBaeTca» K ycnosuwo WHERE —
XOTSA Ha caMOM fenie Bce 3Ha4YNTE/IbHO COXHee.

Ecnn yctaHoBneHo row_security = off, npy NOXHOM 3Ha4eHun npeankara
XOTs1 6bl 4151 OAHOWN CTPOKM ByaeT 3adoMKCupoBaHa onoKa. 370 Nose3Ho
MPY N3roTOB/IEHUN JIOTMYECKON pe3epBHOIN KONuK, YTOObI rapaHTUpOoBaTh,
4TO B HEe nonasin Bce CTPOKM Bcex Tabsu.

BTopoit npeaukart onpeaenser BUANMOCTb HOBbIX CTPOK. OH npoBepseTcs
komaHgamu INSERT n UPDATE; npun HapyLleHUn NONTUKA BO3HUKaET
oLmnobka.

https://postgrespro.ru/docs/postgresal/13/ddI-rowsecurity
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YcnoBusa npuMeHeHns Pos{gres

[TouTHKa puMeHseTCs

K Ta6m/1ue, AJ1d KOTOpOﬁ BKJ/IFOUE€HA 3dl1Ta

JJ1s1 yKa3aHHBIX pOJied U /1J1s1 yKa3aHHBIX OMepaTopoB
(SELECT, INSERT, UPDATE, DELETE)

ITonuTtuKa He IMpuMeHdeTcd

TIpY TIPOBepKe OTrpaHUUeHUi 11eJI0CTHOCTH
ISl CyTIepTIO/ib30BaTe el u poeii ¢ arpubyrom BYPASSRLS
JU1s1 B/aZieniblia (eC/iv He BK/IFOUMTD TIPUHYAUTEBHO)

YT06bI NONTUKN 3aLLMThI CTPOK HaYyasn paboTaTb, HY>XXHO SIBHO BK/IOUNTb
3TOT MexaHu3M ANs Kaxkaol Tabnmubl.

Mpwn co3gaHnn NONTUKM MOXHO Takxe 3afatb, A1 Kakux ponein oHa byaet
pabotarb (N0 ymonyaHuio — A1 BCeX) U A19 Kakux oneparopos
(No ymonyaHuio — T1akxke s Bcex).

[OMNTUKN HE NPUMEHSAOTCA NPY NPOBepKe orpaHnYeHnin LenoCTHOCTN —
He3aBNCMMO OT HACTPOEHHbIX NoNnTUK CYB/[ rapaHTupyeT Le/oCTHOCTb
OaHHbIX.

MoNMTUKN HEe NPUMEHAIDTCA A/15 cynepnonb3oBartesnien (415 HUX, Kak
00bIYHO, HMKaKMe NPOBEPKM 6E30MacHOCTN He BbINOHAKTCS) U ANA pone
c atpubéytom BYPASSRLS.

[ns Bnagensla Tabnuubl NONNTUKMA HE PaboTaroT Mo YMOYaHUIO, HO
cneunanbHol KOMaHA0M MOXHO BKHOUYUTL 3alUMTy U 4119 Blagenbla.



IIpuMep MOJIMTHKH 3allIUTHI CTPOK

=> CREATE DATABASE access_rls;

CREATE DATABASE

=> \c access_rls

You are now connected to database "access rls" as user "student".
Anuca u Bo6 paGoTaoT B Pa3HBIX OTHAEJIaX OOHOM KOMITAHUH.

student=# CREATE ROLE alice LOGIN;

CREATE ROLE

student=# CREATE ROLE bob LOGIN;

CREATE ROLE

student=# CREATE TABLE users_depts(
login text,
department text

)i

CREATE TABLE
student=# INSERT INTO users_depts VALUES ('alice','PR'), ('bob','Sales');
INSERT 0 2

Onu 06palamTcs K OOHON Tabnuile, comepkaiiei nudopmaliuio 060 Bcex oTaenax. Ilpu aToMm u Anuca, u 5006 mOmXKHEL
BUETH JaHHLIE TOJIBKO CBOEr0 OTHeNa.

student=# CREATE TABLE revenue(
department text,
amount numeric(10,2)

)i

CREATE TABLE

student=# INSERT INTO revenue SELECT 'PR', -random()* 100.00 FROM generate_series(1,100000);
INSERT 0 100000

student=# INSERT INTO revenue SELECT 'Sales', random()*1000.00 FROM generate_series(1,10000);
INSERT 0 10000

OnpenenuM COOTBETCTBYIOIIYIO IIOJIUTUKY U BKIIIOYUM €e€:

student=# CREATE POLICY departments ON revenue
USING (department = (SELECT department FROM users_depts WHERE login = current_user));

CREATE POLICY

student=# ALTER TABLE revenue ENABLE ROW LEVEL SECURITY;

ALTER TABLE

U HyxkHO BEIOATh Anuce u BoGy mpusuneruu:

student=# GRANT SELECT ON users_depts, revenue TO alice, bob;

GRANT

Cynepnosnb3oBaTeslb (OH XKe Bafesiell B JaHHOM CiIydae) BUAUT BCe CTPOKU He3aBUCHUMO OT ITOJIUTUKHU:

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
............ e e e e e oo oo oo
PR | -4990995.29
Sales | 4978806.35
(2 rows)

A uTo yBUnaT Anuca u 506?
student=# \c - alice

You are now connected to database "access rls" as user "alice".



alice=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Femm e -
PR | -4990995.29
(1 row)

| => \c access_rls bob
| You are now connected to database "access rls" as user "bob".
| bob=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department
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HecKko/1bKO NOTNTUK Posigres

Pa3p8H_II/ITEJ'H:HLIe IMOJINTUKN

BUAUMOCTD OO/DKHA IIPE€A0CTABUTL XOTA OBl O/IHd pad3peliuTe/IbHaA MOJJIMTUKA

€CJ/IM He oIIpe/ie/ieHa HA OZiHd IMOJ/IMTHKA, CTPOKA HE BUAWMA

OFpaHHqHTEHBHbIe IMOJIMTUKN

BHUAWMMOCTB AO/DKHBI ITPeAOCTAaBUTh BCe OrpaHUYMTE/IbHBIE TTO/IMTUKH,
€CJ/IM OHH OIIpeae/ieHbI

Ha oaHoli Tabnuie MOXHO onpeaennTb HECKO/LKO NoMnTHK. B aTom cnyyae
6YyT YUNTbIBATLCS BCE NPEAMKAThI.

[0 yMOniyaHuo co3[aloTca paspewume/ibHble (Permissive) NoNUTUKN.
UToObl CTpoOKa 6blna AoCTynHa, AOCTATOUYHO, YTOObl XO0ms 6bI OOUH U3
NpeankaToB 3TUX NOINTUK OblST UCTUHEH.

Ho ecnu Ha Tabnumue BKIOYeHa 3alimTa CTPOK, U Mpu 3TOM He onpeaeneHo
HW OJIHOW pa3peLunTenbHON NONUTUKK, He ByAeT AOCTYMHA HM OfiHa CTpoKa.

[onoNHNTENbLHO MOXHO co34aTtb U ogpaHudume/ibHble (restricted)
NOMINUTUKN. ECNN OHK 3aaHbl, TO BCE UX NpeauKaTbl O/MKHbI ObITb UCTUHHBI.

NHbiMK cnoBamu, ecnu onpeaeneHbl TOMTbKO pa3peLLnTeibHbIe MNOMUTUKN
c npegvkatamu P,...,P, TO AN1A KaXA0i CTPOKM BbIYNCIAETCA BblpaXeHue

P,OR...ORP,.

A ecnu K ToMy Xe onpefesneHbl orpaHnunTeNbHble NOMUTUKK C NpeanKaTaMm
R,,..., R,,, TO NA K40 CTPOKU ByET BbIUNCIATLCA BblpabKEHNE

(P,OR...ORP,) AND R, AND ... ANDR,.

To ecTb AOCTYN A0/MKHbI NPEeAoCTaBUTbL Xoms 6bl 00Ha paspeluumesibHas u
BCE 02PaHUYUMesIbHbIE NONUTUKN.



HecKOJIBKO MOJIUTHK

Paspemum teneps o6y 0o6aBisiTh CTPOKYU B TAOIMIly, HO TOJIBKO IJIsI CBOETO OTHesla U TOJIBKO B Iipefenax 100 py6reii:

e mepBoe TpeboBaHUe OyOeT BHIIOJIHEHO aBTOMAaTUYeCKY (eOUHCTBEHHLIN IPEeIUKAT paboTaeT U OJIst CYIIeCTBYIOMINX, U
IIJIsI HOBBIX CTPOK);
e [JIsI BTOPOT'O CO3[afuM HOBYIO OTPAQHUUYUTENIBHYIO IOJIUTHUKY.

alice=> \c - student
You are now connected to database "access rls" as user "student".

student=# CREATE POLICY amount ON revenue AS RESTRICTIVE
USING (true) -=- BUOHbI BCE CylUecCcTBYoWUE CTPOKU
WITH CHECK (abs(amount) <= 100.00); -- HOBble CTPOKM [OOJIXHbl YAOBNETBOPATh

CREATE POLICY

student=# GRANT INSERT ON revenue TO bob;

GRANT

TIpoBepum:

| bob=> INSERT INTO revenue VALUES ('Sales', 42.00);

| INSERT 0 1

| bob=> INSERT INTO revenue VALUES ('PR', 42.00);

| ERROR: new row violates row-level security policy for table "revenue"
| bob=> INSERT INTO revenue VALUES ('Sales', 1000.00);

| ERROR: new row violates row-level security policy "amount" for table "revenue"
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Toru Posigres

[TpuBW/IeTUM YTIPAB/SIOT JOCTYIIOM K Tabsuijam U cTonbijam,
TIOJIUTHKU 3allUThI CTPOK — K CTPOKaM

[To/MTHKA HaCTpaMBarOTCA TIpolije U paboTaroT 3pdeKTHBHEee,
yeM peaji3aliys C TIOMOII[bIO MTPe/CTaB/IeHUM U TPUTTEPOB



[1pakTuka POQSFE%

1. TIpogosmkasi mpUMep M3 IeMOHCTpal1H, CO3/laiiTe POJib ISl
Yapsu v HazHaubTe eMy 0ed OT/ie/la B TaO/uile TI0/Tb30BaTeJiel.

2. Ormpenenvrte MOJUTUKY 3alUThI CTPOK TaKUM 00pa3oM, UTOObI:

- PO/IY BUJe/I CTPOKU TOJIBKO TeX OTZe/IOB, C KOTOPbIMY CBSI3aHbI;
- PO, CBsI3aHHbBIE C OFHUM OT/IeJIOM, MOTJIH [J00aB/ISITh CTPOKH C CYMMOM
B nipeziesiax 100 py6iiei;
- PO/H, CBsI3aHHbIE C HECKOJIbKUMU OTZe/laMH1, MOTJIU J00aB/IsITh CTPOKU
¢ moboi CyMMOH.

3. TIpoBepbTe KOPPEKTHOCTh HACTPOEHHBIX MOJIUTHK.

OueHNTe HaK/aJHbIE pacXo/bl HA MOIUTUKH 3alLUThI CTPOK,
BBITIO/THUB OZIMH U TOT JKe 3alpoC OT UMeHU 0ObIUHON
Y CyIIepII0/Ib30BaTe/IbCKOU POJIen.



1. Posiu ¥ Ta0/IHMLIbI

=> CREATE DATABASE access_rls;

CREATE DATABASE

=> \c access_rls

You are now connected to database "access rls" as user "student".
student=# CREATE ROLE alice LOGIN;

CREATE ROLE

student=# CREATE ROLE bob LOGIN;

CREATE ROLE

student=# CREATE ROLE charlie LOGIN;

CREATE ROLE

student=# CREATE TABLE users_depts(
login text,
department text

)i

CREATE TABLE

student=# INSERT INTO users_depts VALUES
('alice', 'PR'),
('bob', 'Sales'),
('charlie', 'PR'),
('charlie’', 'Sales');

INSERT 0 4

student=# CREATE TABLE revenue(
department text,
amount numeric(10,2)

)5

CREATE TABLE

student=# INSERT INTO revenue SELECT 'PR', -random()* 100.00 FROM generate_series(1,100000);
INSERT 0 100000

student=# INSERT INTO revenue SELECT 'Sales', random()*1000.00 FROM generate_series(1,10000);

INSERT 0 10000

2. ITIOJINTHKH U IPUBWIETHH

student=# CREATE POLICY departments ON revenue
USING (department IN (SELECT department FROM users_depts WHERE login = current_user));

CREATE POLICY

student=# CREATE POLICY amount ON revenue AS RESTRICTIVE
USING (true)
WITH CHECK (
(SELECT count(*) FROM users_depts WHERE login = current_user) > 1
OR abs(amount) <= 100.00
);

CREATE POLICY

student=# ALTER TABLE revenue ENABLE ROW LEVEL SECURITY;

ALTER TABLE

student=# GRANT SELECT, INSERT ON users_depts, revenue TO alice, bob, charlie;

GRANT

3. IIpoBepka

Anuca:



student=# \c - alice
You are now connected to database "access rls" as user "alice".

alice=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Femm e -
PR | -4989015.56
(1 row)

alice=> INSERT INTO revenue VALUES ('PR', 100.00);

INSERT 0 1

alice=> INSERT INTO revenue VALUES ('PR', 101.00);

ERROR: new row violates row-level security policy "amount" for table "revenue"
Bo6:

alice=> \c - bob

You are now connected to database "access rls" as user "bob".

bob=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Femm e e e e o
Sales | 5024166.03
(1 row)

bob=> INSERT INTO revenue VALUES ('Sales', 100.00);

INSERT 0 1

bob=> INSERT INTO revenue VALUES ('Sales', 101.00);

ERROR: new row violates row-level security policy "amount" for table "revenue"
Yapinu:

bob=> \c - charlie

You are now connected to database "access rls" as user "charlie".

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Fomm e e e e e e e e
PR | -4988915.56
Sales | 5624266.03
(2 rows)

charlie=> INSERT INTO revenue VALUES ('PR', 1000.00);
INSERT 0 1
charlie=> INSERT INTO revenue VALUES ('Sales', 1000.00);

INSERT 0 1

4. HakyimagHbIe pacxoabl

BEITIOSTHUM 3alIpOC HECKOJIBKO pa3, YTOOBI OLIEHUTh CpefHee 3HaYeHWe BpeMeHU BHITIOTHEeHUS.
charlie=> \timing on

Timing is on.

CHauasna ot uMeHH charlie:

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ L
PR | -4987915.56
Sales | 5025266.03
(2 rows)

Time: 46,092 ms

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;



department | sum

PR | -4987915.56
Sales | 5025266.03
(2 rows)

Time: 45,001 ms

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ L
PR | -4987915.56
Sales | 5025266.03
(2 rows)

Time: 44,724 ms

A Tenepb OT UMEHHU BJlaJeJiblla Ta6]‘[I/ILUaI, Ha KOTOPOT'O I10 YMOJIYaHHUIO IIOJINTUKHU HE ﬂeﬁCTByIOT:
charlie=> \c - student

You are now connected to database "access rls" as user "student".

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ e e e e e e oo oo
PR | -4987915.56
Sales | 5625266.03
(2 rows)

Time: 32,357 ms

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Fomm e e e e e e e e
PR | -4987915.56
Sales | 5625266.03
(2 rows)

Time: 30,791 ms

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
............ Fmmm e e e -
PR | -4987915.56
Sales | 5025266.03
(2 rows)

Time: 30,602 ms

B mannOM KOHKPETHOM CJIy4Yae HaKJlagHble PaCXObl HEe APpaMaTU4YHBbI, XOTA U BIIOJIHE OIIyTHMEI.



