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Mcnonb3oBaHne matepuanoB Kypca

HekoMmmepueckoe ncnonb3oBaHne MaTepnanos Kypca (npeseHTauumu,
AeMOHCcTpaumn) paspellaetcs 6e3 orpaHuyeHnin. Kommepueckoe
MCNOJIb30BaHNe BO3MOXHO TO/IbKO C MMCbMEHHOIO paspeLLeHnsa KoMnaHum
Postgres Professional. 3anpewaeTcsi BHeCEHME U3MEHEHUI B MaTepuasibl
Kypca.

OGpaTtHas cBA3b
OT3bIBbl, 3aMeYaHns 1 NPeasIoKEHNA HanpaBnanTe No aapecy:
edu@postgrespro.ru

OTKa3 OT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKako OTBETCTBEHHOCTM 3a
N06bIE NOBPeXAeHUs 1 YObITKKU, BK/I0Yas NoTepro A4oXo4a, HAHECEHHbIe
NPSAMbIM UN HENPAMbBIM, CleunasibHbIM UK ClyvyaiHbIM UCMNOIb30BaHUEM
MaTtepuasnioB kKypca. KomnaHus Postgres Professional He npegocTtaBnser
Kakux-nmbo rapaHTuii Ha martepuasibl Kypca. MaTtepuasbl Kypca
NpeaocTaB/ISOTCA HA OCHOBE MPUHLMNA «KaK eCTb» 1 KoMnaHus Postgres
Professional He 06a3aHa NpeaoCcTaBNATb COMPOBOXAEHME, MOALEPXKKY,
0BHOB/IEHNA, pacLUMPEHNSA N U3MEHEHNS.
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AyTeHTU(PUKALUS 10 TIapOJTO

BHelHss EIYTEHTI/I(bI/IKaLII/IH N COITOCTaBJ/IeHHMe MMeH
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3agayn npu noakItoyYeHnn Pos{gres

W penTrdukaiys

orpejiesieHHe MUMeHHU MoJjib3oBaress b/]
MMS$1 MOKeT OTVIMYaThCs OT YKa3aHHOTO (MpY BHEILIHel ayTeHTU(UKALIN)

AyTteHTUbUKALUSA

JeliCTBUTELHO JIA TI0/Tb30BaTesib TOT, 3a KOro cebsi BbiaeT?
00bIYHO TpeOyeTcs MmoATBep)KAeH e (HarpuMep, 1aposib)

ABTOpU3aLYs

MIMeeT JIU TIPaBO JJaHHBIH TI0/Tb30BaTeslb TOAK/IHUaThCs K cepBepy?
YaCTUYHO TepeceKaeTcsi C QYHKLMOHAIOM TIPUBU/IET Ui

[Mpn NOAKNHYEHUN KNTMEHTa cepBep A0/1KEH BbINO/IHUTL HECKO/ILKO 3aau.

Bo-nepBbix, naeHTUdMUMpoBaTh Nosb3oBaresid, To eCTb ONpeaennTb ero
nm4. na aToro nonb3osaresb NpeacTaBfAeTca, HO yKasaHHOe MSA MOXET
oT/imyatbCAa OT UMeHW nonb3oBartens b/ (Hanpumep, ecnv nonb3oBaTesb
npencrasnaerca ceomm nveHem B OC).

Bo-BTOpbIX, ayTEHTUNLMPOBATL NOb30BaTESSA, TO €CTb NPOBEPUTL, YTO OH
[EeNCTBUTENBLHO TOT, 3a KOro cebs BblgaeT. MpocToi npumep — BBO[,
naponsi.

B-TpeTbux, aBTOpU30BaTh NOsb30BaTENS, TO ECTb ONpeaennTb, UMEET /N OH
NMpaBo NOAKMIOYEHMA (3Ta 3a4a4a YaCTUYHO NepecekaeTcs ¢ PYHKLNOHAIOM
npuBmnernii).

NHorga Bce Tpu 3a4a4yv HasbiBaKOT OOLLMM C/TOBOM «ayTeHTUUKaumsa».
PostgreSQL no3BosisSeT rmbko HaCTPOUTL 3TOT MNpoLiecc.

[0 cnx nop Mbl NOAKNHOYA/IUCH K CEPBEPY, HUKaK He NoATBepPX4as CBOe
nms. eno B Tom, 4to B Ubuntu HACTPOMKN NO YMONYAHUIO MO3BONSAIOT
noaKI4YaTbCA K /IoKaslbHOMY cepBepy 6e3 aBTopu3aunn, ecsim UMeHa
nonb3oBaTens 6a3bl AaHHbIX U ONepaunoHHON CUCTEMbI COBMaaatoT.

A B BUpPTYya/IbHOM MalUnHe Kypca caenaHbl A0NONHUTE IbHbIE HACTPOWKN,
paspeLuaroLime Boobule nobble f1oKasibHble NOAKAYEHUS.
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OCHOBHbI€ HaCTPOWKK Pos{gres

pg_hba.conf

KOH(UTypaLMOHHBIN (aiis, TpU U3MeHEeHUU HY>KHO TlepeurTaTh
CTpOKa — Habop Tonel, pa3genuTesb — MpobesT Wik Tabyasus
TMyCTble CTPOKHU U TEKCT M0cJie # UTHOPUPYIOTCS

Ilonsa

THIT TIOJK/TFOUEHUSI
uMs 6a3bl JaHHBIX

WMS$1 TI0/Tb30BaTeJist

azipec y3na

MeTO/, ayTeHTU(PUKALIN

Heobs13aTe/bHbIe JOTOMHUTe/bHbIEe TTapaMeTpPhbl B BU/ie UMS=3HauYeHue

TapamMeTphbl IMOAK/THOYEHUA

HacTpoiikun ayTeHTUdmkaumm XxpaHsatcsa B KOHQUrypaunoHHom dpaiine,
KOTOpPbI ncnosnb3yeTcs NogobHo postgresgl.conf, HO oTMYAETCA OT HEro no
dopmary. @ainn HasbiBaeTcsa pg_hba.conf (oT «host-based authentication»),
€ro pacnosioxeHue onpegenderca napametpom hba_file. Mpn nameHeHnn
3TOro (paiina HeobxoaAMMO NepevnTaTb HACTPOIKM (Kak 0ObIYHO, C MOMOLLLLHO
pg_ctl reload nnu BbisoBoM thyHKLMN pg_reload_conf).

dain pg_hba.conf cocTonTt 13 CTpOK, Kaxkaas U3 KOTOPbIX CUNTAETCS
OTAEeNbHON 3anuckto. MNMycTble CTPOKM 1 KOMMEHTapun (Bce nocne cumeona
#) urHopupytotca. CTpoka cCOCTOUT M3 MOoJeit, pa3feneHHbIX npobenamMmn nim
Tabynaunamm.

KonuuecTBo nonen MOXET pasnyarbCsl B 3aBUCUMOCTM OT UX COAEPXKMMOTO,
00LWKMIA CNUCOK NPUBEAEH Ha cnaige.

https://postgrespro.ru/docs/postgresqgl/13/auth-pg-hba-conf
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Cxema 006paboTKu Pos{gres

3anvcy poCMaTprBarOTCs CBepXy BHU3

HPI/IMEHHGTCH IrepBas 34IlnChb, KOTOpOﬁ COOTBETCTBYET
rojIK/roueHue (Turl, 6a3a, Ioab30BaTe/b U afipec)
BBITIO/THSIETCS ayTeHTU(MKalvs 1 poBepka npuBwierut CONNECT
eC/I1 pe3y/bTaT OTPULIATe/IbHbIN, JOCTYII 3ampelaeTcs
eC/I1 HU OJIHA 3alliCh He TOJOLLIIA, JOCTYII 3arpelaeTcs

# TYPE DATABASE USER ADDRESS METHOD
# "local" is for Unix domain socket connections only

local all all trust
# IPv4 local connections:

host all all 127.0.0.1/32 trust
# IPv6 local connections:

host all all ::1/128 trust

KoHdomrypaunoHHbin doaiin obpabaTbiBaeTcsi CBEPXY BHU3. [151 KavKaomn
CTPOKW ONpenenserTcd, NnoAxoauT N OHa K 3anpalumBaeMomMy KJIMEHTOM
NOAKNHYEHNIO (N0 COOTBETCTBMIO TUMNA NOAK/TOYEHMUS, UMEHN B, UMeHN
nosib3oBarens v IP-agpecy). Ecnu nogxogut, TO BbINONHAETCS
ayTeHTUpnkayms ykasaHHbIM B CTPOKe MeToAoM. Ecnin pesynsrar ycneLleH,
TO NOAK/IOYEHNE pa3peLlaeTcs, nHaye — 3anpewjaeTtca (apyrue CTpoku npu
9TOM YXXe He paccMarpuBatoTcs).

Ecnv HM oiHa 13 CTPOK He NoAoLLa, TO 0CTynN 3anpeLuaeTcs.

Takum 06pas3om, 3anucu B paise Ao/MKHbI UATU CBEPXY BHU3 OT YaCTHOrO
K o0LLemy.

BHU3y cnanga npueeneH oparmeHT dharina no ymonyaHuio npu céopke mns
NCXOAHbIX KOAOB (NPY YCTaHOBKE M3 NakeTa BO3MOXHbI Apyrne HacTPonkn).
B aTom npumepe BUAHO TpU CTPOKWU. [lepBas OTHOCUTCSA K JIOK&/IbHbIM He-
TCP nogkntoueHnam (local) ana no6bix 6a3 (all) v nonb3osareneit (all).
BTopas oTHocuKTCA K yaasieHHbIM nogkaoveHnam (host) ¢ agpeca 127.0.0.1
(To ecTb localhost), TpeTbss — T0 e camoe, Ho A IPv6.

MOXXHO caenaTtb BbIBOA, O TOM, YTO No ymon4yaHuo PostgreSQL ponyckaet
TO/IbKO /TOKasIbHble coeAnHeHUs (Kak CceTeBble, Tak U HeT).

[anee BO3MOXHble 3Ha4YeHnsa nonem paccMmarpmnBaroTCA 6onee I'IO,D,pO6HO.



Copepzxumoe daitia pg_hba.conf

PacnonoxkeHnne KoHGUTIypauuoHHOr 0 daiina:
=> SHOW hba_file;

hba file

/etc/postgresql/13/main/pg_hba.conf
(1 row)

MEI MOZKEM IIOCMOTPETH caM (ai (OIIyCTUM IIyCTHIe CTPOKM M KOMMEHTapHH):

student$ sudo egrep '~["#]' /etc/postgresql/13/main/pg_hba.conf

local all postgres trust
local all all trust
host all all 127.0.0.1/32 md5
host all all 1:1/128 md5
local replication all trust
host replication all 127.0.0.1/32 md5
host replication all 1:1/128 md5

IIpu HacTpolMKe BUPTyaIbHON MalllMHEI ObLUIN BHECEHBI M3MEHEHUs B CTaHOapTHEIN (aiin pg hba.conf: meton peer 6vin
3aMeHeH Ha trust, 4ToOw! posu alice, bob u charlie Mornu mogKIOYaThCS JIOKAIbHO MO MoTk3oBaTeseM student OC.



[TapameTpbl NOAKNHOHYEHUS Q °°°°°°°°°°°°

Tun noak/rouUeHus
VimMst 6a3bl JTaHHBIX

Appec y3na
Nwms ponu
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Tvn noakrvYeHnsa Posigres

local

JIOKa/IbHO€ TIOAK/TFOUEHH € Uepe3 unix-domain socket

host

nogkiaoueHue o TCP/IP
(oObIyHO TpebOyeTcst U3MeHeHUe TlapameTpa listen_addresses)

hostssl

mmdpoBaHHoe SSL-nogktoueHue o TCP/IP

(cepBep JomKeH ObITH cOOpaH ¢ moAAep kKo SSL,
TakKe TpebyeTcsi yCTaHOBUTH TlapameTp Ssl)

hostnossl

HellMdpoBaHHOe nofK/toueHue o TCP/IP

B none tuna nogkno4yeHnsa MoOXHO 3a4aTb OAHO U3 3Ha4YeHun,
nepeyvyncsieHHbIX HXe.

CnoBo «local» — coOoTBeTCTBYET /I0OKa/IbHOMY MOAK/TIOUYEHNIO Yepes3
[OMEHHbI COKeT (6e3 UCM0/1b30BaHMst CETEBOIO NOAKIOYEHNS).

CnoBo «host» — cooTBeTcTBYEeT Mt060MY noakntoyeHuto no TCP/IP.
[MockonbKy no ymonyaHuio PostgreSQL cnylwaeTt coeguHeHUs TOMbKO

¢ nokanbHoro agpeca (localhost), ckopee Bcero noTpebdyeTcs 3a4arb ApYyroi
aZipec c nomMoLblo napameTpa cepsepa listen_address.

CnoBo «hostssl» — cooTBeTCTBYET TO/bKO WnhpoBaHHOMY SSL-
nogknoveHuto no TCP/IP. ns Taknx coOeanHEHNn cepBep A0/MKEH ObITb
cobpaH ¢ nogaepxkoin SSL. Kpome Toro, TpebyeTtcs ycTaHOBUTL NapameTp
ss/=on.

CnoBo «hostnossl» — cooTBETCTBYET TO/IbKO HELINJPOBAHHOMY
nogxnoyveHuto no TCP/IP.
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iIMA 6a3bl AaHHbIX Posigres

all

MoZIK/TIoUeHue K 000 B

sameuser
B[], coBnagaroiiias 1o UMeHH! C pOoJIbio

samerole
b/, coBnagatoiiasi Mo MMeHH C POJIbIO WK TPYMIO, B KOTOPYHO OHa BXOAUT

replication
Crieqra/ibHOe pa3pelieHre Ajid MPpOTOKO/Id PervinKdlju

b/

B/] c yka3aHHBIM UMeHeM (BO3MOKHO, B KaBbIUKax)

umsl,ums...]
HECKOJIbKMX MM€EH K3 BBILIETIEDEUYNC/IEHHOTO

B none 6asbl JaHHbIX MOXXHO 3a4aTb 04HO N3 3Ha4YeHun, nepevyncineHHbIX
HWXE, NN HECKOJSTbKO TaknxX 3HaYEeHNI yepes 3anAaTtyio.

Cnoso «all» — cooTBeTCcTBYET Nt060IN 6a3e AaHHbIX.

CnoBO sameuser — COOTBETCTBYeT 6a3e AaHHbIX, COBNaaatoLLei No UMeHu
C Nonb30BaTesNeM.

CnoBo samerole — CcOOTBETCTBYET 6a3e faHHbIX, COBMajaroLLel no MMeHu
C Kakou-1imbo posibio, B KOTOPYH BXOAUT Nosb3oBartesib (B TOM Yucnie
coBnagarouieil No UMeHn ¢ caMnm Nosib3oBaTesieM, NOCKOSbKY
nofib3oBartesib — Ta Xe poJib).

HakoHeLl, MOXHO yKa3aTb UMSI KOHKPETHOI 6a3bl JaHHbIX.

BmecTo nepeyncrieHns UMeH MOXHO cocnaTbCs Ha haiin ¢ nomMmoulbio @.
B dhaitfie nmeHa mMoryT 6bITb pasgeneHbl 3ansaTbiMu, Npobenamu,
TabynaumMsaMm nnmn nepeBogamm CTpok. [onyckatoTcs B/IOXKEHHbIE
noakntyeHns dpannos (@) 1 KOMMeHTapun (#).
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Afpec y3na Pos{gres

all

nmo6oii IP-aapec

IP-adpec/onuHa_macku
yKa3aHHbIM Auara3oH [P-aapecoB (Hanpumep, 172.20.143.0/24)

WY anbTepHaTrBHas (opMa B ABa nons (172.20.143.0 255.255.255.0)

samehost
IP-azmpec cepBepa
samenet
nmo6oii IP-agpec u3 moboi moAceTH, K KOTOPOU TOAK/IIOUEH CepPBep

OOMeHHOoe_UMS
[P-azipec, COOTBETCTBYIOLIMI yKa3aHHOMY MMeHH (HarpuMep, domain.com)
JIOTyCKaeTCsl yKa3aHue YaCcTH UMeHU, HaurHasi C TOUKH (.com)

10

B none agpeca MOXeT 6bITb YKa3aHO O4HO 13 C/eAyoLWmMX 3HaYEHW.
Cnoso «all» — cooTtBeTcTByeT f1ob6oMy IP-agpecy KveHTa.

IP-agpec c ykazaHnem ganHel macku nogcetn (CIDR) — onpegenset
AnanasoH gonyctumblx IP-agpecoB. ANbTepHaTUBHO MOXHO 3anucaTb
otaensbHo IP-agpec n B cneayolem none mMacky noacetu. Takke
nogaepxvearTtca IP-agpeca B HoTauumn IPV6.

CnoBo «samehost» — cooTBeTCcTBYeT IP-agpecy cepsepa (dhakTnyecku,
aHanor 127.0.0.1 ona cucTem, rae Takon agpec He pa3peLLeH).

CnoBo «samenet» — COOTBETCTBYET N1tobomy IP-agpecy 13 noboil noacetw,
K KOTOpPOW NOAK/NHYEH cepBep.

HakoHeLl, agpec MOXHO yKa3aTb JOMEHHbIM UMEHEM (U1 YacTbHo
[OMEHHOro MMeHW, HaunHas ¢ To4kKn). PostgreSQL onpepenut
NpuHaAIexHocTb IP-agpeca knveHTa ykasaHHOMY LOMEHY: OJ/15 3TOro
CHa4dasna no IP-agpecy onpegenserca goMmeHHoe nms (reverse lookup),

a 3aTeM NpPoBepPSETCH, YTO TaKOMY JOMEHY AENCTBUTE/IbHO COOTBETCTBYET
ncxogHolin IP-agpec (forward lookup). Taknm o6pa3om npoBepsieTcs
COOTBETCTBME B/lafesibLa CeTu 1 Bnagesnbya AOMEHHOro UMeHN O/
OTCEeYEHNA CKOMMPOMETMPOBaHHbIX aZlpPeCOB:
https://en.wikipedia.org/wiki/Forward-confirmed_reverse_DNS
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iMsa ponu Pos{gres

all

nro06ast porb

pOb
POJIb C YKa3daHHbIM UMEHEM (BO3MO)KHO, B KHBLILIKaX)
+ponb
POJIb, BXOJSLAs B YKa3aHHYH0 POJib
umsl, ums...]

HeCKOJIbKO MM€EH K3 BhIIIerepeyruc/ieHHOro
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B none nmeHn nonb3oBaresia MOXXHO yKasaTb OHO U3 3Ha4YeHun,
nepeyvyncieHHbIX HXe, U1 HECKOJSIbKO TaKnX 3Ha4YeHNN yepes 3anAaTyto.

CnoBo «all» — cootBeTcTBYyeT nobomy IP-agpecy knmeHra.

IMsi ponin — COOTBETCTBYET No/b30BaTeNto (U posu, YTo TO Xe caMoe)
C yKasaHHbIM UMeHeM. Ecnu nepea UMEHeM Poin CTOMT 3HaK +, TO UMSI
COOTBETCTBYET N060MY M0/1b30BATENH, BXOASILLEMY B YKa3aHHY po/ib.

BmecTo nepeyncrieHnss UMeH MOXHO cocnaTbCs Ha haiin ¢ nomMoulbio @.
B dhaitnie nmeHa mMoryT 6bITb pasgeneHbl 3ansaTbiMu, Npobenamu,
TabynaunamMmn nnu nepesofammn CTPoK. [onyckakTCA B/IOXKEHHbIe
noAknyeHna dpannos (@) 1 KOMMeHTapun (#).



[TpocTas aytTeHTUdmnKauus Q OOOOOOOOOOOO

Hwuuero He mpoBepsieT

12
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[TpocTaa ayTeHTUPUKaumMa - Posggres

trust

JOTyCTUTDb 6e3 ayTeHTU(PUKALIUU

reject

OTKa3aTb 6e3 ayTeHTU(UKALIIU

13

B none meTtoga ayTeHTMdMKaLMN MOXHO YKa3aTb pa3finyHble MeToAbl. ANns
Hayasia No3HaKOMUMCS C ABYMS CaMbIMW MPOCTbIMU, & OCTasIbHble
PacCMOTPUM HIXeE.

MeTop, «trust» 6e3yc/ioBHO AOBEPSIET N0O/Ib30BATENO U HE BbINO/HAET
NPOBEPKY. B peasibHOWM XN3HN UMEET CMbIC/T MPUMEHSATL Pa3Be YTo A/
NOKa/IbHbIX COEAUHEHNIA.

MeTog «reject» 6e3ycnoBHO OTKa3blBaeT B AocTyne. MOXHO MCNoNb30BaTh,
4YTOObI OTCeYb /1H0Oble COeaUHEHNA OnpeaeneHHoro Tmuna um

C onpeaeneHHbIX agpecos (Hanpumep, 3anpeTuTb HelmngpoBaHHble
coeuHeHuns).
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Bonpoc Pos{gres

Yro 0603HauaeT nprBeieHHast HUXKe HaCTpOiKa?

# TYPE DATABASE USER ADDRESS METHOD
hostnossl all all all reject
host sameuser all samenet trust
host pub +reader all trust

14

"BOLMHBWEN Minod.LoeH
LrOI9IND — EMHE 9111080 BEquaH Aodlo oikadau o1k ‘avHeWMHE a1nledgQ

‘gqnd Xx19HHe ageQg X
‘lopeal auod g wumeoxa ‘WeLualegaocqauou uALD0T Bolaemadsed '€

"XI9HHET weeeg WIGHHBWMOHTO X
nisofou naoad en WBLaleaocquou UALO0T Bolaemadeed g

"BUHBHNTTE09 al9HHeaodumaH soLoemadueg '



PemakrupoBanue daiia pg_hba.conf

CoxpanuMm ¢aiin pg hba.conf, 4¥To6s UMeTH BO3MOXKHOCTb BOCCTRHOBUTEH €TI0 I10CJIe 9KCIIEPUMEHTOB.
student$ sudo cp -n /etc/postgresql/13/main/pg_hba.conf ~/pg_hba.conf.orig
Ipyro# cioco6 nmonyuuts cogepxuMoe pg hba.conf — npencrasnenue pg hba file rules:

=> SELECT line_number, type, database, user_name, address, auth_method
FROM pg_hba_file_rules;

line number | type | database | user name | address | auth_method
------------- B i e e e S I

89 | local | {all} | {postgres} | | trust

94 | local | {all} | {all} | | trust

96 | host | {all} | {all} | 127.0.0.1 | md5

98 | host | {all} | {all} | ::1 | md5

101 | local | {replication} | {all} | | trust

102 | host | {replication} | {all} | 127.0.0.1 | md5

103 | host | {replication} | {all} | ::1 | md5

(7 rows)

HpeHCTaBHeHI/Ie YUTaeT caM (1)81711'[, A He IIOKa3bIBAeT y2Ke IIPOYNTaHHbIe 3HAYEHUs. OTHUM MOKHO BOCIIOJIb30BaThCH, 4TOOBI
IIPOBEPUTH KOPPEKTHOCTH COEJIaHHBIX M3MEHEHUN.

HanpuwMmep, monuilieM clenyonlyio CTpoKy K ¢aiiny pg hba.conf:
student$ echo 'local all all trast' | sudo tee -a /etc/postgresql/13/main/pg_hba.conf
local all all trast

=> SELECT line_number, error
FROM pg_hba_file_rules
WHERE error IS NOT NULL;

line_number | error

............. e
104 | invalid authentication method "trast"

Bes npepncraBnesust Mbl OB y3HaMU 00 omuOKe TOIBKO U3 KypHasa II0Ccjie IepeYnThBaHN I KOHGUTypalnH.



AyTeHTUpMKauma no naposto Q

3arpalivBaet y mo/ib30BaTesisi apojib
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[Maponb B CYB/ Pos{gres

password

nepe,qaeTCH B He3a].LII/I(prBaHHOM BHae
md5

nepenaetca MD5-xelu

scram-sha-256

ncnonab3yercs nporokon SCRAM

17

Mpn naponbHoi ayTeHTUnKaumn cepeep PostgreSQL 3anpalumBaet
y Nosb30Batesisd Naposib U NPOBEPSAIOT ero Ha COOTBETCTBME Naposto,
KOTOpbIn XpaHuTca 6o B camort CYB/[, nnbo BO BHeLUHe cryxbe.

https://www.postgrespro.ru/docs/postgresql/13/protocol-flow#id-1.10.5.7.3

Ans naponei, xpaHsawmxcs B CYB/, nogaepxmeatotca Tpyu MeToja.

MeTtog «md5» cpaBHuBaeT MD5-agangxect naponsa ¢ MD5-pangpkecTtom,
XpaHAwmumes B 6ase. MNpu 3anpoce cepBep OTNPABAAET K/IMEHTY Tak
Ha3blBAEMYIO «COJIb», KNIMEHT Bbluncnser MD5-xeww naponsd, gobasnser
«COJIb», eLlle pa3 Bbluncnaetr MDS-xel 1 oTnpasndaeT ero Ha cepsep 414
CpaBHEHUA C COXpPaHeHHbIM XeweM. bnarogapa «Conm» xewun ogMHaKOBbIX
naposen nosyyarTcs pasHbiMu. OfHaKO B HACTOsLEee BpeMS a/iTrTopUTM
MD5 cunTaeTcs HeLOCTaTOUYHO KPUMNTOCTOMKUM.

Hanbonee 6e3onacHblini MeTof, «scram-sha-256» ncnonb3yet npu
ayTeHTudmnkaymm npotokos1 SCRAM 1 3a4eiCTBYET KPUNTOCTONKNIA
anroputm SHA-256. MeTtop peanusyet hpeimopk SASL, oTaenstoumi
MeXaHU3M ayTeHTUdmKaumm oT NpUKIagHoOro NPoToKoa.

https://postgrespro.ru/docs/postgresqgl/13/sasl-authentication

MeTopg, «password» npegnonaraet nepegadvy naposns B HesawmngppoBaHHOM
Buae. Ero He cnenyet NPUMEHATb, eC/IN COeANHEHNE KITMEHT-CepBep He
3almcpposaHo.



[Maponb B CYB/ Pos{gres

YCTaHOBUTH MapoJib M0JIb30BaTe Il

[ CREATE | ALTER ] ROLE ...
PASSWORD 'naposib'
[ VALID UNTIL gata_spems ];

TI0/Tb30BaTeI0 C MYCTHIM T1aposieM OyzleT OTKa3aHO B IOCTYIIe
TpU ayTeHTU(PUKALIMH TI0 TIapOJIt0

Hapom/l XPdHATCA B CUCTEMHOM KdTdJiore

pg_authid
MeTo/, M pOBaHUs OTIpe/iesisieTCst TapaMeTpPoM password_encryption

MeTO/, ayTeHTU(UKaLUHU [JO/DKEeH COBIaZiaTh C METOZAOM IIM(pPOBaHUS
(md5 aBTOMaTHUECKM MepeK/roYaeTcst Ha scram-sha-256)
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[10 c1x nop Mbl co3gaBanyt ponu 6e3 ykasaHusi naponsi. Eciv yctaHoBuUTb
MeTog, ayTeHTUdIMKaUuUm No Naposio, TakMMm Nnosb3oBaTtessiM GyAeT oTKkasaHo
B AOCTYme.

[Maponb xpaHuUTCA B 6a3e gaHHbIX B Tabnuue pg_authid.

UTOO6bI YCTAHOBUTbL Naposib, HAA0 yKkasaTb ero — iMbo cpasy npu co3gaHum
ponn B komaHae CREATE ROLE, nn6o snocnegcteun B ALTER ROLE.
Maponb XxpaHUTCA B 3alLiMppoBaHHOM BuAe, anroputm wndposaHus (MD5S
nnn SCRAM-SHA-256) onpegensetca napameTpom password_encryption.

Takxe MOXHO yKazaTb BpeMsi AeliCTBUS Napons.

Ecnn coxpaHeHHbIi naposnb 6bin 3awmndpoBaH anroputmom SCRAM-SHA-
256 1 yctaHoB/IeH MeTog ayTeHTudukaumm MDS5, npn obmeHe
Cco06LWEeHMAMN ByaeT UcnoNb3oBaH bonee HaaexHbli metogq SCRAM-SHA-
256.



o)) PROFESSIONAL

BBoa naposnsd Pos{gres

BpyuHyto
Ycranosuth nepemeHHyro PGPASSWORD

Hey1006HO TPy MOJK/IIOUeHNH K Pa3HbIM 6a3am
He peKOMEeHIyeTCsi U3 coobpaykeHUi 6e30macHOCTH

daiin C maposssmMu

~/.pgpass Ha y3/1e K/1eHTa

CTPOKHM B (hopMaTe y3es1:nopT: 6a3a_g[aHHbIX : UMS_10/1b30BaTe/Is : 1aposib
B KaueCTBe 3HaueHWsl MOXKHO yKa3aTh * (/1ro00e 3HaueHue)

CTPOKHM TIPOCMAaTPUBAIOTCS CBePXY BHU3, BEIOMpAETCs TiepBast MOAXO/sIIIast
(aiin gomkeH uMeTh mipaBa goctymna 600 (rw- --- ---)

19

[Monb3oBaTenb MOXET BBOAUTL Maposib BPYUHYH, a MOXET
aBToMatn3npoBartb BBOA,. [ns 3TOro ectb ABe BO3MOXHOCTW.

Bo-nepBbIX, MOXHO 3afaTb Naposib B NepeMeHHOW OKPYXXeHNS
PGPASSWORD (Ha knneHTe). OgHako 3To Heyno6Ho, ec/iv NpuxoguTcs
NOAKNKYATLCA K HECKO/TbKUM 6a3aM, N He peKOMeHAYETCA N3 CO0bpaxkeHui
6e3onacHoCTH.

Bo-BTOpbIX, MOXHO 3agaTb naposiv B thaiine ~/.pgpass (ero pacrnonoxeHme
MOXHO U3MEHUTb, 3a4aB nepeMeHHyo okpyxxeHnsa PGPASSFILE).

K doanny go/mkeH MMeTb A0CTYN TOMbKO BNnageneu, nHade PostgreSQL
NPOUTHOPUPYET €ero.



IMaponbHasi ayTeHTHQHKAITHS

Hac’rponM IIapoJIbHYIO ayTeHTH(‘bHKaHHlO OJI JTIOKaJIbHBIX HOJIKJ'IIO‘{eHI/Iﬁ none3oBaTens student. CHavana IpOBEPUM, KaK HII/I[lprIOTCSI IapoJik IIPU COXPaHEHUH.
=> SHOW password_encryption;

password_encryption

HaMm Hy>KeH Ha[leXKHBIH aJIfOPUTM.

=> SET password_encryption='scram-sha-256";

SET

Teneps 3afaguM aposib AJIs MonIb3oBaTess student. [Tapoak MOKET COCTOSITH U3 JIIOOEIX cuMBOIOB Unicode.
=> ALTER ROLE student PASSWORD 'naponb';

ALTER ROLE

Ocranock HaCTPOUTH ITpaBuUia ayTeHTUMUKALIUN:

student$ sudo tee /etc/postgresql/13/main/pg_hba.conf << EOF
local all postgres trust

local all student scram-sha-256

EOF

local all postgres trust
local all student scram-sha-256

Ecnu 651 MBI yKa3anu MeTon MD5, nipu ayTeHTUGUKANUK oIb30BaTels student Bce paBHO ucnonb3oBasicss 651 SCRAM-SHA-256. Ho nipu aTom fpyrue
TI0JIb30BATENIH MOTJIX OBl COXPaHTh IapoJIy, 3amudpoBaHHbe MEHEee KPUIITOCTOMKHUM aaroputMom MD5.

=> SELECT pg_reload_conf();

pg_reload_conf

ITerTaemcs yragaTs I1apojib:

student$ psql ‘user=student password=1234'

psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed: FATAL: password authentication failed for user "student"
Temneps C IpaBUJILHLIM ITApOJIEM:

student$ psql 'user=student password=naponb' -c '\conninfo’

You are connected to database "student" as user "student" via socket in "/var/run/postgresql" at port "5432".

BoccranoBuM coxpaHeHHBIH ¢aiin pg hba.conf.

student$ sudo cp ~/pg_hba.conf.orig /etc/postgresql/13/main/pg_hba.conf

student$ sudo pg_ctlcluster 13 main reload



Maponb BHe CYB/] Posd5Tss

ldap [napamempni]

rapoJib XpaHuTcs Ha cepeepe LDAP
radius [napamempnbl]

naposib XpaHurcs Ha cepeepe RADIUS

pam [napamempni]

MapoJib XPaHUTCA B MOJK/II0UaeMoM Moayine PAM
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Maposb MOXeT XpaHuTbCA He B CYB/], a BO BHELLHEN Cryxo6e.

MeTtogpl «ldap», «radius» n «pam» ncnonb3yT cepsep LDAP, cepsep
RADIUS unu nogkntovaemslii mogynb ayteHTudmkaunn (Pluggable
Authentication Module) cooTBeTCTBEHHO. DTN METOAbI TPEOYIOT yKa3aHUA
[OMOTHUTESbHBIX CreumMduyHbIX napaMmeTpoB. Mogpo6bHO OHN He
paccMaTrpuBaloTCA.



BHeLLHAA ayTeHTUnKauus Wz

ITpoBoguTcs BHe CYB]]
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o)) PROFESSIONAL

BHeLWHASA ayTeHTUMKaUna  Posigres

peer [map=...]

3arpoc UMeHH Tosb3oBarens y sapa OC (17151 JI0KaabHBIX TMOAK/IFOUEeHNN)
cert [map=...]

ayTeHTU(UKALMS C UCTO/Ib30BaHUeM KIMeHTCKoro SSL-cepTudukara
gss [map=... u Opy2ue napamempbi]

ayteHTU(uKaius Kerberos o npotokony GSSAPI
sspi [map=... u Opyaue napamempni]

ayteHTH(uKalusi Kerberos/NTLM g/t Windows
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B aToi1 rpynne mMetogoB 1 naeHTudmkaums, n ayteHTumkauma npomcxoanT
BHe CYB/. B pe3ynbrarte ycrnewHon ayteHTudmkaumn PostgreSQL
nonyvaer:

1. M4, ykazaHHoe npu nogkatoveHun (BHyTpeHHee nva CYBA);
2. UMS, NOEHTUPNLNPOBAHHOE BHELLHEW CUCTEMOI (BHELUHEE UMS).

[Mo3TOMY BCe nepeyncsieHHble MeTobl MO3BOJIAKT yKa3aTb Kak MUHUMYM
OAMH OONONHUTESbHbIN NapameTp map. OH onpegenser npasuna
COMnocTaBNeHNS BHYTPEHHUX U BHELLIHUX MMeH (nogpobHee 06 aTOM Ha
cnepnyollem cnange).

MeTop, peer 3anpalwimBaeT uma nosib3osatena y agpa OC. Nockonbky OC
yXXe ayTeHTudomumMpoBana 3Toro nosb3oBartess (Ckopee BCero, 3anpocus
naposib), Mbl NPOCTO BEPUM €.

MeTog cert ucnosnb3yeTt ayTeHTUJMKaLNIo Ha OCHOBE K/TMEHTCKOIO
ceptupmkata n npegHasHayeH ToNbKo ANna SSL-coeguHEeHWN.

MeTtopg gss ucnonb3yet ayteHTUdmkaumio Kerberos no npotokony GSSAPI
(RFC1964 https://tools.ietf.org/html/rfc1964). MNMoanepxueaeTca
aBTOMartunyeckasa ayteHTudumkaumsa (single sign-on).

MeTop sspi ucnonbayet ayteHTudmkaunto Kerberos nnm NTLM ansa cucrtem
Ha Windows. NogaepxmuBaeTca aBToMmarnyeckas ayTeHTudmkauus.



o)) PROFESSIONAL

CooTBeTCcTBME UMEH Posigres

pg_ident.conf

ellle OIMH KOH(UTypaLMOHHBIN (aiin
CTpOKa — Habop Tonel, pa3genuTesb — MpobesT Wik Tabyasus
TMyCTble CTPOKHU U TEKCT M0cJie # UTHOPUPYIOTCS

[Tona
Ha3BaHWe COOTBETCTBUS
(yxasbiBaercsi B mapameTpe map B pg_hba.conf)

BHeIlIHee UMs
(cunTaeTcst pery/asipHbIM BbIpa)KeHUEM, eCJ/IM HAaUMHAeTCsl C KOCOM YepThl)

BHyTpEHHee UMs 1oJib3oBaresis b/
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MpaBuia conocTas/eHnss UMeH ONpeaensoTcs B OTAe/lbHOM chaline
pg_ident.conf; ero pacnonoxeHve onpegenserca napametrpom ident file.
daiin MeeT Takyto Xe CTPYKTYpY, Kak 1n pg_hba.conf. 3anucun coctoAT n3
Tpex nosiein: Ha3BaHne COOTBETCTBUSA, BHELLUHEE UMS, BHYTPEHHEE NMS.

Ha3BaHue COOTBETCTBUA HEOOXOANMO, YTOObI pasrpaHnYnBaThb pasHble
npasuia conoctasfieHNss BHyTpu oaHoro thaina pg_ident.conf (kotopble
MOryT noTpeboBaTbCA AN pasHbIX 3anvcei B pg_hba.conf).

BHellHee UMs JO/MKHO coBnajarb C UMEHEM, BO3BpaLlaeMbIM BHELLHEN
CUCTEMOW ayTeHTMdMKaLmMm Uan ykasaHHbIM B cepTudpukare. Ecnum ato none
Ha4yMHaEeTCA C KOCOWN YepTbl, TO ero 3Ha4YEHNEe CUMTaAETCA PerynsapHbIM
BblpaXXeHneM. DT0 No3BOMAET 0bpaboTarb CUTyauum, Korga BHeLHee u
BHYTPEHHEe MMeHa OT/IN4atoTCs TO/IbKO npedomkcammn nnmn cydodpmnkcamm.

BHYTpeHHee UMs O/HKHO COBMNajaTh C MMEHEM Mosib30BaTesis 6a3bl
[aHHbIX.

3anucb, conocTasnawas BHYyTPEHHEeEe N BHELLHEEe UMeHa, 03Ha4vaeT, YTo
OaHHOMY BHeLLUHeMY Nnosib30BaTesio paspelleHo nogkntodarbca K CYB/ nop,
[AaHHbIM BHYTPEHHMM Nofb30BartesnieM (KOHEYHO, NPy YCI0BUKN YCNELLHOW
ayTeHTudukauumn).

https://postgrespro.ru/docs/postaresagl/13/auth-username-maps



o)) PROFESSIONAL

Bonpoc Pos{gres

Yro 0603HauaeT nprBeieHHast HUXKe HaCTpOiKa?

pg_hba.conf

# TYPE DATABASE USER ADDRESS METHOD

hostssl sameuser all all cert map=m1l
local all all peer map=m2
host all all samehost md5

pg_ident.conf

# MAPNAME SYSTEM-USERNAME PG-USERNAME
m1 /N(.*)@domain\.com$ \1

m2 student alice

m2 student bob
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o)) PROFESSIONAL

Toru Posigres

HacTpoliku ayTeHTU(PUKALMY ONpeessitoTCs
B KOH(UT'ypal[MOHHBIX (haiiax

MOo>KHO UCTT0/Ib30BaTh ayTeHTU(PUKALIIO 10 apOJIk0
(c xpanenueMm napoJisi B CYB/I viu BHe ee) U BHEIITHIOH
ayTeHTU(HKALIUIO
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[1pakTuka POQSFE%

V3meHuTe KOH(MUTYpaIjoHHbIe (aiisibl (TIpejBapUTeTbHO
COXpPaHUB OPUTMHAJIBI) TaKUM 006pa3oM, UTOObI:

0e3yC/IOBHO pa3pelinTh JI0KaJIbHOE COeTUHEHHE CYTIepII0Ib30BaTesiM
student u postgres;

paspelInTh ceTeBble MOAK/IFUEeHNs BCeM T0/1b30BaTesIsM K Mo0bIM 6a3am
JIAHHBIX C ayTeHTU(VKaLMel 10 Maposio ¢ UCnonb3oBaHreM MD5.

Cospgatite ponsb alice ¢ maposieMm, 3amm@poBaHHbiM MD5,
v ponb bob c maposnewm, 3ammdpoBanaeiM SCRAM-SHA-256.

[IpoBepbTe BO3MOYKHOCTb MOAK/IFOUEHUS M0/] CO3[JaHHbIMU
POJISIMHU.

[Tog, cymeprionb3oBaTebCKOM POJIBIO TIOCMOTPUTE TapOJIH
r10Jib30BaTeJsien alice  bob B cucTeMHOM KaTaJjiore.

BoccranoBute ucxoHble KOH(UrypalOHHbIEe (halIbl.
27



1. HacTpo#ka ayTeHTUQHKATHUHA

CoxpaHUM UCXONHBIHN (a1 HaCTPOeK:
student$ sudo cp -n /etc/postgresql/13/main/pg_hba.conf ~/pg_hba.conf.orig
Temneps nepesanumeM pg_hba.conf ¢ Hymns:

student$ sudo tee /etc/postgresql/13/main/pg_hba.conf << EOF

local all postgres trust
local all student trust
host all all all md5
EOF

local all postgres trust
local all student trust
host all all all md5

student$ sudo pg_ctlcluster 13 main reload
2. Co3maHue pojieu

=> SHOW password_encryption;

password_encryption

=> CREATE ROLE alice LOGIN PASSWORD ‘'alice’;
CREATE ROLE

=> SET password_encryption='scram-sha-256";
SET

=> CREATE ROLE bob LOGIN PASSWORD 'bob';

CREATE ROLE

3. IIpoBepKa NOAK/II0OYEHHUST

TToCKONBKY HACTPOMKH TPeOyIOT BBOMA ITapoJisi, ME YKazkKeM €T0 SIBHO B CTPOKE ITOIKITIOYeHHSI.

HpI/I BEITIOJIHEHUY 3TOTO 3aJaHUs JIydllle BBECTH I1apOJIb BPy4YHYIO, '~IT06I:I yﬁej:[I/ITI:CSI B TOM, YTO OH 3allpalliuBaeTCsd.

=> \c "dbname=student user=alice host=localhost password=alice"

You are now connected to database "student" as user "alice" on host "localhost" (address "127.0.0.1") at port "5432".
=> \c "dbname=student user=bob host=localhost password=bob"

You are now connected to database "student" as user "bob".
4. TIpocMOTp maposieu

=> \q
student$ /usr/lib/postgresql/13/bin/psql
=> SELECT rolname, rolpassword FROM pg_authid WHERE rolname IN ('alice','bob') \gx

S RECORD 1 ] - - m - s mm s m o s s oo o o e oo
rolname | alice

rolpassword | md5579e43b423b454623383471aeb85cd87

S RECORD 2 ] - - - - - oo o m s s oo oo
rolname | bob

rolpassword | SCRAM-SHA-256$4096:URGNs02CtFIyAwkSCY+cig==$IsSOIEB17TUOSQTIWAC+P611pFdR/7CeU7xp0/ZSx2c=:suHL/jqz/9yMEL3z1fiTMNKHCKXM6RMHPKT rATC5NYQ=

Tlaponu XpaHsTCsI Kak 3Ha4YeHue xell-pyHKIWH, He HomycKamliee pacumbpoBku. CepBep BCErfja CPAaBHUBAET MEKAY COOO0M 3aiundpoBaHHbIE 3HAYEHUS —
BBEMIEHHBIH ITapoyb U 3Ha4eHue u3 pg_authid.

5. BoccraHOB/I€eHHE HCXOOHBIX HaCTpoek

student$ sudo cp ~/pg_hba.conf.orig /etc/postgresql/13/main/pg_hba.conf

student$ sudo pg_ctlcluster 13 main reload



o)) PROFESSIONAL

[1pakTuka+ Pos{gres

OmnpefieIeHHBIM M0/Tb30BaTe/IsSIM, CITUCOK KOTOPBIX BpeMsi OT BpeMeHU
MeHsieTCsi, TpeOyeTCst pa3pelrTh JTOKaabHBINA A0CTYT Oe3
aBTopu3aiuu. CI0)KHOCTh B TOM, UTO /H000€e M3MeHeHue CIUCKa
TpebyeT usmeHeHus ¢aiiia pg_ident.conf.

1. Hacrpotite ayTeHTH(PUKALINIO, TUILIEHHYIO 3TOTO HEeAOCTaTKa.

2. YbemuTech B MPaBUJILHOCTU U3MEHEHUH.

3. BoccraHoBuTe repBOHaYabHbIe HACTPOMKM.
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1. Vicnonb3ayiTte rpynnoByro posib.



1. HacTpoiika ayreHTHQHUKALUA

CoXpaHUM UCXORHBIN (aiiyl HaCTPOeK:

student$ sudo cp -n /etc/postgresql/13/main/pg_hba.conf ~/pg_hba.conf.orig
BynmeM ympaBnsiTh ayTeHTH(UKalMed monb30BaTenei, nobapmnss ux B rpymmy locals.
3anumeMm daitn pg_hba.conf ¢ Hyms:

student$ sudo tee /etc/postgresql/13/main/pg_hba.conf << EOF

local all postgres trust

local all +locals trust

EOF

local all postgres trust
local all +locals trust

student$ sudo pg_ctlcluster 13 main reload
Co3mafuM IrpynmnoBy0 PoJib:
=> CREATE ROLE locals;

CREATE ROLE
2. IIpoBepKa

Anuca B rpynne locals:

=> CREATE ROLE alice LOGIN;

CREATE ROLE

=> GRANT locals TO alice;

GRANT ROLE

Bo6 noka He B rpyIme:

=> CREATE ROLE bob LOGIN;

CREATE ROLE

student$ psql "dbname=student user=alice" -c "\conninfo"

You are connected to database "student" as user "alice" via socket in "/var/run/postgresql" at port "5432"
student$ psql “"dbname=student user=bob" -c "\conninfo"

psql: error: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed: FATAL: no pg_hba.conf entry for host "[locall", user "bob", database "student", SSL off
Bxmogaem Bo6Ga B rpymnimy:

=> GRANT locals TO bob;

GRANT ROLE

student$ psql "dbname=student user=bob" -c "\conninfo"

You are connected to database "student" as user "bob" via socket in "/var/run/postgresql" at port "5432".
2. BoccTraHOB/IEHHE HCXOTHBIX HaCTpoexK

student$ sudo cp ~/pg_hba.conf.orig /etc/postgresql/13/main/pg_hba.conf

student$ sudo pg_ctlcluster 13 main reload



