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OTKa3 OT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKako OTBETCTBEHHOCTM 3a
N06bIE NOBPeXAeHUs 1 YObITKKU, BK/I0Yas NoTepro A4oXo4a, HAHECEHHbIe
NPSAMbIM UN HENPAMbBIM, CleunasibHbIM UK ClyvyaiHbIM UCMNOIb30BaHUEM
MaTtepuasnioB kKypca. KomnaHus Postgres Professional He npegocTtaBnser
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Professional He 06a3aHa NpeaoCcTaBNATb COMPOBOXAEHME, MOALEPXKKY,
0BHOB/IEHNA, pacLUMPEHNSA N U3MEHEHNS.
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Tembl Posigres

Bupl ipuBUIeTUiA A1 pa3HbIX 00bEKTOB

Kareropuu poJieli ¢ TOUKU 3peHUs yripaBieHus JOCTYIIOM
['pyriroBbie IpUBUJIETUU

Bbifiaua ¥ OT3bIB TIPUBW/IETHUN Y TIPABO Tepeiaunt
[TpuBuMIeruy 1Mo yMos4YaHUIO

IIpumepsl yripaB/ieHus JOCTYTIOM
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[TpuBnnernn Pos{gres

[TpuBUIeTUY OTpeAiesIsitOT TpaBa A0CTyIIa posieid K 00beKTam

Tabmmie!
SELECT UTeHne JaHHbIX
INSERT BCTaBKa CTPOK 6
UPDATE HN3MeHeHHe CTPOK MOXHO Ha YPOBHE CTOZIDLOB
REFERENCES BHEIIHUH K/TFOU
DELETE yAaajieHrhe CTPOK
TRUNCATE OIyCTOLIeHHe TabIULIbI
TRIGGER CO3jaHKrE TPUTTEPOB
[Ipencrassienvs
SELECT UyTeHne JaHHBIX
TRIGGER CO3jaHKWE TPUTTEPOB

MpuBuIernn onpeaenstoTca Ha nepecevyeHnn o6 bLEKTOB KnacTepa n pPosiei.
OHUM orpaHnunBatoT AEeNCTBUA, AOCTYMHbIE A1 POSEN B OTHOLLIEHNN 3TUX
00OBLEKTOB.

CnncoK BO3MOXHbIX NPUBW/ETNIA OT/IMHAETCS A/151 0OBEKTOB pa3/INYUHbIX
TMNOoB. MpuBMAernn Ans 06bLEKTOB OCHOBHbIX TUNOB NPUBEAEHbI HA 3TOM U
cnepyollem cnangax.

Bonblue Bcero npmsuieruii onpegeneHo anga tabnuy. Hekotopble U3 HUX
MOXHO OnpeaenuTb He TOMTbKO AN Bceil Tabnmupl, HO U ANA OTAENbHbIX
CTONOLOB.

https://postgrespro.ru/docs/postaresal/13/ddI-priv
https://postgrespro.ru/docs/postgresgl/13/sgl-grant
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[TpuBnnernn Pos{gres

TabnyyHble IPOCTPAHCTBA, 6a3a faHHbIX
0asbl JaHHBIX, CXeMbl

4

TEMPORARY
CREATE
USAGE
v
Taon. @ } 06BEKT m ‘ 06beKT m
np-BoO : ‘

cxema pg_temp

ITocnenoBaTe/IbHOCTU
SELECT currval
UPDATE nextval setval
USAGE currval nextval

BO3MOXXHO, HECKO/TIbKO HEOXUAAHHbI HAG0P NPUBUNETWIA UMEIOT
nocnegoBaTenibHOCTW. BblGrpas HyXHble, MOXHO paspeLlunTb Uan
3anpeTuTb AOCTYN K TPEM YNPaBsoWmUM yHKLUMSIM.

[ns TabnuyHbIX NpocTpaHcTB ecTb npuBunierna CREATE, paspewatouian
co3faHve 0O6bLEKTOB B 3TOM MPOCTPAHCTBE.

[na 6a3 gaHHbIX npusunerns CREATE paspeluaeT co3gaBaTb CXeMbl B 3TOM
B4, a ana cxembl npusunerns CREATE paspeluaeTt co3gaBaTb 00bEKThI
B 3TOWN CxXeMe.

[ocKoNbKy TOYHOE MMS CXEMbI A/151 BPEMEHHbIX 0OGLEKTOB 3apaHee
HEN3BECTHO, NPUBU/IENNA Ha CO3AaHNE BPEMEHHbIX TabnuL, BbIHECEHA Ha
ypoBeHb B/l (TEMPORARY).

Mpueunerna USAGE cxeMbl paspeluaeT obpauiarbcsi K 06bekTtam B 3TOM
cxeme.

Mpueunerna CONNECT 6a3bl faHHbIX pa3pellaeT nogkayeHme K aton b/.
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KaTteropun poneim Pos{gres

Cyrniepriosib30BaTenv

TTOJTHBIN AOCTYII KO BCEM 00BeKTaM — IMPOBEPKHK HE BLITIOJIHAOTCA

Bnagenbiibl
JIOCTYTI B paMKax BblJaHHbIX TIPUBU/IETHI
(M3HauaILHO TIOTyYaeT TMOJTHBIN Habop)

d TaK>XKe ,Z[EI‘/JICTBI/IH, He perilaMeHTHpYyeMbIe ITPpUBUJIETUAMU,
HaripyMep: yAdJ/IeHWE, Bbld4d U OT3bIB HpI/IBI/IJ'IEI‘I/Iﬁ u T II.

OcrasibHbIe pou

AOCTYIT UCK/TFOUMUTE/IbHO B PaMKdX BbIJdHHBIX HPI/IBI/IJ'IEFI/Iﬁ

B L,e/IoM MOXHO CKa3aTb, YTO A0CTYM PO/ K 0GbEKTY onpeaensieTcs
npuBUNErMSMU. Ho MOXHO BbieNINTb TPW KaTeropun posneii.

1. MNpoLe Bcero ¢ ponsamMn ¢ atpubyTom cynepnosb3oBarenis. Takme posnu
MOrYT Aenatb BCe, YTO YrogHO — AJ/19 HUX NPOBEPKU pas3rpaHnyeHus
[0CTyna He BbIMOHAKTCS.

2. Bnageney o6bekTa cpasy nosnyyaeT NnosHblii Habop npusunierui ois
aTOro o6bekTa. B npuHumne, aTu NpMBUIErMN MOXHO OTO3BaTb, HO
Bnagenewl oobekta obnafgaeT Takke HeOTbeEM/IEMbIM NMPaBoOM COBepLUaTb
[ENCTBUSA, HE pernameHTupyemMbie NpuBuaernaMm. B 4acTHOCTU, OH MOXET
BblAaBaTtb M OT3bIBaTb NpuBunerun (B ToM Yncne n cebe camomy), yaansiTb
OOBbEKT U T. .

3. Bce ocTasibHble posiv MMEeKT A0CTYN K 06EKTY TOMbKO B pamKax
Bbl1aHHbIX UM MPUBUNETNIA.
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YnpasneHune npmBunermamMmmn  Posgares

Brigaua npusuieruu

alice=> GRANT npuBuserun ON o6beKkT TO bob;
. IIpUBHJIET U
Ha 00BEKT
OfTHA TIPUBUJIETUSI MOKET OBITh He3aBUCHMO BbIJJaHa Pa3HBIMHU POJISIMU

OT3bIB IPUBUJIETUA
alice=> REVOKE npuBuiernn ON ob6bekT FROM bob;

[MpaBo Bbl4auYn 1 OT3biBa NPUBU/IETNIA HA 0OBLEKT UMEET Briagenel, aToro
obbekTa (1 cynepnosb3oBaresib).

CuHTtakcuc komaHg GRANT n REVOKE goctaTtovyHO C/IOXEeH M NO3BONSAET
yKasblBaTb Kak OTAe/ibHble, Tak U BCe BO3MOXHbIE MPUBUIETUN; Kak
oTAe/bHble 06BLEKTLI, TaK N rPYMnbl 00bLEKTOB, BXOASALLME B ONpeaeneHHble
CXeMbl N T. 1.

https://postgrespro.ru/docs/postgresgl/13/sgl-grant
https://postgrespro.ru/docs/postgresqgl/13/sql-revoke




IIpuBunerun

student=# CREATE DATABASE access_privileges;
CREATE DATABASE
student=# \c access_privileges
You are now connected to database "access privileges" as user "student".
B HameMm mpuMepe Anuca OyfmeT BiamesblieM HeCKOJIBKUX OGBEKTOB B CBOEH CXEME.
student=# CREATE ROLE alice LOGIN;
CREATE ROLE
student=# CREATE SCHEMA alice;
CREATE SCHEMA
student=# GRANT CREATE, USAGE ON SCHEMA alice TO alice;
GRANT
student=# \c - alice
You are now connected to database "access privileges" as user "alice".
Anuca co3maet napy Tabnui.
alice=> CREATE TABLE tl(n integer);
CREATE TABLE
alice=> CREATE TABLE t2(n integer, m integer);
CREATE TABLE
Brtopas posnb, 506, 6ymeT neTaThCs 00paIaThCsa K 00beKTaM AJTHUCHL.
alice=> \c - student
You are now connected to database "access privileges" as user "student".
student=# CREATE ROLE bob LOGIN;
CREATE ROLE
Bo6 npobyeT o6paTuTthcst K Tabnuie tl.
student$ /usr/lib/postgresql/13/bin/psql -U bob -d access_privileges
| bob=> SELECT * FROM alice.tl;
ERROR: permission denied for schema alice

LINE 1: SELECT * FROM alice.tl;

A

B yeM mpuymHa OIMIUOKHU?

YV Bo6a HeT mocTylla K cCxeMe, Tak Kak OH He CyIepIIoJib30BaTe b, He Blafeliel] CXeMbI, ¥ He UMEeeT HYKHBIX [IPUBUJIET UM,
student=# \dn+ alice

List of schemas
Name | Owner | Access privileges | Description

alice | student | student=UC/student+]|
| | alice=UC/student |
(1 row)

B xaxpmoi cTpoke access privileges oTo6paxaeTcst poJib, ee IPUBUJIETUY U KeM OHU OBIIU BHIIAHEIL:
PONb=IIPUBUIETUNI/KEM TIPENOCTABJIEHEI

HasBanus npusuieruit 0603HavaioTcsl OgHOM OyKBoH. [IpuBUIETruy OJIsI CXeM:

e U = usage
e C = create

Anuce Hapo BeIOaTh BoOy HOCTyH K CBOEM cxeMe.



student=# \c - alice
You are now connected to database "access privileges" as user "alice".
alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

WARNING: no privileges were granted for "alice"
GRANT

Hoquy IIPUBUJIETUSA HE BBIAnach?

HOTOMy yTO AnHca He SIBIIsIeTCSA BlIagenlblieM CXEMHBI.
alice=> \dn+ alice

List of schemas
Name | Owner | Access privileges | Description

alice | student | student=UC/student+]|
| | alice=UC/student |
(1 row)

CpenaeM Anucy BlagenbleM:

alice=> \c - student

You are now connected to database "access privileges" as user "student".
student=# ALTER SCHEMA alice OWNER TO alice;

ALTER SCHEMA

student=# \dn+ alice

List of schemas

Name | Owner | Access privileges | Description
------- B s e S
alice | alice | alice=UC/alice |

(1 row)

Teneps Anuca CMOXKeT BeImaTh focTyn Boby:

student=# \c - alice

You are now connected to database "access privileges" as user "alice".
alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

GRANT

U Bo6 cHOBa IEITAETCS IPOYUTATE TAOIUITY:

| bob=> SELECT * FROM alice.tl;

| ERROR: permission denied for table tl1

B yem mprymHa omMOKHU Ha 3TOT pa3?

Ceituac y BobGa ecTh gocTyn K cxeMe, HO HEeT AOCTYyIIa K caMoi Tabiule.
| bob=> \dp alice.tl

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- B T T S L T
alice | t1 | table | | |

(1 row)

ITycToe mosne access privileges o3Ha4aeT, YTO y BIaAesbIla €CTh IIOJIHEIM HAa0Op IPUBUIIETHH, @ KPOME HEero HUKTO He UMEeeT
mocTyIa.

Arnuca monkHa fath BoGy mOCTym Ha YTeHHe:
alice=> GRANT SELECT ON t1 TO bob;
GRANT

TTocMOTpHM, KaK U3MEHUINUCH IPUBUIIETHH:

alice=> \dp tl1



Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+| |
| | | bob=r/alice | |

Tenepb IIyCTO€ II0JI€ «IIPOABUJIOCHE», U MBI BUOUM, UTO OJIdA Amnucel B HEM HaXOOUTCS ITOJTHBIN IIepedeHb HpI/IBI/IHeFI/Iﬁ. Bot
0003HaYEHUST HpI/IBI/IJ'Iel"I/Iﬁ AJist TaﬁJ'II/ILI, HEe BCE€ U3 HUX BIIOJIHE O4YE€BHUOHEIE:

e a = insert

e 1 = select

e w = update

o d = delete

e D = truncate
e x = reference
e t = trigger

Ha aToT pa3 y Bob6a Bce momy4aeTcs:
| bob=> SELECT * FROM alice.tl;

n

(0 rows)

A, HanlpuMep, HOGaBUThL CTPOKY B TaGNIUIly OH HE CMOXKET:

| bob=> INSERT INTO alice.tl VALUES (42);

| ERROR: permission denied for table tl

HekoTOpEIe IPUBUIIETHY MOXKHO BBIAATH Ha OIPefelIeHHbIe CTOMBIbL:
alice=> GRANT INSERT(n,m) ON t2 TO bob;

GRANT

alice=> GRANT SELECT(m) ON t2 TO bob;

GRANT

alice=> \dp t2

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- R e e ek TR
alice | t2 | table | | n: +|

| | | | bob=a/alice +|

I | | | m: +|

I | | |

bob=ar/alice |

Teneps Bo6 MozxkeT 706aBIATh CTPOKH B t2:

| bob=> INSERT INTO alice.t2(n,m) VALUES (1,2);
| INSERT 0 1

A 9uTaTh CMOXKET TOJILKO OOMH CTOJIOeI:

| bob=> SELECT * FROM alice.t2;

| ERROR: permission denied for table t2

| bob=> SELECT m FROM alice.t2;

m

2
(1 row)

Ecnu HEeoOxomuMo, Anrca MoOXkeT BhllaTh o0y BCe IpUBUIIETUH, HE IIEPEYUCIISS UX SBHO.
alice=> GRANT ALL ON t1 TO bob;
GRANT

alice=> \dp tl



Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+| |
| | | bob=arwdDxt/alice | |

Teneps Bo6y DOCTYIHEL BCe [EHCTBUS, HAIIPUMeD, yHaleHHe CTPOK:
| bob=> DELETE FROM alice.tl;

| DELETE o

A ynanenue camoi TaGIULIBI?

| bob=> DROP TABLE alice.tl;

| ERROR: must be owner of table tl

YmanuThk TaGIuIly MOXKET TOJIBKO Bilafiesiel] (UIx CyIepIIoib30BaTellb), CllelraabHOU IPUBUIIETUH /IS 9TOT'0 He
CYIIECTBYET.
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[ pynnoBble npuBuierun Posggres

Posib mostyyaeT mpUBU/IerMy TPYNIOBBIX POJIeH,
B KOTODbIe OHa BK/IFOUeHa

¢ arpubytom INHERIT nipuBuiervy Hac/ie[yrOTCsl aBTOMaTHUeCKH

¢ arpubyrom NOINHERIT TpebyeTcs siBHOe TiepeK/IoueHue
komaHzioi SET ROLE

[TceBmopons public

HesBHO BKJ/IFOUAET BCe OCTaJ/IbHbIE POJIU

Ponb MOXeET nonyyartb NpuUBUIerun oais Aoctyna K 06bekTy He TO/IbKO
HernocpeacTBEHHO, HO U OT IrPYNMoOBbIX PO/IEN, B KOTOPbIE OHAa BXOAUT. Takum
obpasom, And ynpoweHns agMUHUCTPUPOBAHNSA MOXHO BblAaTb rpynnoBom
PO HeobXxoAuMbIin Habop NPUBUIETNIA U 3aTEM BblAaBaTb Nofib30BaTeNsAM
BECb 3TOT HAbOp Lennukom. MpynnoByo posib MOXHO paccMaTpmBaThb Kak
0COO0Y0 NPUBUNETNID; MO3TOMY Yrpas/ieHne rpynnamm U BbiNOSTHAETCS TEMU
Xe komaHgamn GRANT n REVOKE, 4To 1 ynpaBneHue npuBuiernamu.

Ponb ¢ arpnéytom INHERIT (no ymonyaHuio) aBTomarnyecku obnagaet
NpUBNNETMAMN BCEX TPYMM, B KOTOPbIE OHA BXOAMUT. DTO KacaeTcs U
ncesnoposiv public, B KOTOPYO HEABHO BXOAAT BCE POSMN.

Ecnn xe ponb co3gaHa kak NOINHERIT, To oHa MOXeT BOCMNO/1b30BaTbCA
NpMBUAETNAMU FPYNMbl, TOLKO BbINONHMB KOMaHAy SET ROLE v Takum
06pasom nepekIYMBLUNCE Ha 3Ty rPynnoByto posb. Bece genctens,
coBepLiaemMble posbto, OyayT COBEPLUATLCA OT MMEHW rpyrnnoBo posau
(Hanpumep, rpynnoBas posnb byaeT BnagesbLem co3[aHHbIX OObEKTOB).

https://postgrespro.ru/docs/postgresqgl/13/role-membership
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[1peaHaCTpPOEeHHbIE PO Posigres

pg_signal_backend — 3aBepleHKe CeaHCOB 1 OTMeHa
3arpocoB
_ _all_setti — YTeHHe KOHPUTYPALHOHHBIX =
pg_read_all_settings cdurypary =
rapameTpoB =
=
. _all_ — JIOCTYTI K CTaTUCTHKE
read_all_stats focTy g
pg_stat_scan_tables — JIOCTYII K CTAaTUCTHKE, OA
GIOKMpYFOILIEH JOCTYTI o
_read_server__ iles — yTreHue (alijioB Ha cepBepe
d fil pBep
_write_ - fi — 3anuch ¢aiisoB Ha cepBepe
rite_server_files pBep

pg_execute_server_programs — Bblno/HeHHe IPOrpaMM Ha cepBepe

B PostgreSQL yxe ecTb pag npegHacTPOEHHbIX posei, obnagatomx
PALOM crieumanbHbIX NPUBUErAA AN BbINOMTHEHUA 3a4a4, KOTopble
00bIYHO MOXET COBepLUaTb TO/LKO Cynepnosib3oBaresib. Tpu nocnegHve
ponun nosiBuniack B Bepcum PostgreSQL 11.

[MoMHbIA CNUCOK BCEX POJIEid, BK/toYaa npegonpeaeseHHble CUCTEMHbIE
pOJIN, MOXHO NOCMOTPETL B psql komaHaoi \dusS.

https://postgrespro.ru/docs/postgresqgl/13/default-roles

AHa/I0rMYHO MOXHO CO37aBaTh 1 COBCTBEHHbIE PYNMNOBbLIE PONN,
Hanpumep, AN ynpaBieHns pe3epBHbIM KONMPOBaHNEM U1 T. .




I'pynnoBbie NPpUBHWIETHH

Ilycts Anuca BrmacT ponu public mpuBuieruio u3MeHeHus t2:
alice=> GRANT UPDATE ON t2 TO public;

GRANT

alice=> \dp t2

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- B e i it s S
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | =w/alice bob=a/alice +|

I I

I I

|
| | m: +|
|

bob=ar/alice |
(1 row)

Ilycras ponb (cieBa OT 3HaKa paBeHCTBa) o6o3HauaeT public.

TIpoBepuM, cMOXKeT iy 506 BOCITOIE30BATHCSI 9TO IPUBUIIETUEN.
| bob=> UPDATE alice.t2 SET n = n + 1;
| ERROR: permission denied for table t2

B yeM mpuymHa OIMIUOKHU?

Ilerno B ToM, uTO Iepey oOHOBNIEeHKEM t2, cHadyana Heo0X0ouMO BHIOpaTh Hy2KHBIE CTPOKH, a AJIst 3TOTO TpebyeTcs
IPUBUJIETHS YTeHUs (KaK MUHUMYM, CTOI0Ia N, KOTOPBIM UCIONIb3yeTcs: B yciuoBun). Ho 506 uMeeT mpaBo YUTATh TOJIBKO
cronber; m.

alice=> GRANT SELECT ON t2 TO bob;
GRANT
alice=> \dp t2

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- R e e T R
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | =w/alice +| bob=a/alice +|

| | | bob=r/alice | m: +|

I I I

| bob=ar/alice |
(1 row)

Bort Teneps y Boba mosiBuiIachk BO3MOXKHOCTE OOHOBJIEHUST TaOIHIIEL:

| bob=> UPDATE alice.t2 SET n = n + 1;

| UPDATE 1
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[lepepaya npasa Pos{gres

BbI,E[aLIa IMpUBWJIETWH C IIPDABOM Ilepeiain
alice=> GRANT npuBuserun ON o6beKT TO bob WITH GRANT OPTION;

I “py;gmemﬂ -charlle
I
PHEHery,, —>  dave

OT3bIB NIpUBUIETUN
alice=> REVOKE npusunerum ON o6beKT FROM bob CASCADE;

o06s3aTenbHo,
ecniv npusunervs
6blna nepegaHa
[pYrUM ponisim

OT3bIB IpaBa nepejgauu

alice=> REVOKE GRANT OPTION FOR
npusuaerun ON o6bekT FROM bob CASCADE;

11

Mpw Bblga4ve posiv NOSIHOMOYUA MOXHO NepefaTb e NpaBo AasibHeliein
nepegayn (1 0T3bIBa) 3TOrO NOIHOMOYMSA. ITO BbINOMHAETCA KOMaHL0M
GRANT ... WITH GRANT OPTION (noxoxas koHcTpykuna WITH ADMIN
OPTION pns atpnbyToB paccmaTtpuBasiach B npeablaylen teme «Posnn»).
Ecnv posib BOCNONb3yeTcs 3TUM NpaBoM, 06pasyeTcs nepapxusa ponei.

OTo3BaTb NPUBUIETNIO MOXHO C nomoubio komaHabl REVOKE. Ponb moxeTt
0TO3BaTb NPUBU/IETNIO TONLKO Y TOW POSIN, KOTOPOK OHa ero Bblgana.
Hanpumep, B cutyaumn, nokasaHHOW Ha cnainge, alice He MOXeT 0TO3BaTb
npuBuIErnio HenocpeacTeeHHo y charlie nnu dave.

OpaHako npu oT3biBe NpuBunerun y bob npmueunerna 6yaet asToMmaruyecku
0TO3BaHa Yy BCEX posnein B nepapxun. a1 atoro Hafo ykasartb K/oyeBoe
cnoso CASCADE (ecnu nepapxus Henycta, To 6e3 CASCADE 6yaet
oLnobkKa).

[MpaBo nepegay MOXHO OTO3BaTb, HE OT3blBasA Y PO camy NPUBUNETUIO.
3710 BbINosiHAeTCA ¢ nomMmolbio komaHabl REVOKE GRANT OPTION FOR.
CnoBo CASCADE nmeeT 3ech Takoe e 3HaueHue, Kak U Npu oT3biBe
npuBUNETUN.



Bonpoc
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Posygres

[TpuBunerun Ha Tabmuiy T nonyueHsl bobom oT AnHCHI.

Ecmu Anuca BbINOHUT
REVOKE ALL ON T FROM bob CASCADE,
Kakue MpyBU/Ieruu ocranyTcs y Yapmm u [leviga?

dave

selecton T
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, v
public
alice select, update on T o bob update on T

selecton T

» charlie

‘l9Heac010 1ATAQ

‘Wrod wniAd? wogoq alqHHeIaga ‘unisumandu a0g *o1jgnd L0 BBHHBhALOU
‘] BMH31h eH BUlaumandu oXquol BI18He100 eauaf A n ‘muden A



Ilepemaya npas

Co3pmamuM TpeThio ponb, anst Yapnu. Bob nmonpobyeT nepenats Yapnu npaBa Ha Tabnully tl, npuHamiexanymo Anuce.
alice=> \c - student

You are now connected to database "access privileges" as user "student".

student=# CREATE ROLE charlie LOGIN;

CREATE ROLE

YV BobGa ecTb IOIHEIN OOCTYI K t1:

| bob=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+|
| | | bob=arwdDxt/alice |

Ho on HEe MOoxeT mmepenaTtb CBOU IMPUBUJTIETUN I'IElpJ'II/I:
| bob=> GRANT SELECT ON alice.tl TO charlie;

WARNING: no privileges were granted for "tl1"
GRANT

YToGH 3TO OBIJIO BO3MOXKHO, ANKca JOJIKHA BhIOaTh Bo6Gy paspeleHue.

student=# \c - alice

You are now connected to database "access privileges" as user "alice".
alice=> GRANT SELECT,UPDATE ON t1l TO bob WITH GRANT OPTION;

GRANT

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+|
| | | bob=ar*w*dDxt/alice |

Teneps Bo6 MOXKeT MOAEeIUTLCS C Yapiau IPUBUJIETUSIMY, B TOM YHCJIE U IIPABOM IIepefaydu:
| bob=> GRANT SELECT ON alice.tl TO charlie WITH GRANT OPTION;

|  GRANT

| bob=> GRANT UPDATE ON alice.tl TO charlie;

|  GRANT

| bob=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+|
| | | bob=ar*w*dDxt/alice+|
| | | charlie=r*w/bob |

Ponb moxket IIOJIYHYUTHh OOHY U TY K€ IIPUBUJIETUIO OT PAa3HBIX poneﬁ. OGpaTI/ITe BHUMAaHNME: €CJIU IIPUBUJIETUS BbIOAETCsA
CymniepIiojab3oBaTejyieM, OHa BhIOAaeTCAa OT KMEHHU BJlaaeliblia:

alice=> \c - student

You are now connected to database "access privileges" as user "student".



student=# GRANT UPDATE ON alice.tl TO charlie;
GRANT
student=# \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

| alice=arwdDxt/alice+|

| bob=ar*w*dDxt/alice+| |
| charlie=r*w/bob +|

| charlie=w/alice |

(1 row)

Posb MOXET 0TO3BaTh IIPUBUJIETHH TOJIBKO Y TOW POJIM, KOTOPOM OHAa MX HEITOCPEACTBEHHO Bhigania. Hanpumep, Anuca He
CMOXKET 0TO3BaTh IIPaBo Iepenayu y Yapsu, MOTOMy YTO OHA €ro He BhIaBajia.

student=# \c - alice

You are now connected to database "access privileges" as user "alice".
alice=> REVOKE GRANT OPTION FOR SELECT ON alice.tl FROM charlie;
REVOKE

Huxkakoi omu6ku He GUKCHPYETCs, HO U IIpaBa He U3MEHSIOTCS:

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice=arwdDxt/alice+|
bob=ar*w*dDxt/alice+]|
charlie=r*w/bob +|
charlie=w/alice |

|
I
|
|
(1 row)

B To e BpeMs Anuca He MOXKeT IIPOCTO TaK 0TO3BaTh npuBmiernu y boba, ecnu oH ycIien nmepenaTts X KOMy-Tubo ere:
alice=> REVOKE GRANT OPTION FOR SELECT ON alice.tl FROM bob;

ERROR: dependent privileges exist
HINT: Use CASCADE to revoke them too.

B TakoM crydyae IpuUBHUJIETUY Ha[o OT3BLIBATh 10 BCeM uepapxuu nepepayu ¢ nomoibio CASCADE:
alice=> REVOKE GRANT OPTION FOR SELECT ON alice.tl FROM bob CASCADE;

REVOKE

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

| alice=arwdDxt/alice+|

| bob=arw*dDxt/alice +| |
| charlie=w/bob +|

| charlie=w/alice |

(1 row)

Kak Bupnum, y BobGa mponaino mpaBo nepefadyu nIpusuieruy, a y Yapnu Geuta 0TO3BaHa U caMa IPUBHUIIETHS.
AHAJIOTUYHO MOXKHO 0TO3BaTh II0 HePapXUK U IIPUBHUIIETHIO.

alice=> REVOKE SELECT ON alice.tl FROM bob CASCADE;

REVOKE

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

| alice=arwdDxt/alice+|
| bob=aw*dDxt/alice +|
| charlie=w/bob +|
| charlie=w/alice |

(1 row)






o)) PROFESSIONAL

[Tognporpammbl Pos{gres

EnuHCcTBeHHasi npyuBwWIerus Ajist GyHKUWN U TIpoLeayp

EXECUTE BBITIO/IHEHHE

XapakTepucTUKHU 6e301macHOCTH

SECURITY INVOKER  BbINOJHSIeTCS C [IpaBaMU BbI3bIBAIOLLETO
(o ymonuaHuio)

SECURITY DEFINER  BbInoJiHsIeTCS C MpaBamMu BiaZiesblia
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[na nognporpamm (oyHKUWIA 1 npouenyp) ecTb eANHCTBEHHAs NpUBUIErns
EXECUTE, pa3speluatoLias BbINO/IHEHWE 3TOI NoANpOorpamMms.

TOHKMIA MOMEHT COCTOUT B TOM, OT MUMEHM KaKoro nosib3oBarens oygert
BbINOJIHATLCA noAgnporpamma. Ecniv nognporpamma o6bAB/1eHa Kak
SECURITY INVOKER (no ymonyaHuo), oHa BbINOMHAETCA C npasBamMu
BbI3blBaOLLEro nosnb3oBaresid. B aTom cnyyae oneparopbl BHYTPH
nognporpamMmbl CMOTyT obpaLlarbCsa TO/IbKO K TeM 06bekTaM, K KOTOPbIM
Y BbI3bIBalOLLLEr0 Nosib3oBaTensa ectb A0CTYn.

Ecnu xe ykasaTb dopa3zy SECURITY DEFINER, nognporpamma pabortaet

C NnpaBamMmu ee Bnagesnola. Tak MOXHO NO3BOMINTL APYrMM Nosb30BaTeENAM
BbIMOJIHATb OnpeAesieHHble AeCTBUA Hag 06bekTaMn, K KOTOPbIM Y HUX HET
HenocpeaCcTBEHHOrO AOCTyna.

https://postgrespro.ru/docs/postgresgl/13/sqgl-createfunction
https://postgrespro.ru/docs/postgresql/13/sql-createprocedure




o)) PROFESSIONAL

[MpuBmnnernn public Pos{gres

[To ymonmuaHuto posib public monyuaet psif IpuBUIeruit

1151 06a3 JaHHBIX CONNECT (TIoAiK/TFOu€eHue)
TEMPORARY (CcO3JaHKe BpeMeHHBIX Tab/uiy)

Juist cxeMbl public CREATE (co31aHue 00beKTOB)
USAGE (Z0CTym K 00beKTam)

I1si cxeM pg_catalog USAGE (JIOCTyT K 0OBbeKTam)
u information_schema

7151 TIOTIPOTPaMM EXECUTE (BBITIOJIHEHUE)

Y1no6HO, HO He 6e30macHo
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Mo ymonyaHuo NnceBaoposib public nonyyaet paa npusuniernii (To ecTb,
doakTnyecku, Nx noayyvarT BCe POosin):

- NMOAK/TOYEHME U COo3[aHNe BPEMEHHbIX Tabnuy 419 Bcex 6a3 AaHHbIX;
- ucnonb3oBaHMe cxembl public n co3gaHne B Hell 0GBHEKTOB;

- ucnonb3oBaHue cxem pg_catalog n information_schema,;

- BbIMO/IHEHNE BCEX PYHKLMIA 1N npoueayp.

(B PostgreSQL 15 posnb public nnwmnTtca npasa co3gaHust 06beEKTOB.)

Takoe noBefeHne MOXET oKazaTbCA HexernaresibHbIM. B aToM cnyyae Hafo
SIBHO 0TO3BaThb Yy public npuBmnnernm. 3to MOXHO caenartb 1 B LIaBG/T0HHON
6a3e gaHHbIX templatel, 4ToObl U3MEHEHUS pacnpPOCTPaHA/IMCb Ha HOBbIE
6a3bl gaHHbIX. Ho Ansa oT3biBa nNpas Ha nognporpaMmmbl Ha40 Nosb30BaTbCs
MexaHU3MOM NPUBUIETIA MO YMO/IYaHMI0, O KOTOPOM ByAeT ckazaHo
[anblue B 3TON TeMe.



ITogmporpaMMbI

Anuca co3pmaeT IpOCTyIO0 GYHKIINIO, BO3BPAIAIOIIYI0 YHUC/I0 CTPOK B Tabnulle t1:

alice=> CREATE FUNCTION foo() RETURNS bigint AS $$%
SELECT count(*) FROM tl1;
$$ LANGUAGE sql;

CREATE FUNCTION
alice=> INSERT INTO t1 VALUES (1);
INSERT 0 1

alice=> SELECT foo();

IIceBmopons public aBToMaTruecku nony4aet npusuieruio EXECUTE gis mio60i co3gaBaeMoi pysKiuu. IlosaTomy,
Hanpumep, Bo6 MOKeT BHIOTHUTL DYHKIHNIO, KOTOPYIO TOIBKO YTO Cco3Mmala Auca.

OT4yacTH 3TO KOMIIEHCUPYETCSI TeM, UTO II0 yMondaHuio (unu npu ssBHoM ykaszaHuu SECURITY INVOKER) dysKuus
BBITIOJIHSIETCS C IPaBaMU BEI3BIBAIOIIEN POJIH:

| bob=> SET search_path = public, alice;
| SET
| bob=> SELECT foo();

ERROR: permission denied for table tl
CONTEXT: SQL function "foo" statement 1

ITosTomy B0o6 He CMOZKeT IOIYyYHUTh HOCTYI K 00beKTaM, Ha KOTOPEIe eMy He BhIlaHbl IIPUBUJIETUH.

ITockonbKy B GYHKIMU He yKa3aHa cxeMma Tabnuisl t1, Bo6 MoxkeT co3math cBoio Tabnuiy t1 u Gyukims 6ymet paGoTaTs C
TOM U3 HUX, KOTOpPAsi OKAXeTCS B IIyTH IIOMCKA IEPBOM:

| bob=> CREATE TABLE t1(n numeric);
| CREATE TABLE

| bob=> SELECT foo();

[Ipyro# BO3MOKHEIM BapUaHT — OOBSIBUTH GYHKINIO KaK paboTtaromtyio ¢ nmpaBamu co3pasiiero (SECURITY DEFINER):
alice=> ALTER FUNCTION foo() SECURITY DEFINER;
ALTER FUNCTION

B aToM cnyuae pyHKIus paboTaeT ¢ mpaBaMu CO3LABIIEH ee POJIM, HE3aBUCHUMO OT TOT'0, KTO ee BEI3EIBaeT. 506 ymansiet
CBOIO TaOIUIy:

| bob=> DROP TABLE t1;
| DROP TABLE
U nonydaet mocTyn K Tabnuie AIUCH:

| bob=> SELECT foo();



B TakoM ciy4yae, KOHEYHO, HaJ0 BHUMATEJIbHO CJIEOUTH 3a BEAHHEIMU IpuBmiierusiMmu. CKopee Bcero, moTpebyeTcs
oto3Bath npusuneruio EXECUTE y ponu public u BemaBaTh ee sIBHO TOJIBKO HYXKHEIM POJISIM.

alice=> REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA alice FROM public;
REVOKE
| bob=> SELECT foo();

| ERROR: permission denied for function foo



o)) PROFESSIONAL

[MpuBUAErnm No ymonyaHm  Posggres

Cnioco0 BbIIdTh N/IM OTO3BATh IIPUBUJIETHHN
I1pHU CO34dHHUN 00BLeKTa

ALTER DEFAULT PRIVILEGES
[ FOR ROLE cnucok_ueneBbix_posei ]
[ IN SCHEMA cxema ]
GRANT npusunermnn ON Ksacc_obbekToB TO poJib;

ALTER DEFAULT PRIVILEGES
REVOKE npwusBuneruu ON Knacc_obbekToB FROM po/ib,;

REVOKE
EXECUTE ON ROUTINES
FROM public
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MOXHO HACTPOUTb [OMONHUTE/bHbIE NPUBWUIETN, BblaaBaeMble NN
OT3bIBaeMble NPy co3aHnn 06bekTa. [/151 3TOro UCMNosb3yeTcs KoMaHaa
ALTER DEFAULT PRIVILEGES.

MexaHn3m cpabaTbiBaeT, Korga yesesasi_po/sib (N0 yMOSTYaHUI0 — TEKYLLNIA
Nnosib3oBaTesib) Co3[aeT 00BLEKT, NpUHaaNexalmin ykazaHHoMy

Knaccy obbekmos (Hanpumep, Tabnuubl UNn QyHKUNN) B yKa3zaHHOW cxeme
(no ymonuaHuto — B nto6on). MpeanoxeHne GRANT roBopuTt 0 TOM, YTO Ha
CO3/laHHbli1 06BEKT HAA0 BblAATb YKa3aHHble NpuBmuiernn gasi ykasaHHom
ponu. NpegnoxeHne REVOKE, Hao60poT, Ucrnonb3yeTcs 415 0T3biBa
npuBMUNErvn.

[na ponu public mexaHn3m npuBuieriii No ymMosi4aHuio BblgaeT npaso
BbIMNO/IHEHNA NPKU co34aHuu nognporpamm. Ytobol public He nony4van Takoe
npaso, HaA0 BblAaTb KOMaHAYy

ALTER DEFAULT PRIVILEGES
FOR ROLE ...
REVOKE EXECUTE ON ROUTINES FROM public;

[Mpu atom B npeanoxeHnn FOR ROLE Hago ykasaTb Bce po/su, KOTopblie
MOryT co3gartb noAnporpamMmbi.

https://postgrespro.ru/docs/postaresal/13/sql-alterdefaultprivileges




IIpuBMIEruH MO YMOTIaHHIO

YTto6n! IceBmoponb public He mony4yarna npaBo Ha BHIIOTHEHNEe HOBLIX QYHKITUYM, TaKOe IIpaBo Hafo Y Hee 0TO3BaTh.
TIpoBepuM TeKyllne HaCTPOUKU:
alice=> \ddp

Default access privileges
Owner | Schema | Type | Access privileges

Tabsnuia BEITISOUT IIyCTOM, HO MBI 3HAEM, YTO 3@ IIYCTHIMU IIOJIIMU CKPHIBAIOTCS 3HAUEHUS 10 YMOJTYaHUI0. Takoe
3HAYeHVe MOXKHO HalTHU B HOKYMEHTAIIUU UJIH IIOTYyYUTh CIIeOYIoIUM 06pa3oM:

alice=> SELECT acldefault('function', 'alice'::regrole);

acldefault

{=X/alice,alice=X/alice}
(1 row)
OTo 3HaYeHUe BKIIIOYaeT IIPaBo BHIIOIHEHUs At public. OT30BeM ero:

alice=> ALTER DEFAULT PRIVILEGES
REVOKE EXECUTE ON ROUTINES FROM public;

ALTER DEFAULT PRIVILEGES
Teneps B «IIPOSIBUBIIEMCSI» I10JIe IIPaBo Ot public oTcyTCTBYeT:
alice=> \ddp

Default access privileges

Owner | Schema | Type | Access privileges
------- L e T R
alice | | function | alice=X/alice

(1 row)

Teneps, korga Anuca OyneT co3maBaTh HOBble QyHKIINY, 506 He CMOXKEeT UX BHIIONIHSTh:

alice=> CREATE FUNCTION bar() RETURNS integer AS $$
SELECT 1;
$$ LANGUAGE sql SECURITY DEFINER;

CREATE FUNCTION
| bob=> SELECT bar();

| ERROR: permission denied for function bar



o)) PROFESSIONAL

[Mpumep 1 Pos{gres

- kolya
create, usage
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semsem | create,usage ﬁ
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MexaHn3Mbl ynpaeneHus ocTynom (ponu, aTpubyTbl 1 NPUBUMETNN,
a Takxxe CxeMbl) BeCbMa MMOKM 1 NO3BOIAIOT B pasHbIX Cny4Yasx
opraHn3oBaTb paboTy yA06HbIM 06pa3om. MpuBeaemM HECKOILKO NPUMEpPOB.

MpyMep NPOCTOro UCMOMb30BaHUS.

CemeH CeMeHOBUY 1 ero cTyaeHTbl Kona n Bacsa 3aHMMaroTca HayuYHbIMK
ncesiegoBaHnAMN N XpaHAT pe3y/ibrarthl I/I3M6p6HI/II7I B 6ase AaHHbIX.

AQMUHMCTpATOop co3fasn Ha dpaky/ibTEeTCKOM cepBepe B/ Kaxaomy 13 HuX
CBOErO0 Nnosib3oBaTeNns U 0 gHOMMEHHYH0 cxeMmy. NyTb Noncka OH ocTaBwu/ Mo
yMon4yaHuio. pynnosble posin He NCMOJb3YHTCA.

Kaxxabli nonb3oBaTesb ABASETCA BrajeNbLuemM 00beKkToB, KOTOPble OH
co3faet B cBoeil cxeme. Kpome Toro, Konsa n Bacsa gatot goctyn

K HEKOTOpPbIM CBOMM Tabnuuam CemeHy CeMeHOoBUYY, YTOObI OH MOT
NMOCMOTPETbL UX pe3ynbTarhl.



o)) PROFESSIONAL

[Mpumep 2 Pos{gres

inventory

kladovkin nv
[

e
-

financials

fin
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Bonee cnoxHbli npumep.

Ha BblgeneHHblin cepBep B/, ycTaHOBNEHa cuctema aBToMarm3aunm
npeanpuaTusa. OHa CoCTOUT M3 ABYX MOAY/1E — CKaACKoro u
JoMHaHCOBOrO.

[na kaxaoro u3 moaynein co3gaHa ceosi cxema (inv ans cknaga u fin gns
omHaHCOB) 1 cBOA rpynnoBas posb (inventory ana cknaga v financials ans
domHaHcoB). 'pynnoBasi posb SBNSETCA BNajesbLeM BCEX 0OBHEKTOB B CBOEWA
cxeme.

B cknagckom otaene pabotatoT KnagoBkuH 1 [locTaBkuH. [NA Kaxaoro
co34aH CBOW NoNb30BaTe b U BK/AKOYEH B rpynny inventory.

B dimHaHcoBom oTgene pabotatoT KonerikmHa n Pybnes. NS KaKaoro
co3faH CBOW Nosb3oBaTesb 1 BKAKOYEH B rpynny financials.

[lNs reHepanbHOro AupekTopa NpeanpuaTUa Ha BCSKWIA criyyali co3aaH
Nosib30BaTeslb, BK/IOUYEHHbIN B 06€ rpynnbl, XOTS BPSiA 1M OH KOraa-nm6o
BOCMO/Ib3YETCS CUCTEMOIA.



o)) PROFESSIONAL

[Mpumep 3 Pos{gres

Be0-110/1b30BaTe N

cepsep

fffffffffffffffffffffffffff
NPUIOXEHNI §

application

,,,,,,,,,,,,,,,,,,,,,,,,,,, selectonall tables L
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OueHb YacTo ObIBaeT Tak, YTO ayTeHTUPMKaLNA Nosb3oBarenei
NHPOPMaLNOHHONM cucTemsbl nponcxogmt He B CYB/, a Ha cepBepe
NPUNOXEeHUN. [JeiCTBUTE/IbHO, eC/IN Y CUCTEMbI ThICAYM MOJIb30BaTenen n
€CTb BO3MOXHOCTb OHJ/1allH-perncTpaLmm, HET HUKaKoro CMbicna ynpasnsatb
nvm B CYB/.

B aTOM cnydae cepBep NpUIoXKeHuiA NoAKIYaeTcs K 6a3e AaHHbIX Nog,
O/IHOW 3apaHee Co34aHHOW POosbio, a MHoPMAaLMIO O Nosib30oBaTene
nepeaaert npn HeoOGXOAMMOCTHM B BUAE KAKOTO-TO KOHTEKCTA.

Ho paxe 1 B aTom cnyyae B CYB/[] HaBepHsika NOHaA006ATCSA HECKO/IbKO
ponei. Hanpumep, cneunasnbHasi posb A8 TEXHUYECKON NoAaepKKN,
COTPYAHMKN KOTOPOI CMOTYT untatb Tabnmubl OCHOBHOIO cepeepa ans
ObICTPOro peLleHns npobem.



o)) PROFESSIONAL

Toru Posigres

[TpuBUIeTUY OTpeAiesIsitOT TpaBa A0CTyIIa posieid K 00beKTam

Posu, arpulyThl ¥ TIPUBU/IETHH, CXeMbl — THOKUM MeXaHU3M,
TI03BOJISIFOLLMI [10-pa3HOMY OpPraHM30BaTh paboTy

MO>KHO JIETKO pa3peLInThb BCe BCEM
MO>KHO CTPOTO Pa3rpaHUUMUTh JOCTYII, €CIU 3TO He06X0JUMO
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o)) PROFESSIONAL

[1pakTuka Pos{gres

HactpoiiTe npuBMieruu Takum o6pa3om, 4ToObl OJHU T10/Tb30BaTeN
VIMeJIY TIO/THBIA I0CTYT K TabuiiaM, a pyrue MOI/IK TOJIBKO
3ampalinBaTh, HO He U3MeHSTb HHPOPMaLIUIO.

1.
2.

v

Co3patiTe HOByIO 6a3y laHHBIX U [IBe POJIU: writer U reader.

OT30BuTe y ponu public Bce npuBuieruu Ha cxemy public,
BbI/laliTe POy writer 0Oe MPUBUIIETHH, a PO/ reader — TOBKO usage.

HactpoiitTe NpyUBUIErUH 10 YMOTUAHHIO TaK, UYTOOBI posib reader
TIo/Ty4asia IOCTyTl Ha YTeHue K Tabiuijam, pUHa/|ealiyuM writer
B cxeme public.

Cospaiite nosib3oBaresieid wl B rpyrrme writer v rl B rpymre reader.
[Tog rosib30BaTesieM writer co3zaiiTe Tab/HITy.

Yb6equtech, uto rl UMeeT JOCTyM K Tab/UIle TOJTBKO Ha UTEHUeE,
a wl rMeeT K Hel MOJIHbIM JOCTYII, BK/IIOUas yJaaeHue.
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1. ba3a JaHHBIX U POJIH

=> CREATE DATABASE access_privileges;
CREATE DATABASE

=> CREATE USER writer;

CREATE ROLE

=> CREATE USER reader;

CREATE ROLE

2. [IpuBUIerumn

=> \c access_privileges

You are now connected to database "access privileges" as user "student".
=> REVOKE ALL ON SCHEMA public FROM public;

REVOKE

=> GRANT ALL ON SCHEMA public TO writer;

GRANT

=> GRANT USAGE ON SCHEMA public TO reader;

GRANT

3. [IpuBHUIEeruyu Mo YMO/JIYaHUIO

=> ALTER DEFAULT PRIVILEGES

FOR ROLE writer

IN SCHEMA public

GRANT SELECT ON TABLES TO reader;

ALTER DEFAULT PRIVILEGES

4. TToab30BaTejIn

Iumymas possb:

=> CREATE ROLE wl LOGIN IN ROLE writer;

CREATE ROLE

Kouctpykums IN ROLE cpa3dy ke mobaBisieT HOBYIO POJIb B YKa3aHHY0. TO eCTh TaKasi KOMaHia 9KBUBAJI€eHTHA JBYM:
CREATE ROLE wl LOGIN;

GRANT writer TO wl;

Yuraromas posb:

=> CREATE ROLE rl1 LOGIN IN ROLE reader;

CREATE ROLE

5. Taoauma

=> \c - writer
You are now connected to database "access privileges" as user "writer".
=> CREATE TABLE t(n integer);

CREATE TABLE

6. IIpoBepka
Ponb w1l MOXKeT BCTaBNISATh CTPOKU:
=> \c - wl

You are now connected to database "access privileges" as user "wl".



=> INSERT INTO t VALUES (42);

INSERT 0 1

Ponb rl MmoxkeT yuTaTh TabIUIY:

=> \c - rl

You are now connected to database "access privileges" as user "rl".
=> SELECT * FROM t;

n

42
(1 row)

Ho He MOXeT U3MEeHUTh:

=> UPDATE t SET n = n + 1;

ERROR: permission denied for table t

Pons wl MoxkeT ymanuTh TabIuIy:

=> \c - wl

You are now connected to database "access privileges" as user "wl".
=> DROP TABLE t;

DROP TABLE

B PostgreSQL 14 6ymeT mocTymHa IpegHacTpoeHHas poib pg read all data, aBTomaTrdecku maromiast BO3MOKHOCTh
YTEHUS JIIOOBIX OAaHHBIX.



o)) PROFESSIONAL

[1pakTuka+ Pos{gres

1. Cospaiite posb alice. Co3gaiiTe TabmuIry.
BrizaiiTe ponu alice mpuBUIeTUIO Ha UYTeHUe TaOJTUIbI
Y TIDUBWIETHIO Ha U3MEHEHHe C TPaBOM Iepe/jaun.

2. TIpoBepbTe MpaBa JOCTyTa K CO3/jaHHOM Tab/IHI[e C TTIOMOII[BIO
nipesictaByieHus table_privileges uH(popMallOHHOM CXeMBI.
CpaBHUTe C BbIBOJIOM KoMaH/ibI \dp.

3. IIpoBepbTe MpaBa JOCTyMa K CO3/jaHHOM Tab/uLe C TOMOLL[bIO
¢dbyukumu has_table_privileges.
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2. ipyrve npeactaBneHns MHGopMaLMOHHON CXeMbI:
https://postgrespro.ru/docs/postgresgl/13/information-schema

3. Apyrue thyHKUUM ANS NPOBEPKN NPUBUMETIA:
https://postgrespro.ru/docs/postgresgl/13/functions-info#FUNCTIONS-INFO-
ACCESS-TABLE




1. Ponb, Tad1uIa ¥ IPpUBHWIET HHA

=> CREATE DATABASE access_privileges;

CREATE DATABASE

=> CREATE USER alice;

CREATE ROLE

=> \c access_privileges

You are now connected to database "access privileges" as user "student".
=> CREATE TABLE test(id integer);

CREATE TABLE

=> GRANT SELECT ON test TO alice;

GRANT

=> GRANT UPDATE ON test TO alice WITH GRANT OPTION;

GRANT

2. [IpuBHUJIerdd B HHPOPMAITUOHHOH CXeMe

=> SELECT grantee, grantor, privilege_type, is_grantable
FROM information_schema.table_privileges
WHERE table_name = 'test’';

grantee | grantor | privilege type | is grantable
--------- E T T
student | student | INSERT | YES

student | student | SELECT | YES

student | student | UPDATE | YES

student | student | DELETE | YES

student | student | TRUNCATE | YES

student | student | REFERENCES | YES

student | student | TRIGGER | YES

alice | student | SELECT | NO

alice | student | UPDATE | YES

(9 rows)

Komanpa psql moka3swIBaeT Ty ke uH(OpMAaIuio, Ho B IPYroM BULE:
=> \dp test

Access privileges
Schema | Name | Type | Access privileges | Column privileges

public | test | table | student=arwdDxt/student+|
| | | alice=rw*/student |
(1 row)

3. ®YHKIIHUHU [IJIsi IPOBEPKH MPUBHIET HH

=> SELECT has_table_privilege('alice', 'test', 'SELECT') AS has_select,
has_table_privilege('alice', 'test', 'UPDATE') as has_update,
has_table_privilege('alice', 'test', 'DELETE') as has_delete;

has select | has update | has delete



