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o)) PROFESSIONAL

Ponun Posygres

Ponb — monb3oBatens CYB/I

Ponb He cBsi3aHa c rosb3oBaTesiem OC

XOT$s1 MHOTHe TTPOrpaMMbl MCTI0/IB3YHOT UMs Tosb3oBarens OC
KaK UMs1 POJIU TI0 YMO/TYaHUIO

Pornb oripe/ienisieTcst Ha YpOBHe KiacTepa

B nepsom npubnmxeHnn ponb — 370 nosibdosatens CYB/A. (Ponb Takxke
MOXET BbICTyNnaTb B Ka4eCcTBe rpymnrbl Nosib3oBartesien, 0 YeM roBopuTCsA
fasblle B 3TOi Teme.)

Ponn H1Kak He cBsidaHbl C UMeHaMu nonb3oBaTtenein OC, xoTa cTaHAapTHbIE
nporpamMmmsbl 3TO NpegnosiaratoT, BbioMpas 3Ha4eHMs MO YMO/THaHUIO.
Hanpumep, ecnn npu 3anycke psgl He ykasaTb UMSA pO/n, Ha ero MecTto
oyaeT noacras/fieHo nms nosnib3osarens OC.

Ponun asnaTtca o6wmmn o6bekTamu knacrtepa. Hanpumep, ogHa porsib
MOXET MOAKNHYATLCA K pasHbiM 6a3aM faHHbIX U ObITb BlagenoLem
006beKTOB B pa3Hbix B/.

https://postgrespro.ru/docs/postgresqgl/13/database-roles




ATpUGYTHI po&%a?z;g

ATpuOyTHI OTIpe/ie/isiioT CBOWCTBA POIH
CREATE ROLE posib [WITH] atpubyt [aTpmnbyT ...]

LOGIN BO3MOXHOCTB TIOJK/TFOUEeHHUS
SUPERUSER CyTIepIIo/ib30BaTeslb

CREATEDB BO3MO)KHOCTB CO3/IaBaTh 0a3bl JAHHBIX
CREATEROLE BO3MOXHOCTb CO3/,aBaThb POJIU
REPLICATION VICITI0/Ib30BaHye NIPOTOKOJIA PervIvKaliu
U Jipyrue

Ponb 06nagaet HeKOTOpbIMU aTpubyTamu, onpeaenawmmm ee obine
0COBEHHOCTN 1 NpaBa (He CBA3aHHbIe C NpaBamu JocTyna K o6bektam).

O6bIYHO aTpnbyThl MMEIOT ABa BapunaHTa, Hanpumep, CREATEDB (paet
npaso Ha co3gaHve 6/1) ¥ NOCREATEDB (He gaet Takoro npasa). Kak
npasnio, Mo yMOYaHMIO BbIGMpaeTcsa orpaHuymMBaroLLmMii BapuaHT.

B Tabnuue nepeyncneHbl b HEKOTOpPbIe N3 aTpubyToB. ATPUOYTHI
INHERIT n BYPASSRLS paccmaTtpuBaeTca gasiblle B 3TOM MOoAy/e.

https://postgrespro.ru/docs/postgresqgl/13/role-attributes
https://postgrespro.ru/docs/postgresql/13/sql-createrole




Poiu ¥ aTpHOYTHI

B aToM mopnyie npuriamesue 6yneT MoKa3elBaTh UMs POJIM, OT KOTOPOH BBHIIIOIHSIETCS KOMaHa.
student=# CREATE DATABASE access_roles;

CREATE DATABASE

student=# \c access_roles

You are now connected to database "access roles" as user "student".

Co3panuM poib Ojisi ANUCH:

student=# CREATE ROLE alice LOGIN CREATEROLE;

CREATE ROLE

Arnuca uMeeT BO3MOKHOCTS nogknouenus (atpubyr LOGIN) u co3manus gpyrux poneit (CREATEROLE).
TIpoBepuM 3T0:

student=# \c - alice

You are now connected to database "access roles" as user "alice".

alice=> CREATE ROLE bob LOGIN;

CREATE ROLE

[eCTBUTENBHO, IIOJIyYUIIOCh ¥ IOAK/IIOYUTECS, U CO3[aTh II0JIb30BaTeNs A Boba.

A BoT B0G He CMOXKET CO3[aTh APYTYIO POJIb:

student$ /usr/lib/postgresql/13/bin/psql -U bob -d access_roles
‘ bob=> CREATE ROLE charlie LOGIN;

| ERROR: permission denied to create role

TTocMOTpETH POJIM, UMEIOIIHeCs B KJIaCTepe, MOXKHO TaK:

alice=> \du

List of roles

Role name | Attributes | Member of
___________ e e e e e e e e
alice | Create role | {3}
bob | | {}
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}
student | Superuser, Create role, Create DB, Replication, Bypass RLS | {}

KpoMme TonbKO 4TO co3maHHEIX posiei alice u bob ecTs emte aBe ponu. OHKM UMEIOT IIpaBa CyIepIIoIb30BaTeNIs:

® postgres — CynepIonab30BaTENb, CO3NAHHEIN IPY HUHUIMAIN3ALUHN KIIaCTePa;
e student — posb co3maHa CIIENUAIBHO AT [efiedl Kypca. Braromapst et Mbl MokeM He yKa3blBaTh [TapaMeTpH! IIOAKII0OYEeHUs IIPU 3aIycke psql.

CyIecTByIOIIHE POJIX MOXKHO U3MeHsATh. Hanpumep, Anuca MoxeT oto6pats y Boba npaBo Bxoga:
alice=> ALTER ROLE bob NOLOGIN;

ALTER ROLE

Temnepb Bo6 HE CMOXKET IMOAKITIOYUTHCS:

| bob=> \c - bob

\connect: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed: FATAL: role "bob" is not permitted to log in

Ay cebs camoii Anuca ot6epetr CREATEROLE:
alice=> ALTER ROLE alice NOCREATEROLE;
ALTER ROLE

Takwue napel, kak LOGIN-NOLOGIN unu CREATEROLE-NOCREATEROLE, ecTb u y OpyTUX aTpubyToB.



o)) PROFESSIONAL

[pynnoBble ponu Posggres

Bxirouenue POJIX B I'PyHITY
student=> GRANT dba TO alice; dba

VicknroueHye posiv U3 FPYIIIIbI
student=> REVOKE dba FROM alice;

IIpaBo ynipaB/iieHUs: yuaCTHeM B TPYNIIOBOU POJIH

mobast posib MOXKeT BKJIFOUHTE JPYTYIO POJIb B camy cebst
posib ¢ atpulyToM SUPERUSER — /00y POJIb B TOOYHO APYTYIO

posb ¢ aTpubyToM CREATEROLE — JiF00YyT0 posib B /t00YI0, KpoMe
CyTIEPIIO/Ib30BATETbCKOMN

Po/ib MOXET ObITb BK/IOYEHA B APYTy0 posib NOAOOGHO TOMY, Kak
nonb3oBaTesib Unix MOXET ObITh BK/OUEH B rpynny.

PostgreSQL He agenaeT pasnuunini Mexay ponsiMv-nosib3oBaresisiMm u
ponamu-rpynnamu. Noatomy nobas ponb MOXET ObITb BK/KOUYEHa B 06y
Apyryto. Npy 3TOM BO3MOXHO NOSIBNIEHME LIENOYEK BKIKOUYEHWNI (HO LMKIbI He
AonyckarTcs).

CMbICN Takoro BK/IOYEHNA COCTOUT B TOM, YTO AJ15 PO/ CTAHOBATCA
[OCTYMHbI aTPUBYTHI (M NPUBU/IErX, O KOTOPbLIX NONAET peyb Aasiblue),
KOTOpbIMU 06naZaeT rpynnosas posib. BkoyeHne BbINosIHAETCA KOMaHA4OoM
GRANT: BO3MOXHOCTU rpynnoBoi posniv npedocmaesisstomcsi Apyron ponu.

Ba)kHO, OT MMEHM Kakoi ponu BbiNonHseTcs komaHga GRANT. MNMpaBom Ha
BK/TIOYEHNE U UCK/TIOYEHWEe APYTnX ponei B faHHY posb 061aator:

- cama aTa po/ib;
- ponun ¢ atpneytom SUPERUSER,;

- ponn ¢ atpunoytom CREATEROLE (ecnu gaHHasa posib — He SABNseTcH
Cynepnosib30BaTe/IbCKoi).

UTO6bI BOCMO/b30BaTLCA NpaBamMu, KOTOpbIe AatoT aTpubyTbl rpynnoBoi
ponn, Heo6XxoAUMO NepeKNUNTLCSA B Hee komaHaon SET ROLE.

https://postgrespro.ru/docs/postgresql/13/role-membership




I'pynmnoBsie poiu

Anuca oto6pasa y cebst atpubyt CREATEROLE u Temeps He MOXKET HU CO3[aBaTh HOBBEIE POJIU, HU U3MEHSITh aTPUGYTH CYIIEeCTBYIOIINX:
alice=> ALTER ROLE bob LOGIN;
ERROR: permission denied

YT0oOHI HaieTUTh AJICY CYIIEPBO3MOKHOCTSIMY, BKJIIOYUM €€ B CyNePIIoIb30BaTENIbCKyI0 poiib student. Takyio KOMaHAy MOKHO BHIIIOJIHUTH
WJIM IIOJ] CaMoit posibio student, Uy mop APyroi Cyneprionb30BaTEIbCKOM POIbIO:

alice=> \c - postgres

You are now connected to database "access roles" as user "postgres".
postgres=# GRANT student TO alice;

GRANT ROLE

postgres=# \du

List of roles

student

Role name | Attributes | Member of
___________ o o e e e
alice | | {student}
bob | Cannot login | {3
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}

|

Superuser, Create role, Create DB, Replication, Bypass RLS | {}

OO6paTtute BHUMaHue, uTo aTpubyT LOGIN B BeiBofe koMaHze \du He oToOpaxkaeTcs B crucke aTpuOyToB. Ho oToGpaxKaeTcsi ero OTCYyTCTBHE.

A uTOOHI AnHica He 3noyn0TpeGn5ma IIOJTHOMOYHUsMH, CejlaeM Tak, 4TOOHL BCE ee KOMaH[FEI I1oIIagalii B XKypHall COOﬁH.IeHHfI. 7151 3TOTO MBL
HCIIOJIb3YEM ellle OOUH BapUaHT YCTaHOBKHU KOH(i)I/IpraLII/IOHHIzIX IIapaMeTpOB — 3HAa4YeHHe IIPHCBauBaeTCAd [apaMeTpy IPU NOAKITIOYEeHU U
II0JIb30BATEJIsA K CepBepy:

postgres=# ALTER ROLE alice SET log_min_duration_statement=0;

ALTER ROLE

MOXKHO OTPaHMYUTh NeHCTBUE U KOHKPeTHO! 6a30i maHHEIX:

postgres=# ALTER ROLE alice RESET log_min_duration_statement;

ALTER ROLE

postgres=# ALTER ROLE alice IN DATABASE access_roles SET log_min_duration_statement=0;
ALTER ROLE

Anuca He moJIy4aeT BO3MOXKHOCTH TPYIIIIOBON POJIX aBTOMATH4YeCKH. OHA MOXKET MMH BOCIIOJIb30BAThCS, TOJILKO €CJIH IIEPEKIIIOUUTCS Ha 3Ty
pOJIb:

postgres=# \c - alice

You are now connected to database "access roles" as user "alice".
alice=> SET ROLE student;

SET

alice=> ALTER ROLE bob LOGIN;

ALTER ROLE

OT0 HanoMuHaeT KoMaHAy su B OC Unix.

YTOOHI TOHATH, KEM SBJISETCS II0JIb30BaTellb Ha CaMOM feJle, U Ha KaKylo POJIb OH MEPEKIIIOUMIICS, eCTh HYHKINH:
alice=> SELECT session_user, current_user;

session user | current user

BepneMcsa K npexHeH ponu:

alice=> RESET ROLE;

RESET

alice=> SELECT session_user, current_user;

session user | current user

U npoBepyM, YTO KOMAH[EI [IONTA/IX B JKyPHAJI COOOIIEHUH:



student$ tail

2022-04-11
2022-04-11
2022-04-11
2022-04-11
2022-04-11

22:
22:
22:
22:
22:

5 /var/log/postgresql/postgresql-13-main.log

:16.839 MSK
:16.866 MSK
:16.900 MSK
:16.950 MSK
:16.975 MSK

alice@access roles
alice@access roles
alice@access roles
alice@access roles
alice@access roles

LOG:
LOG:
LOG:
LOG:
LOG:

duration:
duration:
duration:
duration:
duration:

0.208
2.425
0.239
0.070
0.107

statement:
statement:
statement:
statement:
statement:

SET ROLE student;

ALTER ROLE bob LOGIN;

SELECT session user, current user;
RESET ROLE;

SELECT session user, current user;
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Bnagensupbl Pos{gres

Bnagener; o6beKkTa

pOJib, CO371aBIIasi 0ObeKT
(a Taxke ponu, BK/IFOUEHHbIE B Hee)

MOXeT OBbITh U3MEHEeH KOMaHJol ALTER ... OWNER TO posib

Korga posib co3aaeT B 6a3e AaHHbIX Kakne-iM60 06bEeKTbl, OHA CTAHOBUTCS
nx snadesbyem. Ha camom aene BnagenbLamm CUMTAKOTCS Takke 1 ponu,
BK/IIOUYEHHbIE B CO3/1aBLLYI0 06BHEKT POSb.

[Mpn HeobxoaMMOCTU Bragesibla 06 bekta MOXHO CMEHUTb. [N 3Toro
ncrnonb3yercs komaHga ALTER a/151 COOTBETCTBYHOLLIETO 06bEKTA
¢ npegnoxeHnem OWNER TO.

MoHATMe BnaaenbLa 6yaeT 0CO6EHHO BaXKHO A1 ClieAytoLein TeMbl 3TOro
MoAYS — NPUBUNETUNA.



Bi1agenbnbl

Korma Anuca co3maeT Kakoi-n1ubo oO0beKT B 6a3e HaHHBIX, OHa CTAHOBHUTCS €ro BiiafesIbIieM.
alice=> CREATE TABLE test(id integer);

CREATE TABLE

Kak B aToM y6enuthcsa? Brnagener ykasaH B cToJIOIe owner:

alice=> \dt test

List of relations

Schema | Name | Type | Owner
-------- B T LR
public | test | table | alice
(1 row)

Voanenue ponen

yJIaJ'II/ITb POJIb MOXKHO, €CJIH HET 06'beKTOB, KOTOPBEIMH OHa BjIafeeT.

alice=> \c - student

You are now connected to database "access roles" as user "student".
student=# DROP ROLE alice;

ERROR: role "alice" cannot be dropped because some objects depend on it
DETAIL: owner of table test

YToOB! yOanuTh POIb AJIHCEH], MOXKHO IlepefaTh ee 00bEeKTH OAPYTo¥ POIu:
student=# REASSIGN OWNED BY alice TO bob;

REASSIGN OWNED

student=# \dt test

List of relations

Schema | Name | Type | Owner
-------- B T LR
public | test | table | bob
(1 row)

student=# DROP ROLE alice;

DROP ROLE

[Ipyro#l BapuaHT — yIalUTh OOBEKTHl, IPUHAAJIeXKallue POIu:
student=# DROP OWNED BY bob;

DROP OWNED

student=# DROP ROLE bob;

DROP ROLE

Hapzo TonmbKO UMeTh B BUIY, UTO POJIb MOXKET BllaeTh 00beKTaMU B Pa3HEIX 6a3axX HaHHBIX.
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Toru Posigres

Ponu 06beIVHAIOT KOHLIETIL[UH T0/Thb30BaTesieid U rpyTi
ATpuOyTHI OTIpe/ie/isitoT CBONCTBA poJieit
Posii MOYKHO BK/TFOUaTh IPYT B ApyTa

Y Kaxxzioro o6beKTa 6a3bl JaHHBIX €CTh POJTh-BIIa/[eler]

10



o)) PROFESSIONAL

[1pakTuka Pos{gres

1. Co3patiiTe posb creator 6e3 TipaBa BX0fja B CUCTEMY,
HO C [IpaBOM CO03/laHusi 0a3 JaHHbIX U pOJIeit.

Co3paiiTe rosib30Baresist weak ¢ mpaBoM BX0/ja B CUCTEMY.
2. Ybemurech, uTo weak He MOXKeT co3/1aTh 6a3y JaHHBIX.

3. BxrounTe nonb3oBaresnst weak B rpymniy creator.
Co3paliTe HOBYIO 6a3y JaHHBIX T10/[ IT0JIb30BaTeieM weak.

11



1. Co3manue poieH

student=# CREATE ROLE creator WITH CREATEDB CREATEROLE;
CREATE ROLE
student=# CREATE ROLE weak WITH LOGIN;

CREATE ROLE

2. I[IpoBepKa BO3MOKHOCTH co3maHusi Bl

student=# \c - weak
You are now connected to database "student" as user "weak".
weak=> CREATE DATABASE access_roles;

ERROR: permission denied to create database

3. BkiIlo4eHue B rpynmny

weak=> \c - student

You are now connected to database "student" as user "student".
student=# GRANT creator TO weak;

GRANT ROLE

student=# \c - weak

You are now connected to database "student" as user "weak".
weak=> SET ROLE creator;

SET

weak=> CREATE DATABASE access_roles;

CREATE DATABASE



[1pakTuka+ POQSFEE

1. Co3paiite posu alice 1 bob ¢ mpaBoM Bxofia B cCUCTeMY.
Cospaiite Tabsuily 1o, posibto alice.

2. Cpenaiite HeoOXOAMMbIe HACTPOUKH TaK, UTOOBI 00 pOIM MOT/TH
W3MEHSITh CTPYKTYPY Ta0/uIlbl (HarpyuMep, 100aBIsSTh CTO/IOIBI
komanzou ALTER TABLE).
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3. I3MeHATb CTPYKTYPY MOTYT TO/IbKO BNnagensubl Tabnuubl. Hy>XXHO caenartb
Tak, YToObl BNnagenbLem Tabnuubl 6bls1a He ToNbKo Annca, Ho 1 bob.



1. Poau 1 Ta0nauua

student=# CREATE ROLE alice WITH LOGIN;

CREATE ROLE

student=# CREATE ROLE bob WITH LOGIN;

CREATE ROLE

student=# \c access_roles alice

You are now connected to database "access roles" as user "alice".
alice=> CREATE TABLE test (id integer);

CREATE TABLE

2. JobdaBjIeHHe BjIageblia TaOIHIIbI

Y0651 506 MOT U3MEHSATH CTPYKTYPY TaOJINIE, OH [OIKEH CTaTh ee BlafebleM. 1 3TOro MOXKHO BKJIIOYUTH POJIb bob B
pous alice. Takyro KOMaHAy MOZKeT BBIIIOJIHUTD ATuca:

alice=> GRANT alice TO bob;
GRANT ROLE
alice=> \du alice|bob

List of roles
Role name | Attributes | Member of

bob | | {alice}

Teneps Bo6 MozxkeT qo6aBUTH CTONGE:

alice=> \c - bob

You are now connected to database "access roles" as user "bob".
bob=> ALTER TABLE test ADD description text;

ALTER TABLE

W maxe yganutk Tabnuiy:

bob=> DROP TABLE test;

DROP TABLE



