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OTKa3 OT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKako OTBETCTBEHHOCTM 3a
N06bIE NOBPexXAeHUA 1 YObITKKX, BK/IOYas NoTepto A40X04a, HAHECEHHbIe
NPSAMbIM UN HENPAMBIM, CleunasibHbIM UK CyYaiHbIM UCMO/Ib30BaHMEM
MaTtepuasnioB kypca. KomnaHus Postgres Professional He npegocTtasnser
Kakux-1mbo rapaHTuii Ha matepuasibl Kypca. MaTtepuasnbl Kypca
NPeaocTaB/STCA HA OCHOBE MPUHLUMNA «KakK eCTb» 1 KoMnaHua Postgres
Professional He 06s3aHa nNpeAoCcTaBNATb COMPOBOXAEHME, NMOALEPXKKY,
06GHOB/IEHNSA, pacLUMPEHNA N U3MEHEHNS.
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Tembl Posigres

Buipl TpUBWIETUA A1 pa3HbIX 00bEKTOB

Kareropuu poJieli ¢ TOUKU 3peHUs yIpaB/ieHUs OCTYIIOM
['pymiroBbie pUBUIETUU

Bbiziaua ¥ OT3bIB TIPUBW/IETUN Y TIPABO Tepefaunt
[TpuBMIerHMY TI0 YMOJ/TYAHUIO

IIpyMepsl yIipaB/ieHUs JOCTYIIOM
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[TpuBnnernn Pos{gres

[TpuBUIeTUM OTIpeZe/ISIOT TIpaBa AOCTYIa Posei K 06beKTam

Tabmmre
SELECT UTeHune JaHHbIX
INSERT BCTaBKa CTPOK 6
UPDATE HN3MeHeHHe CTPOK MOJXHO Ha ypOBHE CTOMDHOB
REFERENCES BHEIIIHUN K/TFOU
DELETE yAajieHHe CTPOK
TRUNCATE OMycCTolIeHre TabULIbI
TRIGGER CO3jaHKWE TPUTTEPOB
[Ipencrasienvs
SELECT UyTeHne JaHHBIX
TRIGGER CO3jaHKWE TPUTTEPOB

MpuBUIEernn onpeaenstoTca Ha nepecevyeHnn 06 bLEKTOB KnacTepa 1 ponei.
OHUM orpaHnumnBaloT AeNCTBUA, AOCTYMHbIE A1 POSIE B OTHOLLIEHUN 3TUX
00BLEKTOB.

CnncoK BO3MOXHbIX MPUBUAETNIA OT/IMHAETCA A1 0OBEKTOB Pa3/INUHbIX
TMNoB. MpuBMAernn AN 06bLEKTOB OCHOBHbIX TUNOB NPUBEAEHbI HA 3TOM U
cnepyollem crnangax.

Bonblue Bcero npusuieruii onpegeneHo ansa tabnvuy. Hekotopble U3 HUX
MOXHO OnpeaenuTb He TOMbKO ANA BCeil Tabnuubl, HO U ANSA oTAeNbHbIX
CTONOLOB.

https://postgrespro.ru/docs/postaresal/13/ddI-priv
https://postgrespro.ru/docs/postgresqgl/13/sqgl-grant
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[TpuBnnernn Pos{gres

TabnyyHble IPOCTPaHCTBA, 6a3a faHHbIX
0asbl JaHHBIX, CXeMbl

4

TEMPORARY
CREATE
USAGE
v
Taon. @, } 06beKT m ‘ 06beKT m
np-BO : ‘

cxema pg_temp

ITocnenoBaTe/IbHOCTU
SELECT currval
UPDATE nextval setval
USAGE currval nextval

BO3MOXHO, HECKO/TbKO HEOXWUAAHHLI HAGoP NPUBUNETNIA UMEIOT
nocneaoBaTenibHOCTU. BbiGrpas Hy)XXHble, MOXHO paspeLUnTb Uan
3anpeTuTb A0CTYM K TPEM YNPaBAsoWmMM yHKLMSM.

[ns TabnuyHbix npocTpaHcTB ecTb npuBunerna CREATE, pa3pelwatowias
co3faHvie 06bLEKTOB B 3TOM MPOCTPaHCTBE.

[na 6a3 gaHHbIx npusunerna CREATE pa3speluaeT co3gaBaTb CXEMbl B 3TOM
B4, a ana cxembl npusunerns CREATE paspeluaeTt co3gaBaTb 00bEKThI
B 3TOW CXeMe.

[ocKoNbKy TOYHOE MMS CXEMbI A/151 BDEMEHHbLIX 06 LEKTOB 3apaHee
HEN3BECTHO, NPUBU/ETVA HAa CO3aHNE BPEMEHHbIX TabnuL, BbIHECEHA HA
yposeHb B/l (TEMPORARY).

Mpusunerna USAGE cxeMmbl paspellaet obpawarbcsi K 06bekTam B 3TOM
cxeme.

Mpueunerna CONNECT 6a3sbl faHHbIX pa3pellaeT nogkaoyeHme K aton b/.
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KaTteropun poneiu Pos{gres

Cyriepriosib30BaTenv

TTOJTHBIH AOCTYII KO BCEM 00BeKTaM — IMMPOBEPKHU HE BbITTO/IHAOTCA

Bnagenbiibl
JIOCTYII B paMKax Bbl/JaHHbIX TIPUBU/IETHH
(M3HauUaILHO TIOTyYaeT MOJHBIN Habop)

d TaKXKe AEﬁCTBHH, He perjiaMeHTHpYyeMble TIpUBUJIETUAMU,
HaripyuMep: yAdJ/IeHWe, Bbl[d4d U OT3bIB HpI/IBI/IJIEFI/Iﬁ n T. II.

OcraJsibHbIe po/u

AOCTYIT UCK/TFOUMUTE/IbHO B PAMKdX BbIJaHHBIX l'IpI/IBI/I]'[eFI/Iﬁ

B Le/10M MOXHO CKa3aTb, YTO A0CTYM PO/ K 0GLEKTY onpeaensieTcs
npusunerusMn. Ho MOXHO BblAeNUTb TPY KaTeropuv poneii.

1. MNpoLe Bcero ¢ ponamu ¢ atpnubyTom cynepnosib3oBaresis. Takmue ponu
MOryT AenaTb BCe, YTO YroAHO — A1 HUX NPOBEPKU pasrpaHnveHns
[O0CTyna He BbIMOHAKTCA.

2. Bnageneuy o6bekTa cpasy nosyyaet NnosHblin Habop npusunierui ons
aToro o6bekTa. B npuHUune, aTn NpUBUIErMM MOXHO OTO3BaTb, HO
Bnageney obbekta 0b1agaeT Takke HeOTbeM/IEMbIM MPaBOM COBepLLATb
OENCTBUS, HE pernaMeHTupyemble NPUBUMIErNSIMU. B YaCTHOCTN, OH MOXET
BblAaBaTrb W OT3blBaTb NpuBuaernn (B TOM Yncne n cebe camomy), yaansTb
0OBEKT N T. M.

3. Bce ocTasibHble PO/ UMEKT A0CTYN K 06BEKTY TO/IbKO B pamKax
BbllaHHbIX UM NPUBUMETUIA.
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YnpasneHune npmBunermamMmm  Posgares

Brigaua nnpusuieruu

alice=> GRANT npuBuserun ON o6beKT TO bob;
. IIpuBWJIernunu
Ha 00BEKT
O/JHA TIPUBUJIETUSI MOKET OBITh He3aBUCHMO BbIJJaHa Pa3HBIMHU POJISIMU

OT3bIB IPUBUJIETUHA
alice=> REVOKE npususiernn ON o6bekT FROM bob;

[MpaBo Bblgaun 1 OT3biBa NPUBUIETMIA HA 0OBLEKT UMEET Biageney, aToro
obbekTa (1 cynepnosb3oBaresib).

CuHTtakcuc komaHg GRANT n REVOKE goctaTtoyHO C/I0XEeH M NO3BONAET
yKasblBaTb KakK 0TAe/ibHble, Tak U BCe BO3MOXHbIE MPUBUIETUN; Kak
oTAe/ibHble 06BLEKTLI, TaK U rPynnbl 06BLEKTOB, BXOAALWME B ONpeae/ieHHble
CXeMbl N T. .

https://postgrespro.ru/docs/postgresqgl/13/sqgl-grant
https://postgrespro.ru/docs/postgresql/13/sql-revoke




IIpuBunerun

student=# CREATE DATABASE access_privileges;
CREATE DATABASE
student=# \c access_privileges
You are now connected to database "access privileges" as user "student".
B HameMm mpuMepe Anuca OyfeT BiamesblieM HEeCKOJIBKUX OGBEKTOB B CBOEH CXEME.
student=# CREATE ROLE alice LOGIN;
CREATE ROLE
student=# CREATE SCHEMA alice;
CREATE SCHEMA
student=# GRANT CREATE, USAGE ON SCHEMA alice TO alice;
GRANT
student=# \c - alice
You are now connected to database "access privileges" as user "alice".
Arnuca co3maet napy Tabnui.
alice=> CREATE TABLE tl(n integer);
CREATE TABLE
alice=> CREATE TABLE t2(n integer, m integer);
CREATE TABLE
Brtopas posnb, 506, 6ymeT neTaThCs 00paIaThCs K 00beKTaM AJTHUCHL.
alice=> \c - student
You are now connected to database "access privileges" as user "student".
student=# CREATE ROLE bob LOGIN;
CREATE ROLE
Bo6 npobyeT o6paTuTthcst K Tabnuie tl.
student$ /usr/lib/postgresql/13/bin/psql -U bob -d access_privileges
| bob=> SELECT * FROM alice.tl;
ERROR: permission denied for schema alice

LINE 1: SELECT * FROM alice.tl;

A

B yeM mpuymHa OIMIUOKHU?

Y Bo6a HeT focTylla K cCxeMe, Tak Kak OH He CyIepIIoJib30BaTe b, He Blafeliel] CXeMbI, M He UMEeeT HYKHBIX [IPUBUJIETUH.
student=# \dn+ alice

List of schemas
Name | Owner | Access privileges | Description

alice | student | student=UC/student+]|
| | alice=UC/student |
(1 row)

B xaxpmoi cTpoke access privileges oTo6paxkaeTcst poJib, ee IPUBUJIETUY U KeM OHU OBIIU BHIIAHEIL:
PONb=IIPUBUIETUN/KEM TIPENOCTABIIEHEI

HasBanus npusuieruit 0603HavaioTcsl ODHOM OyKBoi. [IpuBUIETruy OJIsI CXeM:

e U = usage
e C = create

Anuce Hapo BeIOAaTh BoOy HOCTyH K CBOeM cxeMe.



student=# \c - alice
You are now connected to database "access privileges" as user "alice".
alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

WARNING: no privileges were granted for "alice"
GRANT

Hoquy IIPUBUJTIETUSA HE BBIAnach?

HOTOMy yTO AnHca He SIBIIsIeTCSA BlIagenlblieM CXEMHBI.
alice=> \dn+ alice

List of schemas
Name | Owner | Access privileges | Description

alice | student | student=UC/student+]|
| | alice=UC/student |
(1 row)

CpenaeM Anucy BlagenbleM:

alice=> \c - student

You are now connected to database "access privileges" as user "student".
student=# ALTER SCHEMA alice OWNER TO alice;

ALTER SCHEMA

student=# \dn+ alice

List of schemas

Name | Owner | Access privileges | Description
------- B s e S
alice | alice | alice=UC/alice |

(1 row)

Teneps Anuca CMOXKeT BeImaTh focTyn Boby:

student=# \c - alice

You are now connected to database "access privileges" as user "alice".
alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

GRANT

U Bo6 cHOBa IEITAETCS IPOYUTATE TAOIUITY:

| bob=> SELECT * FROM alice.tl;

| ERROR: permission denied for table tl1

B yem mprymHa omMOKHU Ha 3TOT pa3?

Ceituac y BobGa ecTh gocTyn K cxeMe, HO HET LOCTYyIIa K caMoi Tabiuie.
| bob=> \dp alice.tl

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- B T T S L T
alice | t1 | table | | |

(1 row)

IlycToe mosne access privileges o3HauaeT, YTO y BIaAesbIla €CTh IIOJIHEIM HAa0Op IPUBUIIETHH, @ KPOME HEero HUKTO He UMEeT
mocTyIa.

Arnuca monkHa math BoGy moCTym Ha YTeHue:
alice=> GRANT SELECT ON t1 TO bob;
GRANT

TTocMOTpHM, KaK U3MEHUINUCH IPUBUIIETHH:

alice=> \dp tl



Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+| |
| | | bob=r/alice | |

Tenepb IIyCTO€ II0JI€ «IIPOABUJIOCHE», U MBI BUOUM, UTO OJIdA Anucel B HEM HaXOOUTCS ITOJTHBIN IepedeHb HpI/IBI/IHeFI/Iﬁ. Bot
0003HaYEHUST HpI/IBI/IJ'Iel"I/Iﬁ AJist TaﬁJ'II/ILI, HEe BCE€ U3 HUX BIIOJIHE O4YE€BHUOHEIE:

e a = insert

e 1 = select

e w = update

o d = delete

e D = truncate
e x = reference
e t = trigger

Ha aToT pa3 y Bob6a Bce momy4aeTcs:
| bob=> SELECT * FROM alice.tl;

n

(0 rows)

A, HanpuMep, HOGaBUThL CTPOKY B TaGIIUIly OH HE CMOXKET:

| bob=> INSERT INTO alice.tl VALUES (42);

| ERROR: permission denied for table tl

HeKoTOpEIe IPUBUIIETHY MOXKHO BBIAATH Ha OIPefelIeHHbIe CTOMOIbL:
alice=> GRANT INSERT(n,m) ON t2 TO bob;

GRANT

alice=> GRANT SELECT(m) ON t2 TO bob;

GRANT

alice=> \dp t2

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- R e e ek TR
alice | t2 | table | | n: +|

| | | | bob=a/alice +|

I | | | m: +|

I | | |

bob=ar/alice |

Teneps Bo6 MozxkeT 706aBIATh CTPOKH B t2:

| bob=> INSERT INTO alice.t2(n,m) VALUES (1,2);
| INSERT 0 1

A 9uTaTh CMOXKET TOJILKO OOMH CTOJIOeI:

| bob=> SELECT * FROM alice.t2;

| ERROR: permission denied for table t2

| bob=> SELECT m FROM alice.t2;

m

2
(1 row)

Ecnu HEeoOxomuMo, Anrca MOXkeT BhllaTh 500y BCe IpUBUIIETUH, HE IIEPEUUCIISS UX IBHO.
alice=> GRANT ALL ON t1 TO bob;
GRANT

alice=> \dp tl1



Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+| |
| | | bob=arwdDxt/alice | |

Teneps Bo6y DOCTYIHEL BCe MEHCTBUS, HAIIPUMeD, yHaleHHe CTPOK:
| bob=> DELETE FROM alice.tl;

| DELETE o

A ynanenue camoi TaGIULIBI?

| bob=> DROP TABLE alice.tl;

| ERROR: must be owner of table tl

YmanuThk TaGIuIly MOXKET TOJIBKO Bilafiesiel] (UIx CyIepIIoib30BaTellb), CllelraabHOU IPUBUIIETUH IS 9TOT'0 He
CYIIECTBYET.
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[pynnoBble npuBuiernn Posggres

Posib mostyyaeT mpUBU/IerMy TPYNIOBLIX POJIeH,
B KOTOpbI€ OHA BK/TIFOUeHa

¢ arpubytom INHERIT nipuBuierviv Hac/ieiyrOTCsl aBTOMaTUUeCKA

¢ arpubyrom NOINHERIT TpebyeTcs siBHOe TiepeK/IoueHue
komanHzioii SET ROLE

[TceBmopons public

HesBHO BKJ/IFOUAET BCe OCTaJ/IbHbIE POJIU

Posib MOXET noslyyaTtb NpUBUIErnn s Aoctyna K 06bekTy He TO/IbKO
HernocpeacTBEHHO, HO 1 OT rPYNMOBbIX PO/IEN, B KOTOPbIE OHAa BXOAUT. Takum
o6pasom, And ynpouweHnss agMUHUCTPUPOBAHNSA MOXHO BblAaTb rpynnoBom
PO HEOBXOAUMbIN HA6OoP NPMBUNIETNIA U 3aTEM BblAaBaTb NOb30BaTeNAM
BECb 3TOT HAbOp Lennkom. MpynnoByo posib MOXHO paccMaTpmBaThb Kak
0COOY0 NPUBUIETNIO; MO3TOMY YNpas/ieHne rpynnamu U BbiNOSTHAETCH TEMN
xe komaHgamn GRANT n REVOKE, 4To 1 ynpaBneHue npuBuiernamu.

Ponb ¢ atpnoytom INHERIT (no ymonyaHuio) aBTomarnyeckn obnagaer
NpUBMNErMAMN BCEX TPYMM, B KOTOPblE OHa BXOAMUT. ITO KacaeTcs U
ncesnoposiv public, B KOTOPYHO HEABHO BXOAAT BCE PO/N.

Ecnn xe ponb co3gaHa kak NOINHERIT, ToO oHa MOXeT BOCMNO/1b30BaTbCA
NpUBUAETNAMU TPYNMbl, TO/ILKO BbINONHMB KoMaHAy SET ROLE v Takum
06pas3omM nepeksIYMBLLNCE Ha 3Ty rPYNnNoByto posb. Bece gencrteus,
coBepLlaemMble posbto, OyayT COBEpPLUATLCA OT MMEHU rpynnoBon posu
(Hanpumep, rpynnosas ponb ByaeTt BnagenbuemM co3gaHHbIX 0ObEKTOB).

https://postgrespro.ru/docs/postgresgl/13/role-membership
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[1peaHaCTPOEHHbIE PON Posigres

pg_signal_backend — 3aBeplIeHKre CeaHCOB U OTMeHa
3arpocoB
pg_read_all_settings — UTeHHe KOH(QUI'ypalMOHHBIX =
rapamMeTpoB =
=
_ _all_ — JOCTYTI K CTaTUCTHKe
read_all_stats y g
_stat_scan_tables — JIOCTYII K CTaTHUCTHKE,
y
GIOKUpYFOILeH JOCTYTI =¥
pg_read_server_files — uTeHHe (HalisIoB Ha cepBepe
pg_write_server_files — 3anuch (aiinos Ha cepsepe

pg_execute_server_programs — Bbino/HeHHe IPorpamMM Ha cepBepe

B PostgreSQL yxe ecTb pag npegHacTPOEHHbIX posei, obnagaroLmx
PSAAOM crieumasibHbIX NMpUBUIErMii AN BbINONHEHUA 3a4a4, KOTopble
00bIYHO MOXET cOoBepLUaTb TO/ILKO Cyrnepnosib3oBarefb. Tpu nocnegHue
ponun nosiBunack B Bepcumn PostgreSQL 11.

[MoMHbIA CNUCOK BCEX POJIEid, BKKOYaa npegonpeaesieHHble CUCTEMHbIE
pO/IN, MOXXHO NOCMOTPETL B psql kKomaHaoi \dusS.

https://postgrespro.ru/docs/postgresqgl/13/default-roles

AHa/I0rMYHO MOXHO CO3AaBaTb 1 COBCTBEHHbIE FPYNMOBbLIE PONW,
Hanpumep, ANa ynpasieHns pe3epBHbIM KONMPOBaHWEM U T. M.




I'pynnoBbie NPpUBHWIETHH

Ilycts Anuca BrmacT ponu public mpuBuieruio u3MeHeHus t2:
alice=> GRANT UPDATE ON t2 TO public;

GRANT

alice=> \dp t2

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- B e i it s S
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | =w/alice bob=a/alice +|

I I

I I

|
| | m: +|
|

bob=ar/alice |
(1 row)

Ilycras ponb (cieBa OT 3HaKa paBeHCTBa) o6o3HagaeT public.

TIpoBepuM, cMoxKeT 11 506 BOCIIOIF30BaTHCS ITOM IIPUBUJIETHEH.
| bob=> UPDATE alice.t2 SET n = n + 1;
| ERROR: permission denied for table t2

B yeM mpuymHa OMIUOKHU?

Ilerno B ToM, uTO Iepef oOHOBNIeHKEM t2, cHayana Heo0X0ouMO BhHIOpaTh Hy2KHBIE CTPOKH, a AJIs 3TOTO TpebyeTcs
IIPUBUJIETHS YTeHUs (KaK MUHUMYM, CTOI0Ia N, KOTOPBIM UCIONb3yeTcs: B ycinoBun). Ho 506 uMeeT mpaBo YUTATh TOJIBKO
cronber; m.

alice=> GRANT SELECT ON t2 TO bob;
GRANT
alice=> \dp t2

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- R e e T R
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | =w/alice +| bob=a/alice +|

| | | bob=r/alice | m: +|

I I I

| bob=ar/alice |
(1 row)

Bort Teneps y Boba mosiBuiack BO3MOXKHOCTE OOHOBJIEHUST TAOIHIIE:

| bob=> UPDATE alice.t2 SET n = n + 1;

| UPDATE 1
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[lepepaya npasa Pos{gres

Bbl,qaqa MNpUBHWJIETWH C IIPpABOM Ilepeidain
alice=> GRANT npuBuserun ON o6beKT TO bob WITH GRANT OPTION;

I “pyxﬁﬂﬂefﬂﬂ -charlle
I7
PHEnsery,, —>  dave

OT3bIB IIpUBUIETUN
alice=> REVOKE npusunerun ON o6beKT FROM bob CASCADE;

06s3aTenbHo,
ecnuv npusunernsa
6blna nepegaHa
LpYrUM ponsim

OT3bIB IpaBa nepegauu

alice=> REVOKE GRANT OPTION FOR
npusuaerun ON o6bekT FROM bob CASCADE;

11

Mpw Bblgaye posiv NOSIHOMOYUA MOXHO Nepenatb el NpaBo fasibHenLen
nepegayn (M 0T3biBa) 3TOrO NOIHOMOUYMSA. ITO BbINONHAETCHA KOMaHA0M
GRANT ... WITH GRANT OPTION (noxoxas koHcTpykunsa WITH ADMIN
OPTION pgns atpnbyTtoB paccmaTpuBanach B npeablayuen teme «Posnn»).
Ecnu posnb BOCNOMb3yeTcs 3TUM NpaBoM, 0bpasyeTcs nepapxuns posnen.

OTo3BaTthb NpUBUIETNIO MOXHO C nomoLlbio kKomaHabl REVOKE. Ponb moxeTt
0TO3BaTb NPUBU/IETNIO TONLKO Y TOW POSIK, KOTOPOiI OHa ero Bblgana.
Hanpumep, B cutyaummn, nokaszaHHOW Ha cnainge, alice He MOXET 0TO3BaTb
npuBUIErNIO HeENOCpeacTBeHHO y charlie nnu dave.

OpHako npu oT3bIBE NpuBUnerun y bob npmueunerna 6yaet asToMaruyecku
0TO3BaHa Yy BCEX poseil B nepapxun. s atoro Hafo ykasartb K/oueBoe
cnoso CASCADE (ecnu nepapxus Henycta, To 6e3 CASCADE 6yaet
oLnoKa).

[MpaBo nepegay MOXHO O0TO3BaTb, HE 0T3blBasA Y POsiv camy NpPUBUNETUIO.
3710 BbINoOSIHAETCA ¢ nomMoLbio komaHabl REVOKE GRANT OPTION FOR.
CnoBo CASCADE umMmeeT 34ech Takoe Xe 3HauyeHue, Kak 1 npu oT3biBe
npuBUNETnN.
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Posygres

[TpuBunerun Ha Tabmuiy T nosnyueHsl bobom oT AMHCHI.

Ecmu Anuca BbINOJIHUT
REVOKE ALL ON T FROM bob CASCADE,
Kakye MpUBWIernuu octanyTcs y Yapnmu u [leiiBa?

dave

selecton T
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, v
public
alice select, update on T o bob update on T

select on T

» charlie

‘l9Heac0.10 1ATAQ

‘Wsrod wniAd? wogoq aiqHHerIaga ‘nisumandu aog -o1ignd L0 BBHHBhALOU
‘] 8MHBL1h BH BuiaumMandu oxqauol BI1eHe100 eaunaff A n ‘muden A



Ilepemaya npas

Co3pmamuM TpeThio ponb, anst Yapnu. Bob monpobyeT nepenats Yapnu npaBa Ha Tabnully tl, npuHamiexanymo Anuce.
alice=> \c - student

You are now connected to database "access privileges" as user "student".

student=# CREATE ROLE charlie LOGIN;

CREATE ROLE

YV BobGa ecTb HONHEIN OOCTYI K t1:

| bob=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+|
| | | bob=arwdDxt/alice |

Ho on HEe MOoxeT mmepenaTthb CBOU MPUBUJTIETUHN I'IElpJ'II/I:
| bob=> GRANT SELECT ON alice.tl TO charlie;

WARNING: no privileges were granted for "tl1"
GRANT

YToGH 3TO OBIJIO BO3MOXKHO, AnKca JOJIKHA BhIOaTh Bo6Gy paspeleHue.

student=# \c - alice

You are now connected to database "access privileges" as user "alice".
alice=> GRANT SELECT,UPDATE ON t1 TO bob WITH GRANT OPTION;

GRANT

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+|
| | | bob=ar*w*dDxt/alice |

Teneps Bo6 MOXKeT MOAEIUTLCS C HYapiau IPUBUJIETUSIMY, B TOM YHCJIE U IIPABOM ITepemaydu:
| bob=> GRANT SELECT ON alice.tl TO charlie WITH GRANT OPTION;

|  GRANT

| bob=> GRANT UPDATE ON alice.tl TO charlie;

|  GRANT

| bob=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice | t1 | table | alice=arwdDxt/alice+|
| | | bob=ar*w*dDxt/alice+|
| | | charlie=r*w/bob |

Ponb moxket IIOJIYYUTHh OOHY U TY K€ IIPUBUJIETUIO OT PAa3HBIX poneﬁ. OGpaTI/ITe BHUMAaHNE: €CJIU IIPUBUJIETUS BEIOAETCsA
CymniepIiiojab3oBaTesyieM, OHa BhIOAaeTCAa OT UMEHHU BJlaaeliblia:

alice=> \c - student

You are now connected to database "access privileges" as user "student".



student=# GRANT UPDATE ON alice.tl TO charlie;
GRANT
student=# \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

| alice=arwdDxt/alice+|

| bob=ar*w*dDxt/alice+| |
| charlie=r*w/bob +|

| charlie=w/alice |

(1 row)

Posb MOXET 0TO3BaTh IIPUBUJIETHH TOJIBKO Y TOW POJIM, KOTOPOM OHA MX HEITOCPEACTBEHHO Bhigasia. Hanpumep, Anuca He
CMOXKET 0TO3BaTh IIPaBo Iepegayu y Yapsu, MOTOMy YTO OHA €ro He BhIaBajia.

student=# \c - alice

You are now connected to database "access privileges" as user "alice".
alice=> REVOKE GRANT OPTION FOR SELECT ON alice.tl FROM charlie;
REVOKE

Huxkakoi omu6ku He GUKCHPYETCs, HO U IIpaBa He U3MEHSIOTCS:

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

alice=arwdDxt/alice+|
bob=ar*w*dDxt/alice+]|
charlie=r*w/bob +|
charlie=w/alice |

|
I
|
|
(1 row)

B To e BpeMs Anuca He MOXKeT IIPOCTO TaK 0TO3BaTh IpuBmiernu y boba, ecnu oH ycIien nmepenaTs X KOMy-Tubo ele:
alice=> REVOKE GRANT OPTION FOR SELECT ON alice.tl FROM bob;

ERROR: dependent privileges exist
HINT: Use CASCADE to revoke them too.

B TakoM crydyae IpuUBHUJIETUX Ha[o OT3BLIBATh 10 BCeM uepapxuu nepepayu ¢ nomoinbio CASCADE:
alice=> REVOKE GRANT OPTION FOR SELECT ON alice.tl FROM bob CASCADE;

REVOKE

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

| alice=arwdDxt/alice+|

| bob=arw*dDxt/alice +| |
| charlie=w/bob +|

| charlie=w/alice |

(1 row)

Kak Bupnum, y BobGa mponaino mpaBo nepefadyu nmpusuieruy, a y Yapnu GeUta 0TO3BaHa U caMa IPUBHUIIETHSI.
AHAJIOTUYHO MOXKHO 0TO3BaTh II0 HePapX¥UK U IPUBHUIIETHIO.

alice=> REVOKE SELECT ON alice.tl FROM bob CASCADE;

REVOKE

alice=> \dp alice.tl

Access privileges
Schema | Name | Type | Access privileges | Column privileges | Policies

| alice=arwdDxt/alice+|
| bob=aw*dDxt/alice +|
| charlie=w/bob +|
| charlie=w/alice |

(1 row)






o)) PROFESSIONAL

[Tognporpammbl Pos{gres

EnvHCcTBeHHasi npyBUierus Asisi QyHKLWK Y TIPOLeAyP

EXECUTE BBITIO/IHEHHE

XapakTepucTUKu 6e301acHOCTH

SECURITY INVOKER  BbINOJIHSIETCS C [IpaBaMU BbI3bIBAIOLLETO
(o ymonuaHuio)

SECURITY DEFINER  BwImosiHsIeTCS C mpaBamMu BiaZiesblia
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[na nognporpamm (OYHKUKMIA 1 npoueayp) ecTb eANHCTBEHHAs NpUBUIErns
EXECUTE, pa3peluaroLias BbINo/IHEHNE 3TOI NOANPOrpamMms.

TOHKMIA MOMEHT COCTOUT B TOM, OT MMEHM KaKoro nosib3oBarens oyger
BbIMOJIHATLCA noAanporpamma. Ecniv nognporpamma o6bAB/eHA Kak
SECURITY INVOKER (no ymonyaHuto), oHa BbINOMIHAETCA C npasamMu
BbI3blBatOLLEro nosb3oBaresnd. B aTom cnyyae oneparopbl BHYTPH
nognporpamMmbl CMOTyT 0bpaLlarbCs TO/IbKO K TeM 0O6bekTaM, K KOTOPbIM
Y BbI3bIBaloOLLLEro Nnosib3oBaTtens ecTb A4OCTYyn.

Ecnn xe ykazatb ppaszy SECURITY DEFINER, nognporpamma paéortaet

C npaBamu ee Bnagesnola. Tak MOXHO NO3BOMIUTL APYrMM NoJib30BaTeENAM
BbIMOJIHATL OnpeAenieHHble AeCTBUA HaZ 06beKkTaMu, K KOTOPbIM Y HUX HEeT
HenocpeaCcTBEHHOrO AOCTyna.

https://postgrespro.ru/docs/postgresql/13/sql-createfunction
https://postgrespro.ru/docs/postgresal/13/sql-createprocedure




o)) PROFESSIONAL

[MpuBnnernn public Pos{gres

[To ymonmuanuto posib public monyuaet psif mpuBU/Ieruit

1151 0a3 JaHHBIX CONNECT (mojk/itoueHue)
TEMPORARY (CcO37aHKe BpeMeHHBIX Tab/uiy)

Juist cxembl public CREATE (co31aHue 00beKTOB)
USAGE (ZoCTym K 0ObeKTam)

I cxeM pg_catalog USAGE ([JI0CTyT K 00BbeKTam)
v information_schema

7151 TIOZTIPOTPaMM EXECUTE (BBITIOJIHEHUE)

¥Yno6HO, HO He 0e30macHo
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Mo ymonuaHuo nceBaoposib public nonyyaet psag npusuniernii (To ecTb,
doakTmnyecku, nx noayyaroT Bce posin):

- NMOAK/IOYEHNE U CO3[aHMe BPEMEHHbIX Tabnu, 419 Bcex 6a3 AaHHbIX;
- ucnonb3oBaHue cxembl public n co3gaHne B Hel 0OBHEKTOB;

- ucnosnb3oBaHue cxem pg_catalog n information_schema,;

- BbIMOJ/IHEHNE BCEX PYHKLMIA 1N npoueayp.

(B PostgreSQL 15 posnb public nuwmnTtcsa npasa co3gaHns 06beKTOB.)

Takoe noBefieHNe MOXET OKa3aTbCA HexesaTe/lbHbIM. B aToM c/iyyae Hago
SIBHO 0TO3BaThb Yy public npuBmnnernm. 3to MOXHO caenartb 1 B LWab/10HHOWN
6a3e gaHHbIX templatel, 4TOObI N3MEHEHUS pacnpoCTPaHA/INCL Ha HOBblE
6a3bl gaHHbIX. Ho Anda oT3biBa npas Ha noAanporpaMmbl Ha40 NoIb30BaTbCS
MeXaHU3MOM MPUBUIETUIA MO YMO/IYaHUIO, O KOTOPOM ByAeT ckasaHo
[anblue B 3TOi Teme.



ITogmporpaMMbI

Anuca co3pmaeT IpOCTyIo0 GYHKIINIO, BO3BPAIIAIOIIY0 YHUCJI0 CTPOK B Tabnulle tl:

alice=> CREATE FUNCTION foo() RETURNS bigint AS $$%
SELECT count(*) FROM tl1;
$$ LANGUAGE sql;

CREATE FUNCTION
alice=> INSERT INTO t1 VALUES (1);
INSERT 0 1

alice=> SELECT foo();

IIceBmopons public aBToMaTruecku nony4aet npusuieruio EXECUTE gis mio60i co3gaBaeMoi pyHKiuu. IlosaTomy,
Hanpumep, Bo6 MOKeT BHIOTHUTL DYHKIHNIO, KOTOPYIO TOIBKO YTO Cco3mala AJuca.

OT4yacTy 3TO KOMIIEHCUPYETCSI TeM, UTO II0 yMondaHuio (unu npu sBHoM ykaszaHuu SECURITY INVOKER) dysKuus
BBITIOJIHSIETCS C IPaBaMU BEI3BIBAIOIIEN POJIH:

| bob=> SET search_path = public, alice;
| SET
| bob=> SELECT foo();

ERROR: permission denied for table tl
CONTEXT: SQL function "foo" statement 1

ITosTomy Bo6 He CMOZKeT IOIYYHUTh HOCTYI K 00beKTaM, Ha KOTOPEIe eMy He BhIlaHbl IIPUBUJIETUH.

ITockonbKy B GYHKIMU He yKa3aHa cxeMa Tabnuisl t1, Bo6 MoxkeT co3math cBoio Tabnuiy t1 u Gyukims 6ymet paGoTaTs C
TOM U3 HUX, KOTOpPAsi OKAXeTCsS B IIyTH IIOMCKA IEPBOM:

| bob=> CREATE TABLE t1(n numeric);
| CREATE TABLE

| bob=> SELECT foo();

[Ipyro# BO3MOKHEIM BapUaHT — OOBSIBUTH GYHKINIO KaK paboTtaromtyio ¢ nmpaBamu co3pasiiero (SECURITY DEFINER):
alice=> ALTER FUNCTION foo() SECURITY DEFINER;
ALTER FUNCTION

B aToM cnyuae pyHKIus paboTaeT ¢ mpaBaMu CO3LABIIEH ee POJIM, HE3aBUCHUMO OT TOT'0, KTO ee BEI3EIBaeT. 506 ymansier
CBOIO TaOIUIy:

| bob=> DROP TABLE t1;
| DROP TABLE
U nonydaet mocTyn K Tabnuie AIUCH:

| bob=> SELECT foo();



B TakoM ciy4yae, KOHEYHO, HaJ0 BHUMATEJIBHO CJIEOUTH 3a BEIAHHEIMU IpuBmiierusiMu. CKopee Bcero, moTpebyeTcs
oto3Bath npusuneruio EXECUTE y ponu public u BemaBaTh ee sIBHO TOJIBKO HYKHEIM POJISIM.

alice=> REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA alice FROM public;
REVOKE
| bob=> SELECT foo();

| ERROR: permission denied for function foo



o)) PROFESSIONAL

[MpuBUAEernm No ymonyaHum  Posggres

Cnoco0 BbIIdTh N/IM OTO3BdTh ITPUBUJIETHN
I1pHY CO30dHHUHN o0BeKTa

ALTER DEFAULT PRIVILEGES
[ FOR ROLE cnucok_uyesneBbix_posnei ]
[ IN SCHEMA cxema ]
GRANT npusunerun ON Kracc_ob6bekToB TO posib;

ALTER DEFAULT PRIVILEGES
REVOKE npwusuneruu ON Knacc_obbekToB FROM po/ib,;

REVOKE
EXECUTE ON ROUTINES
FROM public
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MOXHO HACTPOUTb ONONHUTENbHbLIE NPUBWUIETUK, BblJaBaeMble UK
0T3bIBaeMble NPy co3aaHnn 06bekTa. [1 3TOro UCMosb3yeTcs KoMaHaa
ALTER DEFAULT PRIVILEGES.

MexaHn3m cpabaTbiBaeT, Korga yesesasi_po/ib (N0 yMOSYaHUI0 — TEKYLLNIA
Nnosib30oBaTesib) Co3[aeT 00bLEKT, NPUHaANeXal i ykazaHHOMY

Knaccy obbekmos (Hanpumep, Tabnuubl Nnn yHKUNMN) B yKa3zaHHOW cxeme
(no ymonuaHuto — B no6on). MpeanoxeHne GRANT roBopuT 0 TOM, YTO Ha
CO3/aHHbli1 06BEKT HAA0 BblAaTb YKasaHHble NPUBUIETNA OJ15 YKa3aHHOM
ponu. NpegnoxeHne REVOKE, Hao60poT, ncrnosb3yeTcs 415 0T3biBa
npuBUNETUN.

[na ponv public mexaHn3M npuBuIeriii No yMon4yaHuio BblgaeT npaso
BbINO/IHEHMA NPKU co3gaHnn nognporpamm. Ytobbl public He nony4van Takoe
npaso, HaAO BblAaTb KOMaHAy

ALTER DEFAULT PRIVILEGES
FOR ROLE ...
REVOKE EXECUTE ON ROUTINES FROM public;

[Mpu atom B npeanoxeHnn FOR ROLE Hago ykasaTb Bce po/su, KOTopble
MOryT co34aTtb nognporpamMmbi.

https://postgrespro.ru/docs/postaresal/13/sql-alterdefaultprivileges




IIpuBMIEruy MO YMOJITIaHHIO

YTto6n! IceBmopob public He mony4yana npaBo Ha BHIIOTHEHNEe HOBHIX QYHKITUYM, TaKOe IIpaBo Ha[o Y Hee 0TO3BaTh.
TIpoBepuM TeKylne HaCTPOUKU:
alice=> \ddp

Default access privileges
Owner | Schema | Type | Access privileges

Tabsnuia BEITISOUT IIyCTOM, HO MBI 3HAEM, YTO 3@ IIYCTHIMU IIOJIIMU CKPHIBAIOTCS 3HAUEHUS 10 YMOJTYaHUI0. Takoe
3HAYeHVe MOXKHO HalTU B HOKYMEHTAIIUU UJIHU IIOTYyYUTh CIIeOYIoIUM 06pa3oM:

alice=> SELECT acldefault('function', 'alice'::regrole);

acldefault

{=X/alice,alice=X/alice}
(1 row)
OTo 3HaYeHUe BK/IIOYaeT IIPaBo BHINIOIHEHHs At public. OT30BeM ero:

alice=> ALTER DEFAULT PRIVILEGES
REVOKE EXECUTE ON ROUTINES FROM public;

ALTER DEFAULT PRIVILEGES
Teneps B «IIPOSIBUBIIEMCSI» I10JIe IIPaBo Ot public oTcyTCTBYeT:
alice=> \ddp

Default access privileges

Owner | Schema | Type | Access privileges
------- L e T R
alice | | function | alice=X/alice

(1 row)

Teneps, korga Anuca OyneT co3gaBaTh HOBble QyHKIINY, 506 He CMOXKEeT UX BHIIONHSTh:

alice=> CREATE FUNCTION bar() RETURNS integer AS $$
SELECT 1;
$$ LANGUAGE sql SECURITY DEFINER;

CREATE FUNCTION
| bob=> SELECT bar();

| ERROR: permission denied for function bar



o)) PROFESSIONAL

[Mpumep 1 Pos{gres

- kolya
create, usage
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MexaHn3Mbl ynpasneHms AocTynom (ponu, atpubyTbl 1 NPUBUNETNN,
a Takxxe cxeMbl) BeCbMa MoK 1 NO3BOJISKOT B pasHbIX Cny4Yasx
opraHunsoBaTb paboTy yA06HbIM 06pa3om. MpuBeaemM HECKO/ILKO NPUMEpPOB.

MprMep NPOCTOro UCMOMb30BaHUS.

CemeH CeMeHOBMY U ero CTyAeHTbl Kons n Bacsa 3aHMMaroTcs HayuHbIMU
NccreaoBaHUSAMM U XPaHAT pe3y/ibTaTbl MU3MEPEHUIA B 6a3e AaHHbIX.

ALQMUHMCTpAaTOpP co3fas Ha dpaky/ibTETCKOM cepBepe B/ kaxaomy 13 HuX
CBOErO0 Nnosib3oBaTens u 0 gHOMMEHHY cxeMy. NyTb noncka OH ocTaBwu/1 No
yMO/14aHuio. pynnosble posn He NCMOJb3YHTCA.

Kaxxaplii nonb3oBaresib SABASETCA Bnagenbuem 06bekToB, KOTOPblE OH
co3faet B cBoei cxeme. Kpome Toro, Konsa n Baca gatot goctyn

K HeKoTopbIM cBonM Tabnuuam CemeHy CemeHOBUYY, YTOObl OH MOT
NMOCMOTPETbL UX pe3y/brarhl.



o)) PROFESSIONAL

[Mpumep 2 Pos{gres

inventory

kladovkin nv
[

e
-

financials

fin
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Bonee cnoxHbii npumep.

Ha BblgeneHHblin cepBep B/, ycTaHOBMEHa cucTtema asToMarmsaunm
npeanpuaTusa. OHa COCTOUT U3 ABYX MoAy/1e — CKNafCcKoro u
JoMHaHCOBOIO.

[nsa kaxaoro n3 moAaynein co3gaHa ceosi cxema (inv ans cknaga u fin gns
domHaHCOB) 1 cBOA rpynnosas posib (inventory ansa cknaga v financials gns
domHaHcoB). 'pynnoBas posib SBNSAETCA BNajenblLeM BCEX 0OBbEKTOB B CBOEWA
cxeme.

B cknaackom otaene pabotatoT KnagoBkuH 1 [JocTaBkMH. 1A Kax[oro
co34aH CBOM MNonb30BaTesb 1 BK/IKOYEH B rpynny inventory.

B dmHaHcoBoM oTgene pabotatoT KonerikuHa n Py6neB. 15 kaxxaoro
co3faH CBOW Nnosb3oBaTtesib U BKAKOYEH B rpynny financials.

[N reHepanbHOro AMpeKkTopa NpeanpuaTsS Ha BCSKWIA criyyali co3aaH
Nosib30BaTeslb, BK/IOUYEHHbI B 06€e rpynnbl, XOTS BPSA /M OH Koraa-nnmoeo
BOCMO/Ib3YETCS CUCTEMOIA.



o)) PROFESSIONAL

[Mpumep 3 Pos{gres

Be0-110/1b30BaTe N

cepsep

fffffffffffffffffffffffffff
NPUIOXKEHNI §
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,,,,,,,,,,,,,,,,,,,,,,,,,,, selectonall tables L
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OueHb YacTo ObIBaeT Tak, UTO ayTeHTUhMKaLns nosb3oBaTesnei
NHpOopPMaLNOHHOM cucTemsbl npoucxogmt He B CYB/1, a Ha cepBepe
NPUNOXEHUN. [LeCTBUTENbHO, eC/IN Y CUCTEMBI ThICAYM MOJIb30BaTEeNEeN U
€CTb BO3MOXHOCTb OHJ/1aliH-perncTpaLmm, HET HUKaKoro CMbicna yrnpaBnaTb
nvun B CYB/.

B 3TOM c/lyyae cepBep NPUIOXKEHNI NOAKIOYAETCS K 6a3e AaHHbIX Nog,
O[IHOli 3apaHee CO3/laHHOW Posblo, a MHOPMALMIO O NoJib3oBaTesne
nepeaaeT Npu HEOGXOANUMOCTM B BUE KAKOTO-TO KOHTEKCTA.

Ho paxe u B aToM cnyyae B CYB/[] HaBepHsika NOHaA00ATCA HECKOIbKO
ponei. Hanpumep, cneunasbHas posb A8 TEXHUYECKON NoaaepXKKu,
COTPYAHUKN KOTOPOI CMOTYT untatb Tabnmubl OCHOBHOIO cepeepa Ans
ObICTPOro peLleHns npobnem.



o)) PROFESSIONAL

Toru Posigres

[TpuBUIeTUM OTIpeZe/ISIOT TIpaBa AOCTYIa Posei K 06beKTam

Posu, aTpulyThl ¥ TIPUBU/IETHH, CXeMbl — THOKUN MeXaHU3M,
TI03BOJISIFOIIMM TT0-pPa3HOMY OpPraHKW30BaTh paboTy

MO>KHO JIETKO pa3peLInThb BCe BCEM
MOYKHO CTPOTO Pa3rpaHUuMTh JIOCTYII, €CJIA 3TO He0OXOAUMO
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o)) PROFESSIONAL

[1pakTnKa Pos{gres

HactpotliTe npuBmieruu Takum o6pa3om, 4ToObl OJHU T10/Tb30BaTeN
VIMeJIY TIO/THBIA I0CTYT K TabnuiiaM, a pyrue MoK TOJIbKO
3ampalnivBaTh, HO He U3MeHSTb HH(POPMaLIUIO.

1.
2.

o

Co3patiTe HOByIO 6a3y laHHBIX U [iBe POJIU: writer U reader.

OT30BuTe y poau public Bce npuBwieruu Ha cxemy public,
BbI/laliTe PO/ writer 0Oe MPUBUIETHH, a PO/H reader — TOJBKO usage.

HacTpoiiTe NpyUBUIErUH 10 YMOTUaHHIO TaK, UYTOOBI posib reader
To/Ty4asia IOCTYIl Ha UTeHue K Tabiuijam, MpuHa/|ieKaliyuM writer
B cxeme public.

Cospaiite nosib3oBatesieid wl B rpyrre writer v rl B rpyme reader.
[Tog mosib30BaTesieM writer co3zaiiTe Tab/uILy.

Yb6enutech, uto rl UMeeT JOCTYM K Tab/UIle TOJTBKO Ha UTEHHE,
a wl rMeeT K Hel MOJIHbIM JAOCTYII, BK/IIOUas yjaaeHue.
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1. ba3a JaHHBIX U POJIH

=> CREATE DATABASE access_privileges;
CREATE DATABASE

=> CREATE USER writer;

CREATE ROLE

=> CREATE USER reader;

CREATE ROLE

2. [IpuBUIerumn

=> \c access_privileges

You are now connected to database "access privileges" as user "student".
=> REVOKE ALL ON SCHEMA public FROM public;

REVOKE

=> GRANT ALL ON SCHEMA public TO writer;

GRANT

=> GRANT USAGE ON SCHEMA public TO reader;

GRANT

3. [IpuBHUIEeruyu Mo yMO/JIYaHUIO

=> ALTER DEFAULT PRIVILEGES

FOR ROLE writer

IN SCHEMA public

GRANT SELECT ON TABLES TO reader;

ALTER DEFAULT PRIVILEGES

4. Tloab30BaTejIn

Iumymas possb:

=> CREATE ROLE wl LOGIN IN ROLE writer;

CREATE ROLE

Kouctpykums IN ROLE cpa3dy ke mobaBisieT HOBYIO POJIb B yKa3aHHY0. TO eCTh TaKasi KOMaHia 9KBUBAJI€HTHA JBYM:
CREATE ROLE wl LOGIN;

GRANT writer TO wl;

Yuraromas posb:

=> CREATE ROLE rl1 LOGIN IN ROLE reader;

CREATE ROLE

5. Taoauma

=> \c - writer
You are now connected to database "access privileges" as user "writer".
=> CREATE TABLE t(n integer);

CREATE TABLE

6. IIpoBepka
Ponb w1l MOXKeT BCTaBNISATh CTPOKU:
=> \c - wl

You are now connected to database "access privileges" as user "wl".



=> INSERT INTO t VALUES (42);

INSERT 0 1

Ponb rl MmoxkeT yuTaTh TabIUIY:

=> \c - rl

You are now connected to database "access privileges" as user "rl".
=> SELECT * FROM t;

n

42
(1 row)

Ho He MOXeT U3MEeHUTh:

=> UPDATE t SET n = n + 1;

ERROR: permission denied for table t

Pons wl MoxkeT ymanuTh TabIuIy:

=> \c - wl

You are now connected to database "access privileges" as user "wl".
=> DROP TABLE t;

DROP TABLE

B PostgreSQL 14 6ymeT mocTymHa IpegHacTpoeHHas poib pg read all data, aBTomaTrdecku maromiast BO3MOKHOCTh
YTEHUS JIIOOBIX OAaHHBIX.



o)) PROFESSIONAL

[1pakTuka+ Pos{gres

1. Cospaiite posb alice. Co3zaiiTe Tabmuiry.
Brizaiite ponu alice mpuBUIeTviO Ha UYTeHUe TaOJTUIbI
Y TIDUBWIETHIO Ha U3MeHEeHHe C TPaBOM Iepejaun.

2. TIpoBepbTe MpaBa AOCTyMa K CO3/jaHHOM Tab/IuIle C TIOMOII[BI0
nipesictaBsieHus table_privileges nH@opMal[iOHHON CXeMBbI.
CpaBHUTe C BbIBOJJOM KOMaH/b1 \dp.

3. IlpoBepsbTe MpaBa [OCTyMa K CO3/jaHHOM Tab/uLie C TOMOLLbI0
¢byukumu has_table_privileges.
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2. ipyrve npeacrtaBneHns HGQopMayMOHHOW CXEMbI:
https://postgrespro.ru/docs/postgresgl/13/information-schema

3. Apyrue cyHKUUKM ANns NPoBEPKN NPUBUNETUIA:
https://postgrespro.ru/docs/postgresqgl/13/functions-info#FUNCTIONS-INFO-
ACCESS-TABLE




1. Ponb, TaduIa ¥ IPpUBHWIET HHA

=> CREATE DATABASE access_privileges;

CREATE DATABASE

=> CREATE USER alice;

CREATE ROLE

=> \c access_privileges

You are now connected to database "access privileges" as user "student".
=> CREATE TABLE test(id integer);

CREATE TABLE

=> GRANT SELECT ON test TO alice;

GRANT

=> GRANT UPDATE ON test TO alice WITH GRANT OPTION;

GRANT

2. [IpuBHUIerud B HHPOPMAITUOHHOM CXeMe

=> SELECT grantee, grantor, privilege_type, is_grantable
FROM information_schema.table_privileges
WHERE table_name = 'test’';

grantee | grantor | privilege type | is grantable
--------- E T T
student | student | INSERT | YES

student | student | SELECT | YES

student | student | UPDATE | YES

student | student | DELETE | YES

student | student | TRUNCATE | YES

student | student | REFERENCES | YES

student | student | TRIGGER | YES

alice | student | SELECT | NO

alice | student | UPDATE | YES

(9 rows)

Komanpa psql moka3swIBaeT Ty ke uH(OpMAaIuio, HO B IPYroM BULE:
=> \dp test

Access privileges
Schema | Name | Type | Access privileges | Column privileges

public | test | table | student=arwdDxt/student+|
| | | alice=rw*/student |
(1 row)

3. ®YHKIIHUHU [IJIsi IPOBEPKH MPUBHIET HH

=> SELECT has_table_privilege('alice', 'test', 'SELECT') AS has_select,
has_table_privilege('alice', 'test', 'UPDATE') AS has_update,
has_table_privilege('alice', 'test', 'DELETE') AS has_delete;

has select | has update | has delete



