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Wcnonb3oBaHne matepuanoB Kypca

HekomMmepueckoe 1cnosib3oBaHne maTepunanios Kypca (npeseHTaLmu,
AeMOHCTpaummn) paspeluaetcs 6e3 orpaHuyeHunii. Kommepueckoe
MCNOJIb30BaHNe BO3MOXHO TO/IbKO C MMCbMEHHOIO paspeLLeHns KoMmnaHum
Postgres Professional. 3anpeuwjaeTcsi BHeCEHME U3MEHEHUI B MaTepuasibl
Kypca.
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OT3bIBbl, 3aMeYaHnst 1 NPeASIOKEHNA HanpaBNANTe No aapecy:
edu@postgrespro.ru

OTKa3 OT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKako OTBETCTBEHHOCTM 3a
N06bIE NOBPexXAeHUA 1 YObITKKX, BK/IOYas NoTepto A40X04a, HAHECEHHbIe
NPSAMbIM UN HENPAMBIM, CleunasibHbIM UK CyYaiHbIM UCMO/Ib30BaHMEM
MaTtepuasnioB kypca. KomnaHus Postgres Professional He npegocTtasnser
Kakux-1mbo rapaHTuii Ha matepuasibl Kypca. MaTtepuasnbl Kypca
NPeaocTaB/STCA HA OCHOBE MPUHLUMNA «KakK eCTb» 1 KoMnaHua Postgres
Professional He 06s3aHa nNpeAoCcTaBNATb COMPOBOXAEHME, NMOALEPXKKY,
06GHOB/IEHNSA, pacLUMPEHNA N U3MEHEHNS.
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Tembl Posigres

YTo Takoe MOJMTUKHU 3alUTHI CTPOK
YcoBusi npyuMeHeHus MOUTUK

HeckonbKo MOMMTHK Ha OfHOM Tabuije
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[TonnTuKa 3aLmTbl CTPOK Pos{gres

OmpegensieT BUANMOCTb U U3MEHSIEMOCTb CTPOK TaOJTHI[bI

npeanuKdaT BbIUMCIIAETCA 018 Kaxcooll CMpOKU C MPpaBaMH BBI3bIBAIOLIET0
K/IMEHTY OOCTYIIHBI TOJ/IBKO T€ CTPOKH, /I KOTOPBIX INpearKdaT NCTUHEH

[Ipepukar ass cyujectByroux cTpok (USING)

ucnonssyetcsi oneparopamu SELECT, UPDATE, DELETE

TIpY HapyLleHUH MOJIMTUKY He BO3HUKaeT olIrbKa
(ecr TOMBKO He COPOLIIEH TTapaMeTp row_security)

[Tpenukat asist HoBbiX cTpok (WITH CHECK)

ncnosb3yetcs oneparopamu INSERT, UPDATE
eC/IM He 3a/1aH, UCII0JIb3yeTCsl MepBbIM MpeuKaT
TIPY HapYIIeHUU TIOJTATUKU BO3HUKaeT OIr0OKa

MonuTnkn 3awwmTtbl CTPOK (row-level security, RLS) no3BonsoT ynpasnidaTb
OOCTYNOM K Tabnuue Ha ypoBHE OTAe/NbHbIX CTPOK. [Jpyroe Ha3BaHue 3Toro
NHcTpyMmeHTa — Fine Grained Access Control.

MoNMTUKN SIBNAKOTCA AONOHUTENbHBIM MEXaHU3MOM: POJb NO-MpeXHemy
[I0/MKHA UMETb [I0CTYN K Tabnuue, NpeaocTaB/eHHbI NPUBUNETNSMM,

Monutnka onpeaensieT BO3MOXHOCTb BbIGOPKM UM U3MEHEHUSA CTPOK
Tabn1uUbl C NOMOLLbIO ABYX NPeAnKaToB (JIOrMYEeCKUX BblpaXKeHWI), KOTopble
BbIYMCNAKTCA AN KaXA0N CTPOKM 3anpoca. Pe3ynbrarbl FOBOPAT O TOM,
MOXET 1N NOSIb30BaTe/lb BUAETb UV MEHATbL CTPOKY.

[MepBblii NpeankKar BblYUCNAETCA A9 Cywecmsyoujux CTPOK U
ncnonbayetcs oneparopamu SELECT, UPDATE, DELETE. Ecnu ans kakou-
TO CTPOKM npegukar He NpUHUMaeT UCTUHHOE 3HayeHue (TO ecTb JaeT /10Xb
nnm NULL), cTpoka He nonagaeT B UTOrOBYHO BbIOOPKY. YNPOLLLEHHO MOXHO
cuuTaTb, YTO NpeanKaT NPocTo «aonucbiBaeTca» K ycnosunwo WHERE —
X0TSl Ha caMOM fAefie BCe 3HaYUTENIbHO C/I0XHee.

Ecnn yctaHoBneHo row_security = off, npy NOXHOM 3Ha4YeHun npeaukara
XOTs1 Obl A4/151 OAHOWN CTPOKM ByAeT 3adomKcnpoBaHa oLnobKa. 310 NoAesHo
MPY N3roTOB/IEHUN NIOTUYECKON pe3epBHOI KONuu, YToObI rapaHTUpoBaTh,
4TO B HEe nonasin Bce CTPOKM Bcex Tabnuu.

Bropoi npegukar onpefensetr BUANMOCTb HOBbIX CTPOK. OH npoBepseTcs
komaHgamu INSERT n UPDATE; npun HapyLleHUn NOSIMTUKA BO3HUKAET
owmobka.

https://postgrespro.ru/docs/postgresql/13/ddI-rowsecurity
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YcnoBusa npuMeHeHns Pos{gres

[ToMTHKa puMeHseTCs

K Ta6JII/IL[e, AJId KOTOpOﬁ BKJ/IFOUE€HA 3dl11Ta

J/1s1 yKa3aHHBIX pOJied U /1Jisl yKa3aHHbIX OMepaTopoB
(SELECT, INSERT, UPDATE, DELETE)

ITonuTtHuka He IMMpuMeHdeTcd

TIpY TIPOBEpKe OTrpaHMUUeHU 11e/I0CTHOCTH
IJIs1 CyTIepTIoib30BaTe el u poseii ¢ arpubyrom BYPASSRLS
JUTs Bl leniblia (ec/ii He BK/TFOUUTD TIPUHYAUTETBHO)

YT0ObI NOUTYKN 3aLLMThI CTPOK Havya/in paboTaTb, HYXXHO SIBHO BK/IOUNTb
3TOT MexaHu3M A5 Kaxkaol Tabnmupl.

Mpwn co3gaHnn NONTUKM MOXHO Takxke 3afatb, A1 Kakux poneit oHa byaet
pabotarb (N0 ymonyaHuio — A1 BCeX) U A1 Kakux oneparopos
(No ymonyaHuio — T1akxe A5 BCex).

[MONNTUKM HE NPUMEHSAOTCA NPU NPOBEpPKe orpaHn4YeHnin LeNoCTHOCTN —
He3aBNCUMMO OT HACTPOEHHbIX NoNnTUK CYB/[ rapaHTupyeT Le/ioCTHOCTb
OaHHbIX.

MoNNMTUKN HEe NPUMEHAIDTCA A/15 cynepnosib3oBartesnient (415 HUX, Kak
00bIYHO, HMKaKMe NPOBEPKM 6e30MacHOCTUN He BbINOHAKTCA) U ANA ponei
c atpnoéytom BYPASSRLS.

[ns Bnagensua Tabnmubl NOAUTHKA HE paboTatoT Mo YMOMYaHMIO, HO
cneunanbHol KOMaHA0 MOXHO BKKOUUTL 3alLMTy 1 4119 Bragenbua.



IIpuMep MOJIMTHKH 3allIUTHI CTPOK

=> CREATE DATABASE access_rls;

CREATE DATABASE

=> \c access_rls

You are now connected to database "access rls" as user "student".
Anuca u Bo6 paGoTaioT B Pa3HBIX OTHAEJIaX OOHOM KOMITAHUH.

student=# CREATE ROLE alice LOGIN;

CREATE ROLE

student=# CREATE ROLE bob LOGIN;

CREATE ROLE

student=# CREATE TABLE users_depts(
login text,
department text

)i

CREATE TABLE
student=# INSERT INTO users_depts VALUES ('alice','PR'), ('bob','Sales');
INSERT 0 2

Onu 06palamTcs K OOHON Tabnuile, comepkaiiei nudopmaliuio 060 Bcex oTaenax. Ilpu aToMm u Anuca, u 5006 mOMXKHEL
BUETH JaHHLIE TOJIBKO CBOEr0 OTHeNa.

student=# CREATE TABLE revenue(
department text,
amount numeric(10,2)

)i

CREATE TABLE

student=# INSERT INTO revenue SELECT 'PR', -random()* 100.00 FROM generate_series(1,100000);
INSERT 0 100000

student=# INSERT INTO revenue SELECT 'Sales', random()*1000.00 FROM generate_series(1,10000);
INSERT 0 10000

OnpenenuM COOTBETCTBYIOIIYIO IIOJIUTUKY U BKIIIOYUM €e€:

student=# CREATE POLICY departments ON revenue
USING (department = (SELECT department FROM users_depts WHERE login = current_user));

CREATE POLICY

student=# ALTER TABLE revenue ENABLE ROW LEVEL SECURITY;

ALTER TABLE

U HyxkHO BEIOATh Anuce u BoGy mpusuneruu:

student=# GRANT SELECT ON users_depts, revenue TO alice, bob;

GRANT

Cymnepnosnb3oBaTeslb (OH Ke Bafesiell B JaHHOM CiIydae) BUAUT BCe CTPOKU He3aBUCHUMO OT ITOJUTUKHU:

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
............ e e e e e oo oo oo
PR | -4981473.72
Sales | 4953157.47
(2 rows)

A uTo yBUnaT Anuca u 506?
student=# \c - alice

You are now connected to database "access rls" as user "alice".



alice=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Femm e -
PR | -4981473.72
(1 row)

| => \c access_rls bob
| You are now connected to database "access rls" as user "bob".
| bob=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department
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HecKo/1IbKO NOTUTUK Posigres

PEBPEH_II/ITEIIBHBIE IMOJINTUKN

BUAUMOCTD OOJ/DKHA IIPpE€A0CTABUTL XOTA OBl O/iHd pa3peniuTe/ibHadA MO/JIMTUKA

€CJ/IM He oripe/ie/ieHa HU O/iHd IMOJ/IMTUKA, CTPOKA HE BUAWMA

OFpaHHqHTEHBHbIe IMOJIMTUKN

BHUAWMMOCTBE AO/DKHBI ITPeAOCTaBHUTh BCe OrpaHUYMUTE/IbHBIE ITOJIMTUKH,
€CJ/IM OHH oripene/ieHbl

Ha ogHoli Tabnuie MOXHO onpeaennTb HECKO/IbKO NosnTKK. B aTom cnyyae
6YayT YUNTbIBATLCS BCE NPeAnKaThl.

Mo ymMON4aHuIO co3[arTca paspewumesibHbie (permissive) NonuTUKN.
UToObl CTpOKa 6blna AoCTynHa, AOCTAaTOUYHO, YTOObl XO0ms 6bI OOUH N3
NpeanKaToB 3TUX NOIMTUK OblST UCTUHEH.

Ho ecnu Ha Tabnuue BKIOYeHa 3almTa CTPOK, U NpU 3TOM He onpeaeneHo
HW OJIHOW pa3peLUnTenbHON NONUTUKK, He ByAeT AOCTYMHA HM OflHa CTpOoKa.

JonoMHNTENBHO MOXHO Co34aTb U 02paHudume/ibHble (restricted)
NOMIUTUKN. ECNN OHK 3aaHbl, TO BCE UX NpeanKaTbl O/MKHbI OblTb UCTUHHBI.

NHbIMK cnoBamu, ecnu onpeaesneHbl TOMTbKO paspeLlmnTeibHbIe MOMUTUKN
c npeavkaramu P,...,P, TO A/1A KaXa0i CTPOKN BbIYNCIAETCA BblpaXeHue

P,OR..ORP,.

A ecnu K ToMy e onpeferneHbl orpaHnunTeNbHbIE MOMUTUKK C NpeaukaTaMm
R,,..., R,,, TO NA KaX40i CTPOKU ByeT BbIUUCIATLCA BblpadKeHne

(P,OR...ORP,) AND R, AND ... ANDR,.

To ecTb A0OCTYN A0/MKHbI NPeAOoCTaBUTbL Xoms 6bl 00Ha paspeluumesibHas u
BCE 02PaHUYUMesIbHbIE NONUTUKM.



HecKOJIBKO MOJIUTHK

PaspemumM teneps o6y 0o6aBisiTh CTPOKYU B TAOIMIly, HO TOJIBKO [JIsI CBOETO OTHesla U TOJIBKO B Iipefenax 100 py6reii:

e mepBoe TpeboBaHUe OyoeT BHIIOJIHEHO aBTOMAaTUYeCKY (eMUHCTBEHHLIN IPEeIUKaAT paboTaeT U OJIst CYIIeCTBYIOMINX, U
IJIS1 HOBEIX CTPOK);
e [IJIsT BTOPOTO CO34afuM HOBYIO OTPAHUUYHUTENIbHYIO IIOTIUTHKY.

alice=> \c - student
You are now connected to database "access rls" as user "student".

student=# CREATE POLICY amount ON revenue AS RESTRICTIVE
USING (true) -- BUAOHbI BCe CylWecTByWwUMUe CTPOKH
WITH CHECK (abs(amount) <= 100.00); -- HOBble CTPOKM [OOJIXHbl YAOBNETBOPATh

CREATE POLICY

student=# GRANT INSERT ON revenue TO bob;

GRANT

TIpoBepum:

| bob=> INSERT INTO revenue VALUES ('Sales', 42.00);

| INSERT 0 1

| bob=> INSERT INTO revenue VALUES ('PR', 42.00);

| ERROR: new row violates row-level security policy for table "revenue"
| bob=> INSERT INTO revenue VALUES ('Sales', 1000.00);

| ERROR: new row violates row-level security policy "amount" for table "revenue"

TTonuTukY, CO3maHHLIE OIS TAOIUITEL, TOKA3kBalOT KoMaHaH psql \d (onmucanue o6bekTa) u \dp (ommcaHme IPUBUIIETHH),
HalpuMmep:

student=# \d revenue

Table "public.revenue"

Column | Type | Collation | Nullable | Default
------------ R e S e et e
department | text | | |
amount | numeric(10,2) | |
Policies:

POLICY "amount" AS RESTRICTIVE
USING (true)
WITH CHECK ((abs(amount) <= 100.00))
POLICY "departments"
USING ((department = ( SELECT users depts.department
FROM users_depts
WHERE (users depts.login = CURRENT USER))))

9Ty nHGOPMaUN0 MOXKHO IIOJIYYHUTh U U3 IPEACTaBiIeHus pg policies cucTeMHOro Karasora.
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Toru Posigres

[TpuBU/IeTUM YTIPAB/SIOT JOCTYIIOM K TabsuijaM U cTonbiam,
TIOJIUTHKU 3allUThI CTPOK — K CTPOKaM

[TonMMTUKY HaCTpPaMBarOTCS Tpolije U paboTtaroT 3 deKTrBHEee,
yeM peasi3aliysi C MOMOIIbIO MPeJCTaB/IeHU U TPUTTEPOB



[1pakTnKa POQSFE%

1. TIpogomxasi mpUMep M3 IeMOHCTpal1K, CO3/laliTe POJib IS
Yapsu v Ha3HaubTe eMy 08d OT/ie/la B Tab/iuile TI0/Tb30BaTe/ei.

2. Ormpenenvte MOJUTUKY 3alUThI CTPOK TaKUM 00pa3oM, UTOObI:

- PO/IY BUJIe/I CTPOKU TOJIBKO TeX OTZeJIOB, C KOTOPbIMY CBSI3aHBbl;
- PO/, CBsI3aHHbBIE C OFHWUM OT/IeJIOM, MOTJIU [J00aB/ISITh CTPOKH C CYMMOI
B ripefeniax 100 py6siei;
- PONH, CBsI3aHHbIE C HECKOJIBKUMU OTZe/laMH, MOTJIU J00aB/ISITh CTPOKU
¢ mobo¥ cyMMOiA.

3. TIpoBepbTe KOPPEKTHOCTh HACTPOEHHBIX MOJIUTHK.

OrneHUTe HaK/aJHble pacXo/bl Ha MOJUTUKM 3allUThI CTPOK,
BBITIOJTHYB OZIMH U TOT JKe 3alpoC OT UMeHHU 0ObIUHON
Y CyIIepII0/Ib30BaTe/IbCKOU POJIeN.



1. Posiu ¥ Ta0/IHMLIbBI

=> CREATE DATABASE access_rls;

CREATE DATABASE

=> \c access_rls

You are now connected to database "access rls" as user "student".
student=# CREATE ROLE alice LOGIN;

CREATE ROLE

student=# CREATE ROLE bob LOGIN;

CREATE ROLE

student=# CREATE ROLE charlie LOGIN;

CREATE ROLE

student=# CREATE TABLE users_depts(
login text,
department text

)i

CREATE TABLE

student=# INSERT INTO users_depts VALUES
('alice', 'PR'),
('bob', '‘Sales'),
('charlie', 'PR'),
('charlie', 'Sales');

INSERT 0 4

student=# CREATE TABLE revenue(
department text,
amount numeric(10,2)

)5

CREATE TABLE

student=# INSERT INTO revenue SELECT 'PR', -random()* 100.00 FROM generate_series(1,100000);
INSERT 0 100000

student=# INSERT INTO revenue SELECT 'Sales', random()*1000.00 FROM generate_series(1,10000);

INSERT 0 10000

2. ITIOJINTHKH U IPUBWIETHH

student=# CREATE POLICY departments ON revenue
USING (department IN (SELECT department FROM users_depts WHERE login = current_user));

CREATE POLICY

student=# CREATE POLICY amount ON revenue AS RESTRICTIVE
USING (true)
WITH CHECK (
(SELECT count(*) FROM users_depts WHERE login = current_user) > 1
OR abs(amount) <= 100.00
);

CREATE POLICY

student=# ALTER TABLE revenue ENABLE ROW LEVEL SECURITY;

ALTER TABLE

student=# GRANT SELECT ON users_depts TO alice, bob, charlie;
GRANT

student=# GRANT SELECT, INSERT ON revenue TO alice, bob, charlie;

GRANT

3. IIpoBepka



Anuca:
student=# \c - alice
You are now connected to database "access rls" as user "alice".

alice=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ e e e e e e oo oo
PR | -5011252.61
(1 row)

alice=> INSERT INTO revenue VALUES ('PR', 100.00);

INSERT 0 1

alice=> INSERT INTO revenue VALUES ('PR', 101.00);

ERROR: new row violates row-level security policy "amount" for table "revenue"
Bo6:

alice=> \c - bob

You are now connected to database "access rls" as user "bob".

bob=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ L —_—
Sales | 5006928.90
(1 row)

bob=> INSERT INTO revenue VALUES ('Sales', 100.00);

INSERT 0 1

bob=> INSERT INTO revenue VALUES ('Sales', 101.00);

ERROR: new row violates row-level security policy "amount" for table "revenue"
Yapnu:

bob=> \c - charlie

You are now connected to database "access rls" as user "charlie".

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Femm e -
PR | -5011152.61
Sales | 5007028.90
(2 rows)

charlie=> INSERT INTO revenue VALUES ('PR', 1000.00);
INSERT 0 1
charlie=> INSERT INTO revenue VALUES ('Sales', 1000.00);

INSERT 0 1

4. HakjnagHbIe€ pacxogbl

BEITIOJTHUM 3aIpOC HECKOJIBKO Pa3, YTOOBI OLIEHUTh CpefHee 3HaYeHNe BPEMEHHU BHITIOTHEHHUS.
charlie=> \timing on

Timing is on.

CHayana ot uMmeHu charlie:

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;



department | sum

____________ e e e e e oo oo
PR | -5010152.61
Sales | 5008028.90
(2 rows)

Time: 48,190 ms

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ L
PR | -5010152.61
Sales | 5008028.90
(2 rows)

Time: 49,550 ms

charlie=> SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ e e e e e e oo oo
PR | -5010152.61
Sales | 560086028.90
(2 rows)

Time: 45,094 ms

A Tenepb OT UMEHHU BJlafeJiblla TaGHI/ILUaI, Ha KOTOPOT'O II0 YMOJIYAaHUIO IIOJINTUKHU HE JZ[efICTByIOT:
charlie=> \c - student

You are now connected to database "access rls" as user "student".

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Fomm e e e e e e e e
PR | -5010152.61
Sales | 56008028.90
(2 rows)

Time: 32,908 ms

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
............ Fmmm e e e -
PR | -5010152.61
Sales | 5008028.90
(2 rows)

Time: 31,504 ms

student=# SELECT department, sum(amount) FROM revenue GROUP BY department;

department | sum
____________ Femm e -
PR | -5010152.61
Sales | 5008028.90
(2 rows)

Time: 31,903 ms

B mamHOM KOHKpETHOM CJIy4dae HaKJIaJHble PACXOObl HEe NPAaMaTHUYHEI, XOTs1 U BIIOJIHE OIIyTUMEIL.



