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o)) PROFESSIONAL

Ponwn Posygres

Ponb — monb3oBatens CYB/I

Ponb He cBsizaHa c rosib3oBatesiem OC

XOT$1 MHOTHe TTPOrpaMMbl MCTIO0/b3YIOT UMs Nojib3oBarens OC
KaK UMs1 POJIU TI0 YMO/TYaHUIO

Posnb oripe/ienisieTcst Ha YpOBHe KjacTepa

B nepsom npubnmxeHun ponb — 3710 nonb3oBartens CYB/A. (Ponb Takke
MOXET BbICTyNnaTb B Ka4eCcTBe rpynrbl Nosib3oBartesiei, 0 YeM roBOpUTCA
fanblue B 3TON Teme.)

Ponn HUKakK He cBsi3aHbl C UMeHaMu nonb3oBaTenein OC, XxoTa cTaHAApPTHbIE
nporpamMmmsbl 3TO NpegnosiaratoT, BbioMpas 3HaY4eHMs1 M0 YMOJTHaHMIO.
Hanpumep, ecnn npu 3anycke psql He ykasaTb UMSA pO/an, Ha ero MecTto
oyget noacrasneHo nms nosnb3osarens OC.

Ponun aBngoTca o6wumMmn o6bekTamm knactepa. Hanpumep, ogHa porsib
MOXET MOAK/HYATLCA K pasHbiM 6a3aM aHHbIX 1 ObITb BajesbLem
00bEKTOB B pa3Hbix B/.

https://postgrespro.ru/docs/postgresql/13/database-roles




ATPUOYTHI po&%a?z;g

ATpuOyTHI OTIpe/ie/isioT CBOWCTBA POH
CREATE ROLE posib [WITH] atpubyt [aTpmnbyT ...]

LOGIN BO3MO)XHOCTb TIOJK/TFOUeHUS
SUPERUSER CyTiepIi0/ib30BaTeslb

CREATEDB BO3MO)KHOCTh CO3/IaBaTh 0a3bl JAHHBIX
CREATEROLE BO3MOXHOCTb CO3/jaBaThb POJIU
REPLICATION VICITI0/Ib30BaHye NIPOTOKOJIA PervIvKaLiu
U Jipyrue

Ponb o6nanaet HEKOTOPbIMU aTpudyTamu, onpeaenarwumm ee obme
0COOEeHHOCTN 1 NpaBa (He cBA3aHHbIe C npaBamMu JOCTyna K o6bektam).

O6bI4HO aTpnbyThl MMEIOT ABa BapunaHTa, Hanpumep, CREATEDB (paet
npasBo Ha co3gaHve b/1) 1 NOCREATEDB (He gaet Takoro npasa). Kak
npasnio, Mo YMO/IYaHUIO BbIGMpaeTca orpaHuymBaroLLmMii BapuaHT.

B Tabnuue nepeuncneHol iMib HEKOTOPble U3 aTpubyToB. ATPUOBYTHI
INHERIT n BYPASSRLS paccmaTtpuBaeTca gasiblle B 3TOM MOAy/e.

https://postgrespro.ru/docs/postgresqgl/13/role-attributes
https://postgrespro.ru/docs/postgresql/13/sql-createrole




Poiu ¥ aTpHOYTHI

B aToM mopnyie npuriamesue 6yneT MoKa3elBaTh UMs POJIH, OT KOTOPOH BBHIIIOJIHSIETCS KOMaHa.
student=# CREATE DATABASE access_roles;

CREATE DATABASE

student=# \c access_roles

You are now connected to database "access roles" as user "student".

Co3panuM poib Ojisi ANUCH:

student=# CREATE ROLE alice LOGIN CREATEROLE;

CREATE ROLE

Arnuca uMeeT BO3MOKHOCTS nogkiouenus (atpubyr LOGIN) u co3panus gpyrux poneit (CREATEROLE).
TIpoBepuM 3T0:

student=# \c - alice

You are now connected to database "access roles" as user "alice".

alice=> CREATE ROLE bob LOGIN;

CREATE ROLE

[efCTBUTENBHO, TIOJIyYUIIOCh ¥ IOAK/IIOYUTECS, U CO3[aTh II0JIb30BaTeNs A Boba.

A BoT B0G He CMOXKET CO3[aTh APYTYIO POJIb:

student$ psql -U bob -d access_roles

‘ bob=> CREATE ROLE charlie LOGIN;

| ERROR: permission denied to create role
TTocMOTpETH POJIM, UMEIOIIHeCs B KJIaCTepe, MOXKHO TaK:
alice=> \du

List of roles

Role name | Attributes | Member of
___________ e e e e e e e e
alice | Create role | {3}
bob | | {}
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}
student | Superuser, Create role, Create DB, Replication, Bypass RLS | {}

KpoMme TonbKO 4TO co3maHHEIX posiei alice u bob ecTs eme aBe ponu. OHKM UMEIOT IIpaBa CyIepIoIb30BaTeNIs:

® postgres — cyneprnonas30BaTeslb, CO3TAHHBIN IPU HHUIMANIN3AINH KJIaCTePa;
e student — pomnb co3gaHa crenuanbHO AJIS Lefled Kypca. braromapst eif MBI MOKeM He yKa3bIBaTh IlapaMeTphl TOAKIII0YeHNs IIPU 3anycke psql.

CyIecTByIOIIHE POJIX MOXKHO U3MeHsATh. Hanpumep, Anuca MoxeT oto6pats y Boba npaBo Bxoga:
alice=> ALTER ROLE bob NOLOGIN;

ALTER ROLE

Tenepb Bo6 HE CMOXKET IMOAKITIOYUTHCS:

| bob=> \c - bob

\connect: connection to server on socket "/var/run/postgresql/.s.PGSQL.5432" failed: FATAL: role "bob" is not permitted to log in

Ay cebs camoii Anuca ot6epetr CREATEROLE:
alice=> ALTER ROLE alice NOCREATEROLE;
ALTER ROLE

Takue napel, kak LOGIN-NOLOGIN unu CREATEROLE-NOCREATEROLE, ecTb u y OpyTUX aTpubyToB.



o)) PROFESSIONAL

[pynnoBble ponu Posggres

Bxrouenue POJIA B I'PYIIITY
student=> GRANT dba TO alice; dba

VcknroueHyie posiyu U3 CPYIIIIEI
student=> REVOKE dba FROM alice;

[IpaBo yrpaB/ieHHs yuaCTHeM B IPYNIIOBOU POJIA

mo6asi posib MOXKeT BKJIFOUNTD JIPYTYIO POJIb B camy ce0st
posib ¢ arpulyTomM SUPERUSER — /00y POJIb B TOOYHO APYTYIO

po/b ¢ aTpubyToM CREATEROLE — /F00YyT0 pOoJib B JIF00YI0, KpOoMe
CyTIepII0/Ib30BaTe/IbCKOH

Posib MOXET ObITb BK/IHOYEHA B APYryo posib NOAOGHO TOMY, Kak
nosib3oBatesib Unix MOXeT 6bITb BK/IKOUEH B rpynmny.

PostgreSQL He agenaeT pasnnunini Mexay ponsiMv-nosib3oBartesisiMmn n
ponamu-rpynnamu. Noatomy no6as posib MOXET ObITb BK/HOUYEHA B 1106y
Apyryto. Npy 3TOM BO3MOXHO NOSAAB/IEHME LIeNOYEK BK/THOUYEHWUIA (HO LMK/bI HE
AonyckarTcs).

CmbICN Takoro BK/IHOYEHNA COCTOUT B TOM, YTO AJ15 PO/IN CTAHOBATCSA
[OCTYMHbI aTPUBYThI (M NPUBUIETMK, O KOTOPbLIX NONAET peyb AabLue),
KOTOpbIMK 06naZaeT rpynnosas posib. BkaoyeHue BbINosIHAETCA KOMaHA0M
GRANT: BO3MOXHOCTU rpynmnoBOi posin npedocmae/isstomcsi Apyrou posnu.

Ba)kHO, OT MeHM Kakon ponn BbinosnHsetTcs komaHga GRANT. NMpaBom Ha
BK/TIOYEHNE N UCK/TIYEHME APYTnX posieid B aHHY ponb 061afator:

- cama aTa po/ib;
- ponv ¢ atpnoytom SUPERUSER,;

- ponin ¢ atpnoytom CREATEROLE (ecnu gaHHast posib — He ABNSeTCS
Cynepnosib30BaTeIbCKoNn).

UT06bI BOCMO/1b30BaTLCA NpaBamMu, KOTOpbIe AatoT aTpubyThbl rpynnoBoi
ponn, Heo6XxoANMO NepPEKNUNTLCA B Hee komaHao SET ROLE.

https://postgrespro.ru/docs/postgresql/13/role-membership



I'pynnosele poiau

Anuca otobpana y ce6s atpubyt CREATEROLE u Temeph HE MOXKET HU CO3[aBaTh HOBEIE POJIM, HU U3MEHSTh aTPUOYTHL CYIIIECTBYIOUINX:
alice=> ALTER ROLE bob LOGIN;
ERROR: permission denied

YToOH HafeIUuTh AJTIHCY CylIepPBO3MOXKHOCTSIMY, BKIIIOUUM €€ B CyIepIIoJIb30BaTeNIbCKy0 Poib student. Takyio KOMaHAy MOZKHO BHIITOJIHUTH
WJIU TIOf CaMo¥ pobio student, UiH of APYroi CyIeproib30BaTeIbCKOM POJIbIO:

alice=> \c - postgres

You are now connected to database "access roles" as user "postgres".
postgres=# GRANT student TO alice;

GRANT ROLE

postgres=# \du

List of roles

Role name | Attributes | Member of
___________ U S
alice | | {student}
bob | Cannot login | {}
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}
student | Superuser, Create role, Create DB, Replication, Bypass RLS | {}

O6partuTte BHEMaHue, 4To aTpubyT LOGIN B BEIBofe KoMaHe \du He oToGpazkaeTcs B CIUCKe aTpuOyToB. Ho oToOpakaeTcs ero
OTCyTCTBHE.

A 4TOGHI Aniica He 3710yIIOTpe6IIsia MOJIHOMOYUSIMH, CHlejlaeM Tak, YTOOH BCe ee KOMaH/bI IToNafasny B KypHasl CooOIeHu . [IJIs1 5TOr0 MBI
HCIIOJIB3Y€EM ellle ONWH BapHUAHT YCTAHOBKYM KOHGUTYPaLMOHHEIX IIapaMeTPOB — 3HAYEHHUE IIPUCBAUBAETCs IlapaMeTpPy NPHU MOAKITIOYEHUN
TI0JIb30BATENIS K CEPBEPY:

postgres=# ALTER ROLE alice SET log_min_duration_statement=0;

ALTER ROLE

MoO3KHO OTPAHUYUTH AEUCTBUE U KOHKPETHOU 6a30ii JaHHBIX:

postgres=# ALTER ROLE alice RESET log_min_duration_statement;

ALTER ROLE

postgres=# ALTER ROLE alice IN DATABASE access_roles SET log_min_duration_statement=0;
ALTER ROLE

Arnuca He IIOJIy4aeT BO3MOKHOCTH T'PYIIIOBOH POJIM aBTOMaTH4YeCcKu. OHa MOKET UMH BOCIIOJIb30BAThCSI, TOJIBKO €CJIN IEPEKIIIOYUTCS Ha 9Ty
poJib:

postgres=# \c - alice

You are now connected to database "access roles" as user "alice".
alice=> SET ROLE student;

SET

alice=> ALTER ROLE bob LOGIN;

ALTER ROLE

910 HanoMuHaeT KoMaHAy su B OC Unix.

YToObI MOHSATH, KEM SBJIIETCS II0JIb30BaTENIb HA CaMOM fiejie, ¥ Ha KaKyIo POJIb OH NEPEKITIOUNIICS, eCTh QYHKINU:
alice=> SELECT session_user, current_user;

session user | current user

BepHeMcs K IpexKHENH POJIH:

alice=> RESET ROLE;

RESET

alice=> SELECT session_user, current_user;

session user | current user



nu IIPOBEPUM, YTO KOMaHMEI IIOIIAJIA B 2KypPHAaJl COOOILIEHU:

student$ tail

2022-11-30 18:
2022-11-30 18:
2022-11-30 18:
2022-11-30 18:
2022-11-30 18:

5 /var/log/postgresql/postgresql-13-main.log

:122.130 MSK
122.156 MSK
:122.189 MSK
122.240 MSK
122.266 MSK

[17333]
[17333]
[17333]
[17333]
[17333]

alice@access roles
alice@access roles
alice@access roles
alice@access _roles
alice@access roles

LOG:
LOG:
LOG:
LOG:
LOG:

duration:
duration:
duration:
duration:
duration:

0.139
2.241
0.144
0.074
0.084

statement:
statement:
statement:
statement:
statement:

SET ROLE student;

ALTER ROLE bob LOGIN;

SELECT session user, current user;
RESET ROLE;

SELECT session user, current user;
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Bnagensupbl Pos{gres

Bnagener; o6beKTa

pOJib, CO3/1aBIasi OOBEKT
(a Tak>Ke po/M, BK/TFOUEHHBIE B Hee)

MOXXET OBbITh U3MEHEH KOMaHjoi ALTER ... OWNER TO posib

Korpa posnb co3gaeT B 6a3e AaHHbIX Kakne-imb6o 06bEeKTbl, OHA CTAHOBUTCS
nx gnadesibyem. Ha camom aene BnagenblamMn cUMTaloTCa Takke 1 ponu,
BK/IIOUYEHHbIE B CO3/aBLLYI0 O6LEKT POSib.

[Mpn HeobxoaMMOCTK Briagesrbla 06bekta MOXHO CMEHUTb. [1na 3Toro
ncnonbsyercs komaHga ALTER 4151 COOTBETCTBYHOLLETO 06beKTa
¢ npegnoxeHnem OWNER TO.

MoHATMe Bnagenbua 6ynet 0CoO6eHHO BaXXKHO A1 Criefytowein TeMbl 3TOro
MoAYy/1s — NPUBUNETNNA.



Biagenbnbl

Korma Anuca co3maeT Kakoi-n1ubo oObeKT B 6a3e HaHHBIX, OHa CTAHOBUTCS €ro BiafesIblieM.
alice=> CREATE TABLE test(id integer);

CREATE TABLE

Kak B aToM y6enuthcsa? Brnagener ykasaH B cToJIOLe owner:

alice=> \dt test

List of relations

Schema | Name | Type | Owner
-------- B T LR
public | test | table | alice
(1 row)

Voanenue ponen

yJIaJ'II/ITb POJIb MOXKHO, €CJIH HET 06'beKTOB, KOTOPBEIMH OHa BjIafeeT.

alice=> \c - student

You are now connected to database "access roles" as user "student".
student=# DROP ROLE alice;

ERROR: role "alice" cannot be dropped because some objects depend on it
DETAIL: owner of table test

YToOB! yOanuTh POIb ANHCEH], MOXKHO IlepefaTh ee 00bEeKTH OPYTO¥ POIu:
student=# REASSIGN OWNED BY alice TO bob;

REASSIGN OWNED

student=# \dt test

List of relations

Schema | Name | Type | Owner
-------- B T LR
public | test | table | bob
(1 row)

student=# DROP ROLE alice;

DROP ROLE

[Ipyro#l BapuaHT — yIalUTh OOBEKTHI, IPHUHAAJIeXKAlue POIu:
student=# DROP OWNED BY bob;

DROP OWNED

student=# DROP ROLE bob;

DROP ROLE

Hapno TonmbKO UMeTh B BUIY, UTO POJIb MOXKET BllafeTh 00beKTaMU B Pa3HEIX 6a3axX HaHHBIX.
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Toru Posigres

Ponmu 06beiVHAIOT KOHLIETIL[UY T10/Tb30BaTesieid U rpyTi
ATpuOyTHI OTIpe/ie/isitoT CBOMCTBA posieit
Posiu MOYKHO BK/TFOUATh JIPYT B ApyTa

Y Kaxxzioro o6beKTa 6a3bl JaHHBIX €CTh POJTb-BIIa/[eler]

10



o)) PROFESSIONAL

[1pakTnKa Pos{gres

1. Cospaiite posb creator 6e3 rpaBa BXofia B CHCTEMY,
HO C TIpaBOM CO3/jaHusl 6a3 JaHHBIX U POJeH.

Co3patiTe rosib30Baresst weak ¢ mpaBoM BX0/la B CUCTEMY.
2. Ybenutech, uTo weak He MOXKeT co3/1aTh 0a3y JaHHBIX.

3. BxounTe nonb3oBaresns weak B rpymmy creator.
Co3paiiTe HOBYIO 6a3y JaHHBIX T10[ TT0JIb30BaTe/ieM weak.

11



1. Co3manue poieH

student=# CREATE ROLE creator WITH CREATEDB CREATEROLE;
CREATE ROLE
student=# CREATE ROLE weak WITH LOGIN;

CREATE ROLE

2. I[IpoBepKa BO3MOKHOCTH co3maHusi Bl

student=# \c - weak
You are now connected to database "student" as user "weak".
weak=> CREATE DATABASE access_roles;

ERROR: permission denied to create database

3. BkiIlo4eHue B rpynmny

weak=> \c - student

You are now connected to database "student" as user "student".
student=# GRANT creator TO weak;

GRANT ROLE

student=# \c - weak

You are now connected to database "student" as user "weak".
weak=> SET ROLE creator;

SET

weak=> CREATE DATABASE access_roles;

CREATE DATABASE



[1pakTuka+ POQSFEE

1. Co3paiite posu alice 1 bob ¢ mpaBoM Bxozia B cUCTeMy.
Cospaiite Tabuily mof, posibto alice.

2. Cpenaiite HeoOXOAMMbIe HACTPOMKH TaK, UTOOLI 00 pOoIv MOT/TH
W3MEHSITh CTPYKTYPY Tab/uIlbl (HarpyuMep, 100aB/IsTh CTOIOIBI
komaH0ii ALTER TABLE).

12

3. I3MeHsATb CTPYKTYPY MOTYT TO/IbKO BNnagensubl Tabnuubl. HyXHo caenartb
Tak, YToObI BNagenbuem Tabnuubl 6bl1a He ToNbKo Annca, Ho 1 bob.



1. Poau 1 Ta0nuua

student=# CREATE ROLE alice WITH LOGIN;

CREATE ROLE

student=# CREATE ROLE bob WITH LOGIN;

CREATE ROLE

student=# \c access_roles alice

You are now connected to database "access roles" as user "alice".
alice=> CREATE TABLE test (id integer);

CREATE TABLE

2. JodaBjIeHHe BIagebIlia TaOIHIIbI

Y0651 506 MOT U3MEHSATH CTPYKTYPY TaOJINIEI, OH [OJKEH CTaTh ee BlafesbleM. 1 3TOro MOXKHO BKJIIOYUTH POJIb bob B
pous alice. Takyro KOMaHAy MOZKeT BBIIIOJIHUTD ATuca:

alice=> GRANT alice TO bob;
GRANT ROLE
alice=> \du alice|bob

List of roles
Role name | Attributes | Member of

bob | | {alice}

Teneps Bo6 MozxkeT 7o6aBUTH CTONGEI:

alice=> \c - bob

You are now connected to database "access roles" as user "bob".
bob=> ALTER TABLE test ADD description text;

ALTER TABLE

W maxe yganutk Tabnuiy:

bob=> DROP TABLE test;

DROP TABLE



