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AeMOHCcTpaumn) paspellaetcs 6e3 orpaHuyeHnin. Kommepueckoe
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OTKa3 OT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeceT HMKako OTBETCTBEHHOCTM 3a
N06bIE NOBPeXAeHUs 1 YObITKKU, BK/I0Yas NoTepro A4oXo4a, HAHECEHHbIe
NPSAMbIM UN HENPAMbBIM, CleunasibHbIM UK ClyvyaiHbIM UCMNOIb30BaHUEM
MaTtepuasnioB kKypca. KomnaHus Postgres Professional He npegocTtaBnser
Kakux-nmbo rapaHTuii Ha martepuasibl Kypca. MaTtepuasbl Kypca
NpeaocTaB/ISOTCA HA OCHOBE MPUHLMNA «KaK eCTb» 1 KoMnaHus Postgres
Professional He 06a3aHa NpeaoCcTaBNATb COMPOBOXAEHME, MOALEPXKKY,
0BHOB/IEHNA, pacLUMPEHNSA N U3MEHEHNS.
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Ponu n atpubyTbl Pos{gres

Ponb — monb3oBatens CYB/I

POJIb HE CBsA3dHa C I10/1Ib30BaTe/IeM OoC

CBOMCTBA PO/U OTIPEIeJISIOTCS aTpUOyTaMu

LOGIN BO3MO)XHOCTb TTOJK/TFOUeHHsT
SUPERUSER CyTepIionb30Baresib

CREATEDB BO3MOXHOCTb CO3/jaBaTh 06a3bl JaHHBIX
CREATEROLE BO3MOYXHOCTb CO3/]aBaTh POJIU
REPLICATION WCTI0/Ib30BaHMe MPOTOKOJIA peruiMKaLiu
U pyrue

Ponb — 310 nonb3oBarens CYB/. (Ponb Takke MOXET BbICTynaTb
B KQuecTBe 2pyrirbl Nob30BaTenen, Ho 06 aTOM GyAeT cKazaHOo No3Xe.)

®opMasIbHO POJIM HUKaK He CBSA3aHbl C Nob30BaTesIsiMy ornepauoHHON
CUCTEMbI, XOTA MHOIMe nporpamMmMbl 3TO npegnonaratoT, Bbioupas 3Ha4yeHus
no ymonyaHuo. Hanpumep, psql, 3anyLieHHbln oT uMeHn nonb3osaTtens OC
student, aBTOMarn4eckn Ncrnosb3yetr o4HOUMEHHYIO Posb student (ecnn

B K/Il0Yax YTUIUTbI HE yKa3aHa Kakasa-1moo gpyras porsib).

Mpy co3agaHun KnacTepa onpeaensieTcs ofHa HayanbHas posb, MMetoLLas
cynepnosib3oBaTe/lbCKUii A0CTyN (06bIYHO OHA Ha3bIBAETCS postgres).
B panbHelillem ponn MoXHO co3aaBaTh, U3MEHATb W yAaNsTh.

https://postgrespro.ru/docs/postgresqgl/12/database-roles

Ponb 06nagaeTt HEKOTOpbIMU ampubymamu, onpeaensarowmmmn ee ooume
0COOEHHOCTK 1 NpaBa (He CBA3aHHbIe C AOCTYNOM K OObeKkTam).

O6bIYHO aTpnbyThl MMEIOT ABa BapunaHTa, Hanpumep, CREATEDB (paet
npaso Ha co3gaHve 6/]1) ¥ NOCREATEDB (He gaet Takoro npasa). Kak
npaswn/io, N0 YMOSIYaHMIO BbIOMPaETCA OrpaHnYmMBaloLL il BapuaHT.

Ecnn y ponn HeT atpnbyTta LOGIN, OHa He CMOXET NoAK/THUYMUTLCA
K cepBepy. (Takne posm MOXHO UCMO/b30BaTh B KA4YeCTBE rPynnoBbIX.)

B Tabnnue nepeyncneHbl b HEKOTOPbIE N3 aTpubyToB. ATPUOYTHI
INHERIT n BYPASSRLS paccmarpuBaeTcs YyTb Aasiblle B 3TO TeMe.

https://postgrespro.ru/docs/postgresqgl/12/role-attributes
https://postgrespro.ru/docs/postgresqgl/12/sqgl-createrole




Ponu u aTpuOyTHI

Co3pmamuM pob OIS [T0JIb30BaTenss ANUCH. B KoMaHe yKa3aHE! IBa aTpubdyTa.

B oT0i1 TEMe HaM BaxXXHO, OT UMEHU KaKOn POJIX BBEIIIOJIHAIOTCSA KOMaHObI, IIO3TOMY UM TeKyH.IefI POJIX BEIHECEHO B
IIpUTriialleHue.

student=# CREATE ROLE alice LOGIN PASSWORD 'alicepass’;
CREATE ROLE

Cnucox posel MOXKHO y3HaTb KOMaH[O0M:

student=# \du

List of roles

Role name | Attributes | Member of
___________ g
alice | | {}
postgres | Superuser, Create role, Create DB, Replication, Bypass RLS | {}
student | Superuser | {}

OG6partuTe BHUMaHHe, YTO posb student siBysseTcst Cyneprnosb3oBaTesieM. II09TOMy A0 CHUX IIOP MEL He 3alyMEIBaJIUCh O
pas3rpaHuYeHun JOCTyIIa.

Cospmagum u 6a3y AaHHBIX:
student=# CREATE DATABASE access_overview;

CREATE DATABASE
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[loaknoyeHue Pos{gres

1. Ctpoku pg_hba.conf mpocmaTrpuBatoTcsi cBepXy BHU3

2. BeibupaeTcs riepBasi 3armch, KOTOPOU COOTBETCTBYIOT
rapaMeTpbl OAK/oueHus (Tur, 6a3a, moab30Baresb U afpec)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 md5
host all all 1:1/128 md5
local — coker all — mo6as porms | listen_addresses
host — TCP/IP ! WMl pOu §

all — mobas B/ all — mo6oii IP

nms BT [P/macka

AOMEeHHOe NMs1

[na KaXaoro HOBOIO K/IMeHTa cepBep onpenenset, Hao N pas3peLLmnTb
NoAK/YEHNe K 6a3e AaHHbIX. HacTpoliku nogxknoveHns onpenensatoTcs

B KOHpurypaumoHHom haine pg_hba.conf («host-based authentication»).
Kak 1 ¢ OCHOBHbIM KOH(pUrypaumoHHbIM (paitiom postgresgl.conf,
N3MEHEHNA BCTYNaoT B CU/Y TOIbKO Noc/ie nepevntbiBaHns thainna
cepsepom (SELECT pg_reload_conf() B SQL, nn6o pg_ctl reload un3
onepaunoHHON CUCTEMBI).

[Mpv NOsAB/IEHNN HOBOTO K/IMEHTA CepBep npocmaTpusaeT KOHPUrypaumnoH-
HbI (a1 cBepXy BHU3 B MOUCKaxX CTPOKK, NOAXOASALLEN K 3anpaluBaemo-
MY K/IMEHTOM noAakndeHuno. CooTBETCTBUE ONpeaesiaeTcs no YeTbipem

nonam: TUNy NogknyeHud, umenn b, nmeHn nosb3osatena u IP-agpecy.

Hwxe nepeyncneHsl To/IbKO caMble OCHOBHbIE BO3MOXHOCTN.

MoakntoyeHne — local (unix-cokeTsbl, He gocTynHo B Windows) nnu host
(nogkntoueHme no npotokony TCP/IP).

Basza gaHHbIX — KtoyeBoe cnoso all (cooTBeTcTBYET Nt060M BA) nnm nus
KOHKPETHOW 6a3bl faHHbIX.

Monb3oBartesib — all nnn MMA KOHKPETHOW pPonu.

Appec — all, KOHKpeTHbI IP-agpec ¢ Macko nnn oMeHHoe nms. He
yKasbiBaeTtca ansg tuna local. o ymonyaHuto PostgreSQL cnywaet
BXogsdwme coegmHeHns Tonbko ¢ localhost; 06bI4HO NapameTp
listen_addresses cTaBAT B 3Ha4YeHUe «*» (CrywaTb BCe UHTEPENChI)
N ganblie perynvpyrot gocTtyn cpegcreamu pg_hba.conf.

https://postgrespro.ru/docs/postgresql/12/client-authentication
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[loaknoyeHue Pos{gres

3. BoinosniHsieTcs ayTeHTHU(MUKALMS YKa3aHHBIM MeTO/I0M

4. YauHo — JI0CTyN pa3pellaeTcsi, iHaue — 3arperaeTcs
(ec/ii He TIOAOILIA HU OfjHA 3alMUCh — AOCTYII 3alpelaeTcs)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 md5

host all all 1:1/128 md5

trust — BepuUTh

reject — OTKa3arb

scram-sha-256 1 md5 — 3anpocuTthb naposib
peer — cripocutb OC

Korga B paiinie HarlieHa noaxoasilas CTpoka, BbINOMHAETCA ayTeHTUMKa-
LMS YKa3aHHbIM B 3TOM CTPOKe METOAOM, a TaKXe NpoBepseTcsa Hamune
atpuoyta LOGIN n npusunernm CONNECT. Ecnu pe3ynstar npoBepku
ycneLleH, TO NOAKNKYEHNE pa3peLlaeTcs, nHaye — 3anpeLaetca (apyrve
CTPOKM MPY 3TOM YXe He paccMmarpmusaroTcs).

Ecnv HM ofHa 13 CTPOK He NoAoLLa, TO I0CTYN Takke 3anpeLlaeTcs.

Takum 06pasom, 3anncu B painne fO/MKHbI UATU CBEPXY BHU3 OT YaCTHOIO
K obLiemy.

CyLlecTByeT MHOXECTBO METOA0B ayTeHTUdMKauuun:
https://postgrespro.ru/docs/postgresgl/12/auth-methods

HwnXe nepeyncrieHbl TOSIbKO caMble OCHOBHbIE.

MeTop trust 6e3ycnioBHO paspeLlaeT noaxodeHne. Ecnim Bonpochl
6e30MacHOCTM He BaXHbl, MOXHO YKa3aTb «Bce all» n meTop, trust — Toraa
6yayT paspeLleHbl BCe NOAK/IIUYEHMS.

MeTog reject Ha060pOT, 6€3yC/TI0BHO 3anpeLlaeT NoaKoUeHNe.

Hanbonee pacnpocTtpaHeHbl MeToabl md5 n 60nee HagexXHblii scram-sha-
256, KOTOpble 3anpalunBatoT Y Nosib3oBaTens naposib U NPOBEPSIOT ero
COOTBETCTBME NApPO/It0, KOTOPbIA XPaHUTCS B CUCTEMHOM KaTtasiore
Knacrtepa.

MeTog peer 3anpalumBaeT UMs NoNb30BaTeNs y onepauoHHON CUCTEMbI U
paspeLuaeT Noak/IveHne, ecnv nmsa nonb3osartens OC v nonb3osatens b/
coBnagatoT (MOXHO YCTAaHOBUTb 1 APYrne COOTBETCTBMS UMEH).
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[TaponbHada ayTeHTUunKauma Posggres

Ha cepsepe
MMapoJ/ib YCTAHABJ/IMBAECTCA IIPU CO34dHUHW DOJIU WJIN T103XKe

T10JTb30BaTet0 6e3 mapovisi OyfeT 0TKa3aHo B JJOCTYTIe
TIapoJib XPAaHUTCSI B CHCTEMHOM Karasiore pg_authid

BBO,H MapoJid Ha KJIMeHTe
BPYYHYO
13 riepeMeHHOU OKpykKeHusi PGPASSWORD
u3 aiina ~/.pgpass (CTpoku B popmare y3en:nopm:06asa:poib:naposnb)

Ecnn ncnonb3yeTtcst ayTeHTMMKaALMSA MO Naposto, AN PONN A0/KEH ObITb
yKa3aH 3Ta/I0HHbIi Naposib, MHaye B A0CTyne 6yaeT 0Tka3aHo.

[Maponb XpaHUTCA B CUCTEMHOM KaTtasiore B Tabnuue pg_authid.

Monb3oBaTenb MOXET BBOAUTL Naposib BPYUYHYHO, a MOXET
aBTOMaTM3MpoBaTh BBOA,. [1/19 3TOr0 €CTh [1Be BO3MOXHOCTW.

Bo-nepBbIX, MOXHO 3aaTb Naposib B NepeMeHHOW OKPYXeHns
PGPASSWORD Ha knueHTte. OgHaKko 310 HeyA06HO, ecnuv NpuxoanTcs
MOAKMOYATLCA K HECKONbKMM 6a3am, U He PEKOMEHIYETCA U3 COOOpaXKeHNi
6e3onacHocTu,

Bo-BTOpbIX, HA KNIMEHTE MOXHO 3a4aTb naponu B dpaiine ~/.pgpass.
K doanny no/mkeH MMeTb A0CTYN TOMbKO BNaaeneu, nHade PostgreSQL
NPOUTHOPUPYET €ero.



ITogkaoyeHue

YTo6H! pOIL CMOTJIa TOOKIIOYUTELCS K 6a3e JaHHBIX, OHA OOJIKHA UMeTh He TonbKo atpubyT LOGIN, Ho 1 pa3permenue B datine
pg_hba.conf. ITpounTats aitn MmoxkHO mpsiMo u3 SQL:

student=# SELECT type, database, user_name, address, auth_method
FROM pg_hba_file_rules();

type | database | user name | address | auth method
------- B T S R S
local | {all} | {postgres} | | peer

local | {all} | {all} | | peer

host | {all} | {all} | 127.0.0.1 | md5

host | {all} | {all} | i1 | md5

local | {replication} | {all} | | peer

host | {replication} | {all} | 127.0.0.1 | md5

host | {replication} | {all} [ | md5

(7 rows)

(B 3aBucuMocCTH 0T c6OpPKYU cofepzkuMoe dariiyia MOXKeT OTJINYaThCH.)

Mt 6ymeM ucnosnb30BaTh nopkioderue no TCP/IP (host). TakoMy IOAKIIOYEHHIO COOTBETCTBYET TPEThSI CTPOKa BEIOOpKH. OHa
npeprosaraeT ayTeHTU(GUKAIHIO 10 [TapOoJIio.

Porp alice 6p1Ta co3maHa ¢ maposieM, HO BOOOIIe ero MOXKHO U3MEHUTH B JIF0O0H MOMEHT:
student=# ALTER ROLE alice PASSWORD 'alicepass';

ALTER ROLE

TTonpo6GyeM NMOAKIIOYUTHCS, YKa3aB B CTPOKE IOAKIIIOYEHHUS BCI0O HEOOXOAUMYI0 HHGOPMALIUIO:
student$ psql "host=localhost user=alice dbname=access_overview password=alicepass"
| alice=> \conninfo

You are connected to database "access overview" as user "alice" on host "localhost" (address "127.0.0.1") at port "5432".
SSL connection (protocol: TLSvl1.3, cipher: TLS AES 256 GCM SHA384, bits: 256, compression: off)

TTonyuunocs!
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[TpuBnnernn Pos{gres

[TpuBUIeTUY OTpeAiesIsitOT TpaBa A0CTyIIa posieid K 00beKTam

Tabmmie!
SELECT UTeHne JaHHbIX
INSERT BCTaBKa CTPOK 6
UPDATE HN3MeHeHHe CTPOK MOXHO Ha YPOBHE CTOZIDLOB
REFERENCES BHEIIHUH K/TFOU
DELETE yAaajieHrhe CTPOK
TRUNCATE OIyCTOLIeHHe TabIULIbI
TRIGGER CO3jaHKrE TPUTTEPOB
[Ipencrassienvs
SELECT UyTeHne JaHHBIX
TRIGGER CO3jaHKWE TPUTTEPOB

MpuBuIernn onpeaenstoTca Ha nepecevyeHnn o6 bLEKTOB KnacTepa n pPosiei.
OHUM orpaHnunBatoT AEeNCTBUA, AOCTYMHbIE A1 POSEN B OTHOLLIEHNN 3TUX
00OBLEKTOB.

CnncoK BO3MOXHbIX NPUBW/ETNIA OT/IMHAETCS A/151 0OBEKTOB pa3/INYUHbIX
TMNOoB. MpuBMAernn Ans 06bLEKTOB OCHOBHbIX TUNOB NPUBEAEHbI HA 3TOM U
cnepyollem cnangax.

Bonblue Bcero npmsuieruii onpegeneHo anga tabnuy. Hekotopble U3 HUX
MOXHO OnpeaenuTb He TOMTbKO AN Bceil Tabnmupl, HO U ANA OTAENbHbIX
CTONOLOB.

https://postgrespro.ru/docs/postaresal/12/ddI-priv
https://postgrespro.ru/docs/postgresgl/12/sgl-grant
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[TpuBnnernn Pos{gres

TabnyyHble IPOCTPAHCTBA, 6a3a faHHbIX
0asbl JaHHBIX, CXeMbl

4

TEMPORARY
CREATE
USAGE

v
Ta6/. @ } 06beKT m ‘ 06bekT m
np-so ‘ ‘

cxema pg_temp

ITocnenoBaTe/IbHOCTU
SELECT currval
UPDATE nextval setval
USAGE currval nextval

10

BO3MOXXHO, HECKO/TIbKO HEOXUAAHHbI HAG0P NPUBUNETWIA UMEIOT
nocnegoBaTenibHOCTW. BblGrpas HyXHble, MOXHO paspeLlunTb Uan
3anpeTuTb AOCTYN K TPEM YNPaBsoWmUM yHKLUMSIM.

[ns TabnuyHbIX NpocTpaHcTB ecTb npuBunierna CREATE, paspewatouian
co3faHve 0O6bLEKTOB B 3TOM MPOCTPAHCTBE.

[na 6a3 gaHHbIX npusunerns CREATE paspeluaeT co3gaBaTb CXeMbl B 3TOM
B4, a ana cxembl npusunerns CREATE paspeluaeTt co3gaBaTb 00bEKThI
B 3TOWN CxXeMe.

[ocKoNbKy TOYHOE MMS CXEMbI A/151 BPEMEHHbIX 0OGLEKTOB 3apaHee
HEN3BECTHO, NPUBU/IENNA Ha CO3AaHNE BPEMEHHbIX TabnuL, BbIHECEHA Ha
ypoBeHb B/l (TEMPORARY).

Mpueunerna USAGE cxeMbl paspeluaeT obpauiarbcsi K 06bekTtam B 3TOM
cxeme.

Mpueunerna CONNECT 6a3bl faHHbIX pa3pellaeT nogkayeHme K aton b/.
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YnpasneHune npmBunermamMmmn  Posgares

Bbilaua mpuBWierum

posibl: GRANT nipusuneruu ON 06beKT TO posib2;
npvsuIeruun
Ha 0ObekT

OT3bIB NIpUBUJIETUM
posibl: REVOKE npusunerun ON o06bekT FROM posib2;

11

[MpaBo Bbl4auYn 1 OT3biBa NPUBU/IETNIA HA 0OBLEKT UMEET Briagenel, aToro
obbekTa (1 cynepnosb3oBaresib).

CuHTtakcuc komaHg GRANT n REVOKE goctaTtovyHO C/IOXEeH M NO3BONSAET
yKasblBaTb Kak OTAe/ibHble, Tak U BCe BO3MOXHbIE MPUBUIETUN; Kak
oTAe/bHble 06BLEKTLI, TaK N rPYMnbl 00bLEKTOB, BXOASALLME B ONpeaeneHHble
CXeMbl N T. 1.

https://postgrespro.ru/docs/postgresgl/12/sgl-grant
https://postgrespro.ru/docs/postgresqgl/12/sql-revoke
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[pynnoBble ponu Posggres

Bxmrouenune POJIX B I'PyHITY public
posibl: GRANT rpynna TO po/sib2,;

rpynna

riceB/j0posb public HesIBHO BK/TtOUaeT

B ce0st BCe OCTa/IbHbIE POJTH
ponb2

VckroueHue posi U3 rpyTIib

posnbl: REVOKE rpynna FROM posb2;

12

Jlto6asn ponb MOXET paccMaTpuUBaTbCS He TOSLKO Kak nosb3oBatens CYB,
HO 1 MOXET BK/ItoYaTb B Ce6si Apyrne ponu, T. €. BbicTynatb epyrnnodl. Ponb
MOXET ObITb BK/IIOUEHA B APYrYI0 POSb NOAOGHO TOMY, Kak Nosib30BaTeslb
Unix MOXeT 6bITb BK/THOUEH B rpynmny.

B0O3MOXHO B TOM YncC/e BK/IHOYEHME TPYNMNOBbIX POJien B Apyrue rpynnosble
posiv (HO UMKbl He gonyckatTtcs). Boobuwe, PostgreSQL He genaet
HUKAKOro pasnmunsa Mexay «006bIYHbIMU» U «TPYMNNOBbIMWY» POSSIMU.

CMbIC/1 BK/IIOYEHMSI COCTOUT B TOM, UTO AI/151 PO/ CTAHOBSITCS! IOCTYMHbI
NPUBUNErMK, KOTOPbIMK 06/1aAaeT rpynnoBas posb.

Bo3MOXHO, yi0o6Hee fymatb O rpynnoBOM posiM Kak O 3apaHee
cthopmmpoBaHHOM Habope NPUBUIEriA, KOTOPbIA MOXHO «BblAaTb»
06bIYHOW PO/ TOYHO TakK Xe, KaK BblAaeTcs oANHOUYHasA NpuBUAerns. 3T1o
ynpowaeT agMNUHUCTPUPOBAHME 1 YpaB/ieHne 4OCTYMNoM.

CyulecTtByeT ncesaoposib public, KoTopas HEABHO BK/IOYAET B cebsl Bce
ocTasibHble ponn. Ecnu Bbigatb kakue-nnbo npmusuniernn ponu public, atun
npuBMaerum nosiyyar BoobLLe Bce Posiw.

[MpaBOM Ha BK/IHOYEHNE U UCKKOUYEHME OPYTUX POSEN B AlaHHY pO/b
obnagaor:

- cama BK/toyaemas (Uckovaemas) posib,

- ponb ¢ atpnbytom SUPERUSER (cynepnonb3oBarterb),
- ponb ¢ atpnoytom CREATEROLE.
https://postgrespro.ru/docs/postgresgl/12/role-membership
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Cynepnosib3oBaTesnu Pos{gres

KT0 BXOAUT B KaTeroputo
ponu ¢ arpubyrom SUPERUSER

[IpaBa

TIOJTHBIN AOCTYII KO BCeEM 00BeKTaM — TIPOBEPKU He BBITTO/THAKOTCA

13

B L,e/IoM MOXHO CKa3aTb, YTO A0CTYM PO/ K 0GbEKTY onpeaensieTcs
npUBUNErMSIMA. HO MMEET CMbIC/ BbIAENUTb TPU KaTeropum poneii u
PAcCMOTPETb UX MO OTAE/TLHOCTW.

[MpoLue Bcero ¢ ponsamun ¢ atpubyTom cynepnonb3oBarend. Takme ponu
MOryT AienaTb Bce, YTO YrogHO — AJ/19 HUX MPOBEPKM pasrpaHnyeHuns
[0CTyna He BbINO/HATCS.
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Bnapeneu obbekTa Posigres

KT0 BXOAUT B KaTeroputo

HN3HA4dJ/IbHO — POJib, CO3dBIIas 00LeKT (MO)KHO CMEHI/ITI))
d TaK)Ke POJiv, BK/IFOUEHHBIE€ B DOJIb B/ld/ie/ibLid

[IpaBa

H3HA4Yd/IbHO BCe IIPUBUJIETUMN [JIA obnekra (MO)KHO OTO3BEITL)

JIeHCTBUSI CO CBOMMHU 00BEKTaMH, He perjiaMeHTHpyeMble TIPUBUTIETHSIMU,
HarpuMmep: yaneHre 00beKTa, Bbljaua ¥ OT3bIB IIPUBUTIETHH U T. T1.

14

Y Kaxaoro o6bekTa ecTb «Bnagenew» — ponb, BnajeroLlas astum
06beKkToM. I3Ha4YaNIbHO 3TO PO/ib, Co34aBLlas 06bEKT, XOTS MOTOM
Bnagenbua MoXHO CMeHUTb. HeoueBUAHbI MOMEHT: BNnaZesnbLem
cUMTaeTCs He TOMbKO caMa posb-Bnagened, Ho 1 fitnbas gpyrasi posib,
BK/IlOYEHHAA B Hee.

Bnageneu, o6bekTa cpasy nosiyvyaeT rnosiHbIi HAbop NpUBUAETNA ANSA 3TOrO
oObeKkTa.

B npuHUune, 3T NpMBUAETNN MOXHO OTO3BaTb, HO Bragernel, o6bekTa
ob6nagaeT Takke HeoTbeMIeMbIM NPaBOM COBepLUaTb AEACTBUS, He
pernameHTupyemble NPUBUMErNSIMA. B 4aCTHOCTKU, OH MOXET BblAaBaTh U
0T3bIBaTb NpMBUAErUK (B TOM UYKUC/IE U Cebe caMoMy), yAANATb 0OBbEKT
nT. .
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OcTasibHbIe ponn Posggres

KT0 BXOAUT B KaTeroputo

BCe OCTaJ/IbHbIE (He CyIiepIio/ib30BaTe/Ii U He B]Ia,Z[EJ'II:leI)

[IpaBa

AOOCTYII B paMKaX BbIJdHHBIX HpI/IBI/IJ'IEFI/Iﬁ

00BIYHO HaCJIeIy 0T TIPUBUJIETHUU TPYTINIOBBIX POJIei
(1o arpubyT NOINHERIT TpeOyeT sIBHOTO MepeK/TFOUeHUsT POJTH)
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HakoHeL, BCce OoCTasibHble PO UMEKT AOCTYN K 0OBHEKTY TO/IbKO B paMKax
Bbl4aHHbIX UM NPUBUNErNA. B TOM Yncie yunTbiBaKOTCA U NPUBUIETNN
rpynnoBbIX POsIEN, B KOTOPbIE 3TK POn BXogAaT (BKAKUasd nceBaoposib
public, B KOTOpPYK HEABHO BK/1HOUYEHbI BCE OCTa/IbHbIE POSIN).

O6bIYHO posb cpasy obnagaet BCEMU «IPYnnoBbIMU» MOTHOMOUYNAMU. DTO
nosegeHne MOXHO N3MeHNTb, Ykaszas ponun atpnbyt NOINHERIT — Torga,
4yTOObI BOCNOMb30BATLCA NPUBUNETMAMU TPYINNOBLIX POSEiR, HaJo0 byaeT
ABHO nepekntounTbea ¢ nomouwbio SET ROLE.

UToObl NPOBEPUTL, ECTb /1N Y PO/ HeobXoaMmas NPUBUMIErNA B OTHOLLEHUN
HEKOTOPOro 06bLEKTa, MOXHO BOCMO/Mb30BaTbCA DYHKUNAMKM has_* privilege:

https://postgrespro.ru/docs/postgresqgl/12/functions-info

KomaHapl psql, onvcbiBatoLLe 06BEKT, NOKa3biBalOT U BblaHHbIE Ha HEro
npuBuaerun (CM. pa3aaToyHblii MaTepuas no CUCTEMHOMY KaTtasory).




IIpuBunerun

Anuca cMoria IOOKIIOYUTHECS K 0a3e maHHBIX. Telleph OHA X04YeT CO3[aTh A cebsl CXeMy U HeCKOJIbKO 0OHEeKTOB B HEl.
| alice=> CREATE SCHEMA alice;
| ERROR: permission denied for database access overview

B ueMm npo6nema?

Y Anucel HeT IpUBUIIETNHU OJi co3naHusa cxeM B BIl. Beiganuwm ee:
student=# GRANT CREATE ON DATABASE access_overview TO alice;
GRANT

ITpoGyewm eiie pas:

| alice=> CREATE SCHEMA alice;

| CREATE SCHEMA

Tenepb, IIOCKOJIBKY Amnuca sIBJIsIeTCS BJlafesiblleM CBOEM CXeMbl, OHa UMEET BCe IIPUBUJIETUU Ha HEE U MOXKET CO31aBaTh B
HeH mo0bie 00BeKTH. [1o YMOJIYaHUIO 6yneT HCIIOJIb30BAThECA UMEHHO 3Ta CXeMa:

| alice=> SELECT current_schemas(true);

current_schemas

{pg catalog,alice,public}
(1 row)

Co3maguM AaBe TaOIUIlHL.

| alice=> CREATE TABLE t1(n numeric);

| CREATE TABLE

| alice=> INSERT INTO t1 VALUES (1);

| INSERT 0 1

| alice=> CREATE TABLE t2(n numeric, who text DEFAULT current_user);
| CREATE TABLE

| alice=> INSERT INTO t2(n) VALUES (1);

| INSERT 0 1

Temeps coO3maguM APYTYIO POJIEL A MOJIb30BaTenst BoGa, KOTOPHIM OymeT o6pamaThcs K 00beKTaM, MpHHAIeKalluM
Arnuce.

student=# CREATE ROLE bob LOGIN PASSWORD ‘'bobpass’';
CREATE ROLE
student$ psql "host=localhost user=bob dbname=access_overview password=bobpass"
Bo6 nonpobyeT o6paTuThcs K Tabnure t1.
[ bob=> SELECT * FROM alice.tl;
ERROR: permission denied for schema alice

LINE 1: SELECT * FROM alice.tl;

A

B yeM mpuymHa OMIUOKHU?

Hert pmocTyna K cxeMe, Tak Kak 500 He CyIepIoiIb30BaTeIb U He BiIaferel.
IIpoBepuTh IIpaBa Ha AOCTYI K CXeMe MOXKHO Tak (cronbern Access privileges):

| alice=> \dn+



List of schemas
Name | Owner | Access privileges | Description
-------- R i i
alice | alice |
public | postgres | postgres=UC/postgres+| standard public schema
| | =UC/postgres
(2 rows)

[TpuBuerunu oTo6paxaiTcs B popMaTe: POIb=IIPUBUJIETUN/KEM IIPEIOCTABIIEHEL.

Kaxnasa IIPUBUJIETUSA KOOUPYETCsA OOHUM CHUMBOJIOM, B YaCTHOCTH [OJId CXEeM:

e U = usage;
e C = create.

Ecnu uMs pomny onylleHo (Kak B IIOC/IeNHeN CTPOKe), TO UMeeTCsl B BULY IICEBIOPOIH public.

Ecnu xke OIIyIIIeHO BCe II0JIe (KaK B HepBOfI CTpOKe), TO UMEIOTCsI B BUY IIPHUBUJIETUHU BJlafeJiblia 110 YMOJIYaHUIO. 3mecs
alice umeert oGe OOCTYIIHBIE IPDUBUJIETUHN HaA CO6CTBeHHyIO cxXeMy.

IIpenocTaBuM HOCTyI K cxeMe miist BoGa. 9To MoxKeT coesnaTh Anuca, Kak Biafenel.
| alice=> GRANT CREATE, USAGE ON SCHEMA alice TO bob;

|  GRANT

Bo6 cHOBa pobyeT 06paTUTLCS K Tabnuie:

[ bob=> SELECT * FROM alice.tl;

[ ERROR: permission denied for table tl

B yeM mpuynHa OMIHUGKU?

Ha 570T pa3 y Boba ecTh OCTYT K CXeMe, HO HeT OCTYIa K caMoii TaGnuue. BOT Kak MpOBEPHTH HOCTYI:
| alice=> \dp alice.tl

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- L T e T
alice | t1 | table | | |

(1 row)

Y cHOBa BUUM ITyCTOE€ II0JIe: OCTYIl €CTh TOJIBKO Y Bafesiblia, TO €CTh AJIUCEHL.
Anuca npenocrasnsetr Boby gocTyn Ha YTeHUE U U3MEHEHHe:

| alice=> GRANT SELECT,UPDATE ON alice.tl TO bob;

| GRANT

A nnst BTOpO¥M TabIUIEl — OOCTYI Ha BCTABKY U YTEHHE OJHOTO CTOJIOIA:

| alice=> GRANT SELECT(n),INSERT ON alice.t2 TO bob;

| GRANT

ITocMOTpUM, KaK U3MEHUIIUCh IPUBUJIETUU:

| alice=> \dp alice.*

Access privileges

Schema | Name | Type | Access privileges | Column privileges | Policies
-------- L L e I L IR P
alice | t1 | table | alice=arwdDxt/alice+|

| | | bob=rw/alice |
alice | t2 | table | alice=arwdDxt/alice+| n: +|

| | | bob=a/alice | bob=r/alice
(2 rows)

Teneps IIyCTO€ II0JI€ «IIPOABUJIOCE», U MBI BUOUM, UTO B HEM HAXOOUTCS TIOJTHBIN ImepedYeHb HpPIBHJ'IeI“PIﬁ. BoT o6Go3HaYeHusI,
He BCe BIIOJIHE O4YE€BHUOHEIE:

a = insert
r = select
w = update
d = delete

D = truncate
x = reference
t = trigger



IIpuBunIeruu ojst cTojabIoB oToOpaXkaTcs oTHesbHO (cTonben Column privileges).

Ha atoT pa3 nonriTku Boba yBeHUawTCsa ycexoM. UToOb He yKa3bIBaTh KaXKABIH pa3 uMs cxeMbl, 506 no6asnseT ero K
CBOEMY IIyTH IIOWCKa.

[ bob=> SET search_path = public, alice;
I SET

[ bob=> UPDATE t1 SET n

n
=
+
=

[ UPDATE 1
[ bob=> SELECT * FROM t1;

n

2
(1 row)

Ho Apyrue omnepanuu Imo-mpexKHeMy 3allpelleHbl:

| bob=> DELETE FROM t1;

| ERROR: permission denied for table t1

Bob6 MoxkeT o6paliaThCs ¥ K IePBOMY CTOJIOILY TaOIUIIB! t2:
| bob=> INSERT INTO t2(n) VALUES (100);

| INSERT 0 1

| bob=> SELECT n FROM t2;

100
(2 rows)

Ho uTeHue mpyroro ctosnbIia eMy 3allpelleHo:

| bob=> SELECT * FROM t2;

| ERROR: permission denied for table t2



o)) PROFESSIONAL

[Tognporpammbl Pos{gres

EnuHCcTBeHHasi npyuBwWIerus Ajist GyHKUWN U TIpoLeayp

EXECUTE BBITIO/IHEHHE

XapakTepucTUKu 6e30macHOCTH

SECURITY INVOKER  BbINOJHSIETCS C IPaBaMU BbI3bIBAIOIIIETO
(110 yMonUaHHio)

SECURITY DEFINER  BwInoJiHsIeTCS C IpaBamMu Biajiesibiia
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[na qyHKUMin n npoueayp ectb eanHcTBeHHasa npusunerna EXECUTE,
paspeLuaroLas BbiNosiHeHME 3TOW NognporpamMmb.

TOHKMIA MOMEHT COCTOUT B TOM, OT MUMEHM KaKoro nosib3oBarens oygert
BbINOJIHATLCA noAgnporpamma. Ecniv nognporpamma o6bAB/1eHa Kak
SECURITY INVOKER (no ymonyaHuo), oHa BbINOMHAETCA C npasBamMu
BbI3blBaOLLEro nosnb3oBaresid. B aTom cnyyae oneparopbl BHYTPH
nognporpamMmbl CMOTyT obpaLlarbCsa TO/IbKO K TeM 06bekTaM, K KOTOPbIM
Y BbI3bIBalOLLLEr0 Nosib3oBaTensa ectb A0CTYn.

Ecnu xe ykasaTb dopa3zy SECURITY DEFINER, nognporpamma pabortaet

C Npasamu ee Biagensua. 3To cnocob No3BoNUTbL APYTrMM Nob30BaTesiam
BbIMOJIHATb OnpeAesieHHble AeCTBUA Hag 06bekTaMn, K KOTOPbIM Y HUX HET
HenocpeaCcTBEHHOrO AOCTyna.

https://postgrespro.ru/docs/postgresgl/12/sqgl-createfunction
https://postgrespro.ru/docs/postgresql/12/sql-createprocedure




o)) PROFESSIONAL

[MpuBUAErnm No ymonyaHm  Posggres

[TpuBuieruu rncesnopoau public

TIOJIK/TFOUEeHHMe K /It000i 6a3e JaHHBIX

JocTym K cxeMe public ¥ co3gaHue B Hell 00BEKTOB
JOCTYII K CHCTEMHOMY KaTaJiory

BBINOJTHEHHE JIFOOBIX TMOAIIPOrpaMm

IMMPUBUJIETHUU BbIJAOTCA dBTOMATHYE€CKHU /I KaXKA0I'0 HOBOI'O o0BLeKTa

HacTpauBaembie NPUBUJIETUU 10 YMOTUAHUIO

BO3MOKHOCTB JIOTIOJTHUTETbHO BBIJIaTh WX 0TO3BaTh ITPUBU/IETUN
IS TOJTBKO UTO CO3/IaHHOTO 00BeKTa
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Kak yxe rosopunocs, ncesgoposib public BktoyaeT B cebs Bce oCTaslbHbIe
pOSIN, KOTOPble, TaKUM 06pa3oM, NOJb3YHTCA BCEMU NPUBUIETNAMMU,
BblAaHHbIMUK 114 public.

Mpwn 3ToM public MMeeT AO0BOMLHO LUMPOKWIA CNEKTP NPUBUIETNIA NO
yMO/l4aHuto. B yactHocTu:

- NpPaBO MOAK/YEHNS K N1t0601 6a3e AaHHbIX (MMEHHO NO3TOMY pPorb alice
cmora NoAKNIYNTLCA K 6a3e faHHbIX HECMOTPS Ha TO, YTO NPUBUAErNS
CONNECT He BblgaBasiach el iBHO);

- OCTYN K CUCTEMHOMY KaTasory un cxeme public;
- N K TOMY XXe — NpaBo BbINO/IHEHUA NHOObLIX NOAMPOrpamMm.

3T0, C O[IHOI CTOPOHbI, MO3BONSET KOMGIOPTHO paboTaTb, HEe 3a1yMbIBasICh
0 NPUBWMETUSIX, HO C APYroii, co3aaeT onpeaeneHHbIe CI0KHOCTU, eC/u
pasrpaHuyeHne AocTyna AelicTBUTENIbHO HEOBXOAMMO.

OnuncaHHble Bbllle NpUBUIErNN NOABMAKOTCA Y public aBTOMartnyecku npu
CO34aHNN HOBbIX OOBLEKTOB. TO €CTb HeOCTATOYHO NPOCTO OTO3BAaTb

y public npnBunernio EXECUTE: KakK ToNbKO NOABUTCA HOBas
nognporpamMmma, public HemegneHHO NonyyaeT NpUBUIETNIO Ha ee
BbIMOJ/THEHNE.

CyuwiecTByeT cneumasbHblili MeXaHN3M «MPUBUAETNIA NO YMOSTHaHWUIO,
KOTOpPbIV MO3BOJISET aBTOMaTMYECKM BblAaBaTb HE0OXoANMbIE MPUBUIETUN
Npy co34aHnn HOBOIO 0O6beKTa. DTOT MeXaHU3M MOXHO MUCMOMb30BaTb U AN
OT3blBa Npasa BbIMNO/HEHNA PYHKLUMIA Yy nceBaoponv public.

https://postgrespro.ru/docs/postgresgl/12/sql-alterdefaultprivileges




IMogmporpaMMbI ¥ IPUBHWIETHH 110 YMOJITYaHHUIO

Anuca co3pmaeT QyHKIIHIO:

alice=> CREATE FUNCTION foo() RETURNS SETOF t2
AS $%

SELECT * FROM t2;
$$ LANGUAGE sql STABLE;
| CREATE FUNCTION
Cwmozxet nmu Bob BeI3BaTh ee, ecnu Annca He Beifgana eMy npusuieruio EXECUTE?

[ bob=> SELECT foo();

ERROR: permission denied for table t2
CONTEXT: SQL function "foo" statement 1

BrizBath — ma, HO Bo6 He cMoxeT IIOJIYy4YHUTH OOCTYII K oOBbeKTaM, Ha KOTOpPBIE €My He BBIJaHbI IPUBUJIETUH.

Ecnm ke Bob co3pmacT cBoo Tabnuny t2 B cxeme public, yukius 6ynet paborats mjis 060UX MOIH30BATEIEH — C PA3HBIMU
TabIunamy, MOCKONbKY ¥ Anuce u BobGa pa3Hble IIyTH IIOUCKa:

| bob=> CREATE TABLE t2(n numeric, who text DEFAULT current_user);
| CREATE TABLE

| bob=> INSERT INTO t2(n) VALUES (42);

| INSERT 0 1

| bob=> SELECT foo();

(42,bob)
(1 row)

| alice=> SELECT foo();

(1,alice)
(100, bob)
(2 rows)

[Ipyro# HOCTYIHBIM BapuaHT — OOBSIBUTH GYyHKINIO, KaK pabortaryio ¢ npaBamu Biagesnbna (SECURITY DEFINER):
| alice=> ALTER FUNCTION foo() SECURITY DEFINER;

| ALTER FUNCTION

B aToM criydae GyHKIUS, HE3aBHCUMO OT TOTO, KTO €€ BHI3BIBAET, paboTaeT ¢ IpaBaMu POJIH-BIafesIblia.

Bo6 ymanset cBoro Tabiuny...

| bob=> DROP TABLE t2;

[ DROP TABLE

...l IIOJIy4aeT JOCTYI K CONEePXKUMOMY TaOJIUIBI AJIACHL:

| bob=> SELECT foo();

(1,alice)
(100, bob)
(2 rows)

B TakoMm ciyuae Anuce Hao BHUMATEJIFHO CJIEOUTH 3a BEIDAHHEIME IpuBmwierusMmu. CKopee BCero, moTpedyeTcss 0TO3BaTh
EXECUTE y ponu public 1 BeIiaBaTh €€ SIBHO TOJIBKO HYKHEIM POJISIM.

| alice=> REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA alice FROM public;
|  REVOKE

| bob=> SELECT foo();



| ERROR: permission denied for function foo

Ileno OCIIOXKHSETCSI TeM, YTO IPUBUIIETHS Ha BBHIIOJIHEHHE aBTOMATHYECKH BHIAeTCSI POJK public Ha KaXkIyio BHOBb
co3paBaeMyio GYHKIIHIO.

alice=> CREATE FUNCTION bar() RETURNS integer AS $$
SELECT 1;
$$ LANGUAGE sql IMMUTABLE SECURITY DEFINER;

| CREATE FUNCTION

[ bob=> SELECT bar();

OpHaKO 3TOTO MOXKHO U30exkKaTh, U3MEHUB IIPUBUJIETHUHU 110 YMOJIYAaHHIO:

alice=> ALTER DEFAULT PRIVILEGES
FOR ROLE alice
REVOKE EXECUTE ON FUNCTIONS FROM public;

| ALTER DEFAULT PRIVILEGES
| alice=> \ddp

Default access privileges

Owner | Schema | Type | Access privileges
------- L T e TR
alice | | function | alice=X/alice

(1 row)

Temneps TonpKO Anuca nojiy4aeT IPUBUIIETHIO Ha BHIIIOJIHEHNWE CBOMX QyHKIMH, a public — Her.

alice=> CREATE FUNCTION baz() RETURNS integer AS $$
SELECT 1;
$$ LANGUAGE sql IMMUTABLE SECURITY DEFINER;

| CREATE FUNCTION
| bob=> SELECT baz();

| ERROR: permission denied for function baz



o)) PROFESSIONAL

[1ONNTUKN 3alnThbl CTPOK Pos{,gres

JlorionHeHNe K CUCTeMe TIpUBU/IETUN
ISl pa3rpaHUdeHyst I0CTyTa K Tab/vijaMm Ha ypOBHE CTPOK

[TomMTrKa npuMeHsieTCs

K OnpeieJieHHbIM pPOJIsiM
K ornipezieneHHbIM koMaHaM (SELECT, INSERT, UPDATE, DELETE)

ITonuThka orpeaeseT ycjioBre JOCTYITHOCTHU CTPOKHU

paspeluunTe/ibHast: 03BOJISIeT BUIeTh CTPOKY, €C/IU YCI0BHE BbIIIOJTHEHO
OrpaHUYUTe/IbHAs: 3arpellaeT BUJeTb CTPOKY, eC/IM YC/IOBUE He BBIOJIHEHO
OTJe/bHbIe YCI0BUS (MPeAUKaThl) /151 CYLECTBYIOIIUX U 1/ HOBBIX CTPOK
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MpuBMNErnn NO3BONAIOT pa3rpaHnynTb AOCTYN Ha YpoBHE Tabnuy, 1
CTONOLOB, a NOANTUKKM 3aLLUnTbl CTPOK (row-level security) — Ha ypoBHe
CTPOK.

3aluTa CTPOK No yMo/4aHuio BbiknoUyeHa. MNpu Heo6xoaMMocTn ee Haao
BK/IHOYATb SIBHO A1 K&XA0M Tabnuupl.

MonuTtukn onpegensetca ana tabnuuybl ons Habopa komaHa (SELECT,
INSERT, UPDATE, DELETE), n ans onpefeneHHbix ponei. Mo cytu,
Kaxxgasa U3 NoIMTUK — 3TO J1IornMyeckoe ycnosue (npegukar), BbluMciagemMmoe
A8 KaxX[0in CTPOKKN BbIGOPKN. ECcnv ycnoBme NCTUHHO — AOCTYM K CTpOKe
paspeLtaeTca (4OCTaTouyHO, YTOObLI AOCTYM MNO3BOIMNA XOTA Obl OAHA
paspewumesibHasi NofINTUKa U He 3anpeTuna HKU ogHa oepaHu4yume/ibHasi
nonmnTuka). B npoTMBHOM C/lyyae cnyyae CTpoka He byaeT BuaHa.

MOXHO yKa3blBaTb pasHble npeamkaTbl 418 40CTyna K CyLeCTBY LM
CTpokam 1 A1 fobaBneHns HOBbIX CTPOK (Toraa, Hanpumep, onepawms
UPDATE cpaboTaer, To/bKO ec/in 06a npegukarbl 0yayT UCTUHHbI).

[MpegukaTtbl BbIYUCIAKTCA C NpaBaMu Bbi3biBalOLLETO.

[MoNNTUKM 3almnTbl CTPOK HE AENCTBYIOT Ha Bragenbua Tabnumubl (kak
NpaBuI0), Ha Cynepnosb3oBaTesien U Ha PON CO cneunasnibHbIM aTprubyToM
BYPASSRLS. Takxe No/IMTUKN HE BANSAIOT Ha NPOBEPKY OrpaHnyeHum
Le/IOCTHOCTU (YHUKa/IbHOCTb, BHELLHWNE K/1H4N).

https://postgrespro.ru/docs/postgresqal/12/ddl-rowsecurity




IIOITUTHKH 3alllUThI CTPOK

TTonuTHUKY 3alIUTH IO3BOJISIIOT Pa3rpaHUuYUuTh OOCTYII K Tabnuie mo CTPOKaM B 3aBUCHUMOCTH OT TeKyH.[eﬁ poinu.

| alice=> SELECT * FROM t2;

1 | alice
100 | bob
(2 rows)

[ns mpuMepa coejlaeM Tak, YTOOBI pPOJIb, YUTAIONIAs TaGJIUIly, MOTJla BULETh TOIBKO «CBOU» CTPOKHU, B KOTOPHIX I1ojie who
COMIEPIKUT ee UMs.

alice=> CREATE POLICY who_policy ON t2
USING (who = current_user);

| CREATE POLICY

YToO®I 3amuTa Havaaa paboTraTh, ee HEOOXOOUMO BKITIOYUTH Ha YPOBHE TaOIHIIBL:
| alice=> ALTER TABLE t2 ENABLE ROW LEVEL SECURITY;

| ALTER TABLE

Tenepb Bob BUOUT TOJIBKO «CBOU» CTPOKH. DaKTUYECKH, IIPY BBIIIOJIHEHUHU 3alIPOCa KazXKas CTPOKa IIPOBEepPAEeTCd Ha
BEITIOJTHEHHWE YKA3aHHOTI'O B IIOJIMTHKE IIPEeOAuKaTa.

[ bob=> SELECT n FROM t2;

| bob=> INSERT INTO t2(n) VALUES (101);
| INSERT 0 1

| bob=> SELECT n FROM t2;

(2 rows)

[TonuTHUKY 3allUTH CTPOK He JeHCTBYIOT Ha CylepIIoib30BaTeslel u Ha poinu ¢ atrpubyrom BYPASSRLS. Ha Bnamensiia
TaOIHUITEL TIOJIUTUKY TOXKe OOBIYHO HE HEeUCTBYIOT:

| alice=> SELECT * FROM t2;

1 | alice
100 | bob
101 | bob

(3 rows)

Ho Anuca MoXKeT OrpaHUYUTh U caMa cebs:
| alice=> ALTER TABLE t2 FORCE ROW LEVEL SECURITY;

| ALTER TABLE

| alice=> SELECT * FROM t2;

1 | alice
(1 row)



ITormn Pogga’??é

Ponu, IpUBW/IeTUU Y TIOTUTUKU — TUOKUI MeXaHU3M,
TI03BOJISIOIIUM TT0-pPa3HOMY OpPTraHU30BaTh paboTy

MO’KHO JIETKO pa3pelinTb BCE BCEM
MO>XXHO CTPOI'O pa3rpaHHU4UThb AOCTYII, €C/IK 3TO HEO6XO,£[I/IMO

[Tpu co3maHyy HOBBIX POJiel HaJj0 103a00TUTHCS
0 BO3MOKHOCTHU UX TIOJIK/TFOUEHUSI K CepBepy
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o)) PROFESSIONAL

Mpaktuka L) Posigras

1. Co3pauite aBe poyu (1aposib JO/DKEH COBMaZaTh C UMEHEM):
— employee — COTpyJHUK Mara3uHa,
— buyer — nokymnare/b.
Yb6enuTech, UTO CO37/laHHbIE POJIA MOTYT MOAK/IIOUUTHCS K B/,

2. Ot30BuTe y poiu public ripaBa BbINoOJ/HEHUs BCeX (DyHKLMM
Y oJK/roueHus K b/I.

3. Pa3srpaHuubTe AOCTYI TAKUM 00pa3oM, UTOObI:
— COTPYAHUK MOT TOJILKO 3aKa3bIBaThb KHUTH, a TAKXKe
n006aB/IsITH aBTOPOB Y KHUTH,
— MOKYTIaTe/ib MOT TOJIBKO TIprobpeTaTh KHUTH.

[IpoBepbTe BBHITIOJIHEHHBbIE HACTPOUKU B IPUJIOXKEHUU.
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1. CoTpyaHWK — BHYTPEHHWI No/sib3oBaTeslb NPUNOXEHNS, ayTeHTUhkauus
BbINO/IHAETCA Ha ypoBHe CYB/.

[MokynaTtenb — BHELLHWI NoAb30oBaTe/b. B peanibHOM MHTEpPHET-MarasmHe
ynpasfieHne TakuMn Nnosib3oBaTenisiMmn NTOXUTCSA Ha NPUIoXeHNe, a Bce
3anpocsl noctynatot B CYB/], oT ogHon «0606ueHHon» ponn (buyer).
NaeHTudmkaTop KOHKPETHOrO NoKynaresns MOXeT nepefaBaTbCs Kak
napameTp (HO B HaLLEM MPUIOXKEHUN Mbl 3TOTO HE AENaem).

3. Boobue roeops, pasrpaHnyeHne AocTtyna AO/HKHO ObITb 3a/10KEHO

N B NPUNOXEHNE. B Hallem y4ebHOM MPUNOXEHUN pa3rpaHUyeHmne He
cienaHo cneymasibHO: BMECTO 3TOro Ha Be6-CTpaHnLe MOXHO SIBHO
BblOpaTb po/ib, OT UMEHM KOTOPOK nonaet 3anpoc B CYB/. 310 no3Bonser
MOCMOTPETL, KakK noeefeT cebst cepBepHasi YacTb MPU HEKOPPEKTHOM paboTte
MNPUNOXEHUSA,

Tak, nosib3oBaTesisiM HY>KHO BblAaThb:
- MpaBo nogkntoyveHns k b/l bookstore n goctyn k cxeme bookstore.

- [JocTyn K npeAcTaBneHnsiM, K KOTOPbIM NPOUCX0AMT HEMNoCcpeACTBEHHOE
obpalleHue.

- JocTyn K chyHKUMAM, KOTOPbIE BbI3biBAOTCA Kak yacTb API. Ecnn octaBuTb
JoyHkumn SECURITY INVOKER, npugetcsa BblgaBartb A0OCTYMN U KO BCEM
«HWXenexawum» obbektam (tabnunuyam, apyrum pyHkumam). OgHako
yao6Hee npocto 06baBuTbL API-doyHkumnn kak SECURITY DEFINER.

PasymeeTcsl, ponsiMm HY>KHO BblAaTb NPUBUIEINN TOIbKO HAa Te 06BbEKTHI,
[I0CTYN K KOTOPbIM Y HUX [I0/KEH ObITb.



1. Co3manue poieu

=> CREATE ROLE employee LOGIN PASSWORD 'employee’;
CREATE ROLE

=> CREATE ROLE buyer LOGIN PASSWORD 'buyer';
CREATE ROLE

HacTpoilku [0 yMOTYaHHUIo Pa3pelnanT NoAKIIIYeHNe ¢ JIOKAIbHOT0 anpeca 1o napoio. Hac 9To ycTpaunsaer.

2. IIpuBuiaerun public

YV ponu public Hago 0TO3BaThH THUITHUE TPHUBUJIETHH.

=> REVOKE EXECUTE ON ALL FUNCTIONS IN SCHEMA bookstore FROM public;
REVOKE

=> REVOKE CONNECT ON DATABASE bookstore FROM public;

REVOKE

3. PasrpanudyeHHe JOCTyHa

OYHKIIUY C IpaBaMy Biafesblia.

=> ALTER FUNCTION get_catalog(text,text,boolean) SECURITY DEFINER;
ALTER FUNCTION

=> ALTER FUNCTION update_catalog() SECURITY DEFINER;

ALTER FUNCTION

=> ALTER FUNCTION add_author(text,text,text) SECURITY DEFINER;
ALTER FUNCTION

=> ALTER FUNCTION add_book(text,integer[]) SECURITY DEFINER;

ALTER FUNCTION

=> ALTER FUNCTION buy_book(integer) SECURITY DEFINER;

ALTER FUNCTION

=> ALTER FUNCTION book_name(integer,text,integer) SECURITY DEFINER;
ALTER FUNCTION

=> ALTER FUNCTION authors(books) SECURITY DEFINER;

ALTER FUNCTION

[IpuBUIETHY IIOKYIIATENIs: IOKyaTENh JOJIKEH UMETh HOCTYII K IIOUCKY KHUT U UX [TOKYyNKe.
=> GRANT CONNECT ON DATABASE bookstore TO buyer;

GRANT

=> GRANT USAGE ON SCHEMA bookstore TO buyer;

GRANT

=> GRANT EXECUTE ON FUNCTION get_catalog(text,text,boolean) TO buyer;
GRANT

=> GRANT EXECUTE ON FUNCTION buy book(integer) TO buyer;

GRANT

ITpuBuneruu COTPYOHUKA: COTPYOHUK OOJI2KEH UMEeThb NOCTYII K IIPOCMOTPY U moOaBIeHUI0 KHUT U ABTOPOB, a TaK¥kKe K
KaTaJiory Aajisi 3aKa3a KHUT.

=> GRANT CONNECT ON DATABASE bookstore TO employee;
GRANT

=> GRANT USAGE ON SCHEMA bookstore TO employee;



GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

=> GRANT

GRANT

SELECT,UPDATE (onhand_qty) ON catalog_v TO employee;

SELECT ON authors_v

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

EXECUTE ON FUNCTION

TO employee;

book_name(integer,text,integer) TO employee;

authors(books) TO employee;

author_name(text, text,text) TO employee;

add_hook (text,integer[]) TO employee;

add_author (text, text,text) TO employee;



o)) PROFESSIONAL

[1pakTuka Pos{gres

[ToamporpaMMel, 0OBSIBNIEHHBIE KaK BLITIOTHSIOIINECS C TIpaBaMHu
Bnazenbiia (SECURITY DEFINER), MOryT UCIONMBb30BaThCsA, YTOObI
TIPe/I0CTaBUTh OOBIYHBIM T10/Ib30BATE/ISIM BO3MOYKHOCTH, I0CTYTTHbIE
TOJIBKO CyTIepII0/Ib30BaTe/Ito.

1. Co3pgaliTe 06bIYHOTO HETIPUBUJIETMPOBAHHOT'O T10/1b30BaTe/Ist
Y TIPOBepLTe, UTO OH He MOKeT M3MeHSITh 3HaueHue rapamMeTpa
log_statement.

2. Hanumuire noanporpaMmmy AJisi BK/IFOUEHUS U BBIK/TFOUEHUS
TpaccupoBKU SQL-3ampocoB Tak, uToObI CO3/laHHasT pOJTb MOTJIa
el BOCI0JIb30BaThCs.
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1. BcnomHuTe aemoHcTpaunio Kk Teme «PL/pgSQL. OTtnagka». B Helt He
BO3HMKaJ10 C/TIOXKHOCTEN C YCTAaHOBKOI nNapameTrpa, NOCKO/bKY
AEeMOHCTpaumsa BbINosiHSANack OT UMEHK poniu student, KoTopast siBnsieTcs
cynepnosib3oBaTenem.



1. Co3manue poIu U IIPOBEPKa

student=# CREATE DATABASE access_overview;

CREATE DATABASE

student=# \c access_overview

You are now connected to database "access overview" as user "student".

student=# CREATE ROLE alice LOGIN PASSWORD 'alicepass’';

CREATE ROLE

student$ psql "host=localhost user=alice dbname=access_overview password=alicepass"
Anurca He MOXKET U3MEHUTh 3HAaYEeHHEe IIapaMeTpa:

| alice=> SET log_statement = 'all’;

| ERROR: permission denied to set parameter "log statement"

2. IIponenypa ajisi TPaCCHPOBKH

OT UMEeHHU CyIepIIoIb30BaTelIsA CO3MAeM IPOLenypPy A U3MeHeHus napaMerpa u 06bsaBisieM ee SECURITY DEFINER:

student=# CREATE PROCEDURE trace(val boolean)
AS $$

SELECT set_config(
'log_statement’,
CASE WHEN val THEN 'all' ELSE 'none' END,
false /* is _local */
)i
$$ LANGUAGE sql SECURITY DEFINER;
CREATE PROCEDURE
OTr6upaeM IpaBa Ha BHIIONHEHUe y ponu public...
student=# REVOKE EXECUTE ON PROCEDURE trace FROM public;
REVOKE

...u BeimaeM Anuce. BmecTo Toro, uto6n! BebupaTh Mexny FUNCTION u PROCEDURE, nmouTty Bce KOMaHIH (KpoMe
CREATE) m0o3BOISIIOT KCIOJIL30BaTh o01ee ciioBo ROUTINE:

student=# GRANT EXECUTE ON ROUTINE trace TO alice;

GRANT

Temepsb Annca MOXKeT BKIIOUATh U BHIK/IIOYATh TPACCUPOBKY, XOTS ¥ He HMeeT HelIOCPeICTBEHHOT0 NOCTyIIa K IlapaMeTpy:
| alice=> CALL trace(true);

| CALL

| alice=> SELECT 2%2;

?column?

| alice=> CALL trace(false);
| CALL
student$ tail -n 2 /var/log/postgresql/postgresql-12-main.log

2022-11-17 11:22:56.922 MSK [296199] alice@access overview LOG: statement: SELECT 2*2;
2022-11-17 11:22:56.964 MSK [296199] alice@access overview LOG: statement: CALL trace(false);



