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[TogkmroueHye K CepBEPY



Q PROFESSIONAL

I1Ba B OTHOM:
rioyib3oBaresib CYb/]

Y CpYIIIia IoJjib30BaTe/ien




Ponn v BnagensLbl Po&ﬁ?@g

Poib

rosib3oBaresib CYb/]

nro0asi poJib MOXKeT BK/IIOUaTh B Cebsl ipyrye poyu («rpyIirnoBasi poJib»)
He CBsI3aHa C I11osib3oBaresieM OC

oripe/ie/isieTCs Ha YpOBHe KjlacTepa

Ponb-Brajesnel] 00bLeKTa

M3Haua/JbHO POJib, CO3/aBliiasi 00beKT (ITOTOM MOYKHO CMEHMTD)
TaK)Ke POJIM, BK/TIOUeHHbIE B POJIb Baje/iblia


https://postgrespro.ru/docs/postgresql/9.6/user-manag.html
https://postgrespro.ru/docs/postgresql/9.6/database-roles.html

ol PROFESSIONAL

ATPUOYTHI Posggres

ATpuOyThI OrpenestoT CBOMCTBA PO/IM

LOGIN BO3MOKHOCTb MOIK/TFOUEHUS
SUPERUSER CyTIepro/ib30BarTe/ib

CREATEDB BO3MOKHOCTb CO3/1aBaTh 0a3bl JAHHBIX
CREATEROLE BO3MOXXHOCTb CO3/1aBaTb POJIH
REPLICATION HCIO/Ib30BaHUe TPOTOKOJIA PerKaliiu
U Ipyrue


https://postgrespro.ru/docs/postgresql/9.6/role-attributes.html
https://postgrespro.ru/docs/postgresql/9.6/sql-createrole.html

YyacTtune B rpynnoBoun posiv PodYaras

BKJ/iroueHue poJiv B IPYIIY
rpyIna

posbl: GRANT rpynna TO po/sibZ2, ponbl > pONb2
posbl: REVOKE rpynna FROM posb2;

Ilepenaua ripaBa yripaB/ieHUA rpynna

posbl: GRANT rpynna TO posib2 WITH ADMIN OPTION; PO/b2
posib1l: REVOKE ADMIN OPTION FOR rpynna FROM posnb2

HpaBo YIIpAB/I€HHUA y4dCTHEM
pOJIb MOXKET BK/IFOUMTh APYTYIO pO/b B Camy cebs
W/ B POJIb, HA KOTOPYIO €M Tlepe/laHbl TpaBa yIipaB/ieHus
CyTiepIio/ib30BaTe/lb — B t00YH0 POJib
poJib C aTpubyTOM CREATEROLE — B J1t00y10, KpOMe CYyTeproJib30BaTesIs


https://postgrespro.ru/docs/postgresql/9.6/role-membership.html

[1pnBunernn

OrnpenensitoT MpaBa AOCTYIIa pojiek K 00beKTam



ol PROFESSIONAL

Buabl npuBunernin Posggres

Tabnuibl
SELECT yTeHUe JJaHHBIX Y
LNSERT BETABRA CTPOK ~ MOXXHO Ha YpOBHe CT0JIOLI0B
UPDATE W3MeHeH’e CTPOK
REFERENCES BHEIIIHUH KJ/II0Y
DELETE ya/eHHe CTPOK
TRUNCATE OUHCTKA TaOMULIbI
TRIGGER CO3/IaHHe TPUITEPOB

IlpeancraBneHuss — SELECT U TRIGGER

110C/1e40BATe€/IbHOCTH
SELECT currval
UPDATE nextval setval
USAGE currval nextval


https://postgrespro.ru/docs/postgresql/9.6/sql-grant.html

ol PROFESSIONAL

Buabl npuBunernin Posggres

TabmuHbIe IPOCTPAHCTBA, 6a3a f1aHHbIX
0a3bl JaHHBIX, CXEMBbI
am

TEMPORARY
CREATE
USAGE
\

v
TaonN. @,/ 00bEeKT 00bEKT
np-Bo

cxema g_temp

\ema ) (PetemP )

DO yHKLINN

EXECUTE BBbITIOJIHEHHE C IIpaBaMu:
SECURITY INVOKER — BbI3BaBIIErO (110 YMOIYaHMIO),
SECURITY DEFINER — co3aaBiiiero



ol PROFESSIONAL

[locTyn K 00bekTam Posggres

Bce ponu

AOCTYII B PdAMKdX BbIIdHHBIX HpI/IBI/IHEFI/Iﬁ

poJib ¢ arpubyTom INHERIT Hac/ieqyeT IIpUBUIETMH IPYNIIOBLIX POJIEH,
poJib ¢ NOINHERIT TpeOyeT SIBHOI'O MepeK/II0ueHs pojir

TICeBI0POJIb public HeSIBHO BK/IFOUAeT BCe OCTa/IbHbIE POJIU
1 110 YMOJTUaHHI0 00/1a/laeT IIMPOKHUM CIIEKTPOM NPUBUIET U

Bnagenel; o0bekTa

HMMeeT BCe MPUBUIETUM JJIsl CBOUX 00BbeKTOB (MOXKHO OTO3BaTh)
NelCTBUs CO CBOMMM 00beKTaMH, He peryiaMeHTUpyeMble IPUBUIETUSIMU

Cyriepriosib30oBare/ib

TIO/THBIM OCTYII KO BCEM 00beKTaM — MPOBEPKU He BbIMOJIHSIIOTCS

10


https://postgrespro.ru/docs/postgresql/9.6/ddl-priv.html
https://postgrespro.ru/docs/postgresql/9.6/functions-info.html

ol PROFESSIONAL

Ynpas/ieHne npuBunernaMmm Posgares

Brbijaua ripuBU/Ierum

posibl: GRANT npuBuieruun
ON 06beKT TO ponb2;

posibl: REVOKE npuBunerun ON obbekT FROM role2 [CASCADE];

TIPUBUJIETUU
Ha 00BEKT

ponbl |

> ponb2

Ilepesaua mmpaBa yripaB/ieHUs
posibl: GRANT npuBuieruun
ON 06bekT TO posib2 WITH GRANT OPTION;

posibl: REVOKE GRANT OPTION FOR npuBuneruu
ON 06bekT FROM role2 [CASCADE]

[ IpyBW/IErMH 10 YMOTYaHHIO

[IpaBo yripaB/ieHUs1 IPUBUIETASIMHA

po/b-Brafiesiel] 00beKTa UM pojib, KOTOPOU Tepe/iaHbl MpaBa yIpaB/eHuUs

CyTIepri0/ib30Bare/b — JIt00ble TPUBUIETUU
11


https://postgrespro.ru/docs/postgresql/9.6/sql-grant.html
https://postgrespro.ru/docs/postgresql/9.6/sql-revoke.html
https://postgrespro.ru/docs/postgresql/9.6/sql-alterdefaultprivileges

I_IO”VITI/IKVI 3aI-LI|I/ITbI CTpOK 62 OOOOOOOOOOOO

IToro/THeHWe K CUCTeME TIPHUBUIET U
N71s1 pa3rpaHUYeHUs] JOCTyIa K Tab/auilaM Ha YPOBHE CTPOK

12



ol PROFESSIONAL

[TonnTnKa 3anTbl CTPOK Posigres

3alyra BK/IOUAETCS IBHO /15 KaXKI0M TaOMULIb]

He IeWCTBYeT Ha BJajesnblia (eC/ii He BK/IFOUWTh TIPUHYIWUTEIBHO)
He JelicTByeT Ha poyu ¢ atpubyrom BYPASSRLS
He [elCTBYeT Ha OrpaHUYeHHs 11eJI0CTHOCTHU

[TonmMTHKa oripejiesisieT JOCTYITHOCTb CTPOKH

oTAe/ibHbIE ITpEeANKATHI AJId CYIIEeCTBYOIKWX 1 /11 HOBBIX CTPOK
IpeauruKdTbl BEIUNC/IAKOTCA C IIPABAMM BbI3bIBAIOIIIEI'O

TOJIUTHKA OIpe/ieNnisieTCs /1Jis Tab/vlLibl B pa3pese posieit
1 koMa"a SELECT, INSERT, UPDATE, DELETE

IOCTYII BO3MOXKEH, €C/IM OH pa3peliieH XOTs Obl OJHOM MOJTUTUKOM

13


https://postgrespro.ru/docs/postgresql/9.6/ddl-rowsecurity

[logknoyeHne 62

[Tpy mosiB/IeHUM HOBOT'O KJIMEHTA
cepBep pelllaeT, pa3pelluTh JIU MOAK/IHUYeHHe

14



[1pn NnoAKNHOYEHNI

Poddgias

1. Ctpoku pg_hba.conf mpocmarpuBaroTcsi CBepXy BHHU3

2. BribrpaeTcs mepBasi 3aruch, KOTOPOH COOTBETCTBYIOT
rapaMeTphl MOAK/IIoUeHus (TUIl, 0a3a, 1ob30BaTe/b U a/ipec)

# TYPE
local
local
host
host

local — coket
host — TCP/IP

DATABASE USER
all postgres
all all
all all

all all

all — moGast POJIb
HMSI POJIU

:all — mobast B/

rms b/1

ADDRESS METHOD
peer
peer

127.0.0.1/32 md5

::1/128 md5

napametp
listen_addresses

‘all — mrobow IP
IP/macKa
JTOMEHHOe HUMs

15


https://postgrespro.ru/docs/postgresql/9.6/client-authentication.html

[ 101 NOAKNHOUEHNI Po&ﬁ?@g

3. BhITo/iHSAETCST ayTeHTU(PHKALIAS YKa3aHHbIM MeTO/IOM
Y IpoBepKa npusuierudi CONNECT

4. YnauHO — [OCTYII pa3pelraeTcs, Haue — 3ariperjaeTcs
(ec/i1 He MOAOIIIA HU O{HA 3allMCh — JIOCTYII 3arlperjaeTcsi)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 md5

host all all ::1/128 md5

trust — BepuThb

reject — oTKasaThb

md5 — 3arpoCUTh NapoJib
peer — cripocutb OC

16


https://postgrespro.ru/docs/postgresql/9.6/auth-methods.html

PROFESSIONAL

[TaponbHas ayTeHTumkaymns Pogzgres

Ha cepBepe

T1apoJib YCTAaHAB/IMBAETCS TIPU CO3IaHNH WK U3MEHEeHUH POJIH:
ALTER|CREATE ROLE PASSWORD 'maponb' VALID UNTIL 'Bpewmsa'
T10/Ib30BaTe o 6e3 mapoiis 6yJeT oTKa3aHo B JOCTYIIe

MapoJ/ib XPaHUTCS B CUCTEMHOM Katasiore pg_authid

BBo/1 11apoJist Ha K/IMeHTe

BPYUHYIO
13 TiepeMeHHOU OKpYykeHuss PGPASSWORD
13 daiina ~/.pgpass (CTpoku B hopMare y3en:nopm:6asza:ponb:naposb)

17



OOOOOOOOOOOO

[1eMOHCTpauns Pos(.gres

p

$ psql
postgres=#

18



ol PROFESSIONAL

ITorn Posygres

Ponu, ipyuBUIeruy U MOJIUTUKA — TMOKUI MeXaHU3M,
MO3BOJISIFOIHM TTO-pa3HOMY OpraHu30BaTh paboTy

MOXXHO JIETKO Pa3pelIvuTh BCe BCEM
MOJKHO CTPOTO pa3rpaHUUUTh OCTYII, €C/IU 3TO He0OX0JUMO

[Tpy co3gaHuy HOBBIX POJiel Ha/lo M103a00TUTHCS
0 BO3MOYKHOCTH UX MOJK/IHOUEHUS K CepBepy

19



ol PROFESSIONAL

[ 1paKTuKa @@ Posy,gres

1. Co3pavTe Tpy posu (MapoJib JO/DKEH COBIIa/laTh C UMEHEM):
— librarian — 6ubnm1oTeKaps,
— storekeeper — KJ1aJIOBIIIMK,
— buyer — nokymare/b.

2. Ybenurtech, UTO CO37aHHbIEe POJIM MOT'YT HNOAK/IIOUMTHCS K B/I.

OT30BUTE y po/y public rpaBa BBINMOTHEHUS BCeX (DYHKLAM
1 TIoAK/IF0ueHud K b/1.

4. Pa3rpaHuunTe JOCTYI TaKUM 00pa3oM, UTOOLI:
— 6ub/MoTeKapb MOT' TOMBLKO YIIPaB/sATh aBTOPAMM U KHUTaMU,
— K/IaZIOBIIIMK MOT TO/ILKO 3aKa3bIBaTh KHUTH,
— TIOKyTaTe b MOT TOJILKO IPHUOOpeTaTs KHUTH.

5. [IIpoBeprkTe BhINIOITHEHHBIE HACTPOUKHU B IIPUIOKEHUM.

20



ol PROFESSIONAL

[ 1paKTuKa Posggres

1. Co3paiiTe 6a3y JaHHBIX, CXeMy 1 B Hel TabIUIly C IBYMsI
CTOJIOLIAaMU: KJIFOU U 3HAUeHHe.

2. Co3gauTe posib.

3. BeisicHute IP-asipec BUpTya/ibHOU MalllMHbI U HACTPOUTE
CUCTeMY TakK, UTOObI TTOAK/IFOUeHHe 10 3TOMY aJipecy
pa3pelanaoch TOAbKO CO3/IaHHON PO/IM K CO37jaHHOM Oa3e aHHBIX
[IPU BBO/Ie BEPHOTO TapoJis.

4. HactpoiiTe pa3rpaHuueHye AOCTyNa TakKUM 00pa3oM, UTOObI
CO3/laHHAasl po/ib MOI/Ia UATaTh TaOMMIY U U3MEHSITh B HeU
3HAUeHHsI, HO He KJTFOUH.

21



Pa3rpaHuyeHve goctyna

O630p

ol PROFESSIONAL

Posygres

ABTOpCKue npaBsa
© Postgres Professional, 2017 rog.
ABTOpbI: Erop Poros, NaBen J/lysaHoB

Wcnonb3oBaHne matepuanoB Kypca

HekomMmepueckoe 1cnosib3oBaHe maTeprasioB Kypca (npeseHTauuu,
AeMOHCTpaumn) paspeluaetcs 6e3 orpaHuyeHnii. Kommepyeckoe
MCNOJIb30BaHNe BO3MOXHO TO/IbKO C MUCbMEHHOIO paspeLleHns KoMnaHum
Postgres Professional. 3anpewjaeTcsi BHeCEHME U3MEHEHWI B MaTepuasibl
Kypca.

OGpaTtHas cBA3b
OT3bIBbl, 3aMeYaHus 1 NPEANIOKEHNA HaNpaBnaAnTe no agpecy:
edu@postgrespro.ru

OTKa3 oT OTBETCTBEHHOCTU

KomnaHus Postgres Professional He HeCceT HMKakol OTBETCTBEHHOCTHU 3a
N06bIe NOBPeXAeHUs 1 YObITKN, BKKOYaA NOTEP0 A0X04a, HAHECEHHbIEe
NPSAMbIM U HENPAMbIM, CrieunasibHbIM WU CyYalHbIM UCMO/Ib30BaHNEM
MaTtepuasioB kypca. KomnaHusa Postgres Professional He npegoctaBnsaer
Kaknx-nmoo rapaHTnini Ha matepuasbl Kypca. Martepuasbl Kypca
NpeaocTaB/SATCS HA OCHOBE NMpUHLUMNA «KakK eCTb» U KOMNaHus Postgres
Professional He 06s3aHa NpefoCcTaBNATL CONPOBOXAEHWE, NOALEPXKKY,
0OHOB/IEHNSA, pacLUMPEHNSA N U3MEHEHNSA.



Tembl

Pomu
[IpuBuneruun
[TonuTHKM 3alUThI CTPOK

[TogkmroueHve K cepBepy

o) PROFESSIONAL

sygres



Q PROFESSIONAL

1Ba B 0fHOM:
noJib3oBatesib CYB/]
Y TPYIIIa M0JIb30BaTesien

Posnb coBmellaeT B cebe aBa NoHATUA: nonb3oBatens CYB/[ v rpynna
nonb3oBarenei.

B cBoe Bpems B PostgreSQL Ansa 3Tux NOHATUI 6bINN OTAENbHbIE
CYLLHOCTW, 1 3TO A0 CUX MOP HAXoAUT OTpadkeHue, Hanpumep, B Ha3BaHUU
HekoTopbIx kKomaH4 (CREATE USER n CREATE ROLE). Ho notom unx

obbeauHUN,



o] PROFESSIONAL

Ponu n Bnagenslbl Pos{gres

Pomnb

nonb3oBarens CYB/]

nrobasi posib MOXKET BKJTIOUATh B Ce0si ApyTrHe posiv («TPYyTIIIOBast POJIb»)
He CBs3aHa ¢ 1oJb3oBareaem OC

orpejiesisieTCsl Ha YPOBHE KiacTepa

Posb-Briaziener] o0beKTa

M3HauYa/IbHO POJib, CO3/IaBIIIasi 0OBEKT (ITOTOM MOYKHO CMEHUTD)
TaK)Ke PO/, BK/IFOUEeHHbIe B POJIb BaJesiblia

JTiobGasi ponb MOXET paccMaTpmBaTbCs U Kak nonb3oBartenb CYB/, 1 B TO Xe
BpeMs MOXET BK/KoYaTb B Cebs gpyrune ponu.

Ponn HUKaK He cBsi3aHbl C UMeHaMK nonb3oBatesneit OC, XoTs HekoTopble
Nporpammbl 3TO NPeAnoararoT, Bbioupas 3Ha4eHMs1 N0 YMOYaHMIO.

Mpu co3gaHny Knactepa onpeaensieTcs ogHa HavasibHasi posib, MeroLLas
cynepnosnib3oBaTesibCkuii 4oCTyN. B ganbHeilemM poav MOXHO co3aBaTb,
N3MEHNATb N yAaNnsiTh.

Y Kaxaoro oobekTa ecTb posib, Blagetowas asTuMm o6bekTom («Bnagenew).
3HauyasIbHO 3TO POSb, co3aaBLuasi 06bLEKT, XOTS NOTOM BiagenbLa MOXHO

CMEHUTb. HeoueBUAHbIN MOMEHT: Bfliafe/ibLEeM CUATAETCS HE TO/IbKO caMa

ponb-Bnageney, Ho 1 nbas apyras posib, BKOYEHHas B Hee. Bnagenbubl
obnapatoT onpeaeneHHbIMN NpaBamMy B OTHOLLIEHNUM CBOUX OOBHLEKTOB.

https://postgrespro.ru/docs/postgresql/9.6/user-manag.html
https://postgrespro.ru/docs/postgresql/9.6/database-roles.html



ATPUOYTHI Pogza’???‘i

ATpubyThI OTIpe/ie/IsiFoT CBOMCTBA PO/U

LOGIN BO3MOKHOCTb IO/K/IFOUEHUs]
SUPERUSER CyIiepIio/ib30Baresib

CREATEDB BO3MOYKHOCTb C037aBaThb 0a3sbl JaHHBIX
CREATEROLE BO3MOXHOCTb CO3/]aBaTh POJIK
REPLICATION WCII0/Ib30BaHue IPOTOKOJIa pellIvKaLy
U Ipyrue

Ponb obnagaet HeKOTOpbIMKU aTpnbyTamu, onpegenanwmmm ee odume
0COOeHHOCTN 1 npasa (He cBA3aHHble C NpaBaMun A40CTyrna K 06bekTam).

O6bIYHO aTpnbyThl MMEIOT ABa BapuaHTa, Hanpumep, CREATEDB (gaet
npaso Ha co3gaHue B1) ¥ NOCREATEDB (He gaet Takoro npasa). Kak
npasnio, Mo YMOSTHaHUIO BbIOMPAETCA OrpaHMyYMBaioLLniA BapuaHT.

Ecnn y ponun HeT aTpnbyTta LOGIN, OHa He CMOXET MOAK/OUNTLCA K
cepsepy. Takme ponn ToXe MMEeKT CMbIC/T B KAQYEeCTBE rpynnoBbIX.

B Tabnmue nepeyncrieHbl NiMib HEKOTOPbIE U3 aTpubyToB. ATPUOYThI
INHERIT n BYPASSRLS paccmarpmBaeTcst Y4yTb fasiblue B 3TOM TEMeE.

https://postgrespro.ru/docs/postgresql/9.6/role-attributes.html
https://postgrespro.ru/docs/postgresql/9.6/sql-createrole.html



YyacTtue B rpynnoBoi ponu BB e

BxiroueHue posiv B TpyIiny

ponbl: GRANT rpynna TO ponb2; >

ponbl: REVOKE rpynna FROM posb2;

Ilepenaua rpaBa yIipaB/ieHUs rpynna

ponbl: GRANT rpynna TO posb2 WITH ADMIN OPTION;

posib1l: REVOKE ADMIN OPTION FOR rpynna FROM posib2

HpaBo YIIpaB/1€eHHUA Yy4aCTHEM
POJTb MOXKET BK/TFOUUTH JIPYTYIO POJIb B CaMmy cebst
WY B pOJ/ib, HA KOTOPYIO el epeJjaHbl IIpaBa yrpaB/ieHNs
CyTiepIio/ib30BaTesb — B Jit0OYI0 posb
postb ¢ arpulyToM CREATEROLE — B T00y10, KpOMe CyTIeprioyib30BaTesist

Ponb MOXET ObITb BK/IKOYEHA B APYryr0 Posib NOA0GHO TOMY, Kak
nosib3oBaresib Unix MOXeT 6bITb BKOUYEH B rpynny.

OpHako PostgreSQL He agenaet pasnnunini Mexay ponsamu-nonb3oBarensimm
n ponamu-rpynnamn. Noatomy ntobas posib MOXeT ObITb BK/HOUEHa B 06y
ApYyryto. Npu 3TOM BO3MOXHO MOSAB/EHNE LenoveK BKIYEHU (HO LUKIbl He
JonyckawTcs).

CMbIC/1 TAKOro BK/IKOYEHUSA COCTOUT B TOM, YTO A/1 PO/ CTAHOBATCSH
[OCTYMHbI aTPUBYTLI (M NPUBU/IErMX, O KOTOPbLIX NONAET peyb AanbLue),
KOTOpbIMW 06nagaeT rpynnosas posib. YTo6bl BOCMO/1b30BaATLCA Npasamu,
KOTOpble fatoT atpubyTbl FPYNMNoOBO PON, HEOBXOAUMO MEPEK/TIUNTLCA B
Hee komaHao SET ROLE.

[MpaBOM Ha BK/THOYEHME U UCK/TIOYEHNE APYTUX PONEei B AaHHYH POsib
obnagaror:

- cama aTa posib (KoTopas Takke MOXET nepegarb npaso ynpaBieHus
TpeTbum ponam — dppasa WITH ADMIN OPTION),

- ponib ¢ atpnbytom SUPERUSER (cynepnosib3oBaTesb)
- ponib ¢ aTpnbytom CREATEROLE.
https://postgrespro.ru/docs/postgresql/9.6/role-membership.html



[MpuBnnernn Q

OmpepeisitOT MpaBa J0CTYyTIa posieii K 00beKTaM

MpuBuIernn onpeaenstoTca Ha nepecevyeHnn 06 bLEKTOB KnacTepa 1 ponen.
OHKM orpaHNunBaloT AEeNCTBUA, AOCTYMHbIE AN POsie B OTHOLLIEHUN 3TUX
00BLEKTOB.



o] PROFESSIONAL

Buabl NpuBUAErnii Posigres

TabmurbI
SELECT UTeHre JdHHBIX
INSERT BCTaBKa CTPOK
UPDATE V3MeHeHHe CTPOK MOXKHO Ha ypOBHE CTOM0LOB
REFERENCES BHEIIIHUN K/THOU
DELETE yZia/leHre CTPOK
TRUNCATE OUUCTKA Ta6f[I/I]_[BI
TRIGGER CO3/1aHKe TPUTTEPOB

[TpencraBnenusi — SELECT u TRIGGER

[TocnenoBare/IbHOCTU
SELECT currval
UPDATE nextval  setval
USAGE currval nextval

CnncoK BO3MOXHbIX NPUBUETNIA OT/IMHAETCH A1 0OBbEKTOB Pas/INYHbIX
TUNoB. MNpuBMIErMn A1 OCHOBHbLIX OOLEKTOB NPMBEAEHbLI HA 3TOM U
cnepyoLlem cnangax.

Bonblue Bcero npvsuieruii onpegeneHo ang tabnuuy,. Hekotopble U3 HUX
MOXHO OnpefennTb He TONbKO A1 BCeil Tabnuubl, HO N AN OTAE/bHbIX
CTONOLOB.

https://postgrespro.ru/docs/postgresql/9.6/sql-grant.html



Buabl NpuBUAErnii BB e

TabmuHbBIe TIPOCTPAHCTBA, 6a3a AaHHbIX
0a3bl JaHHBIX, CX€MBbI

i

TEMPORARY
CREATE
USAGE

/4
CREATE } 06bekT m ‘ 06BbEeKT m ‘

Taon.
np-Bo

cxema pg_temp

DYHKLUU

EXECUTE BBLITIO/THEHUE C TIpaBaMU:
SECURITY INVOKER — BbI3BaBIIero (1o yMO/YaHHIO),
SECURITY DEFINER — co3zasBitiero

[na TabnuyHbIX NpocTpaHcTB ecTb npusunerna CREATE, pa3peluatowas
co3faHne 06bLEKTOB B 3TOM MPOCTPAHCTBE.

[na 6a3 gaHHbIX npusunerns CREATE paspeluaeT co3fgaBaTb CXEMbl B 3TOM
B, a ana cxemol npusunerns CREATE paspeluaeTt co3gaBarb OObEeKTbI B
3TOM CXeme.

|_|OCKO]'Ibe TO4YHOE UMA CXeMbl AN1A BPEMEHHbIX 00ObEKTOB 3apaHee
HEN3BECTHO, NMpmBunerna Ha co3gaHne BPpeMeEHHbIX T8.6I'II/ILI| BbIHECEHO Ha
yposeHb B/l (TEMPORARY).

Mpueunerna USAGE cxeMmbl pa3speluaeT obpaularbcsi K 06bektam B 3TON
cxeme.

Mpueunerna CONNECT 6a3bl faHHbIX paspeLlaeT nogkoyeHme K aton b/.

[na gyHKUMin ecTb eanHCTBEHHas npusunerna EXECUTE, paspeluatowas
BbINOJ/IHEHNE 3TON PYHKUMKN. TOHKMUIA MOMEHT CBSA3aH C TeM, OT MMEHW KaKoro
nosnb3oBaTens 6yaeT BbINOMHATLCA PYHKUMA. ECnn oyHKUMA co3fgaHa Kak
SECURITY INVOKER (no ymonyaHuio), oHa BbINOJ/IHAETCA C npasamu
BbI3blBatoLero nosb3oBarenisa. Ecnu xe ykasartb ppasy SECURITY
DEFINER, dyHKUMA paboTaeT ¢ npaBamMu co3fasLUIero ee nosb3osaress.



[locTyn K o6bekTam Po%a?é%

Bce ponu

HAOCTYII B PaMKdX BbIJdHHBIX HpI/IBI/I]'IEFI/If/JI

ponb ¢ arpubytom INHERIT Hac/ielyeT IPUBU/IETHY TPYIITIOBBIX POJIeH,
porb ¢ NOINHERIT TpebyeT IBHOTO MepeK/TFoUeHUsT PO

riceBOposib public HesIBHO BK/TFOYAeT BCe OCTa/lbHbIE POJU
Y 110 YMO/TYaHUIO 00/1a/jaeT LIMPOKUM CTIEKTPOM TPUBUJIETHH

Bnagener; o6bekra

HMeeT BCe MPUBUJIETUUN [IJI1 CBOUX 00LEeKTOB (MO)KHO OTOBB&TB)
I,Z[eI\/’ICTBI/ISI CO CBOMMHU 06’LEKTEIMI/I, He perliaMeHTUpyeMbIe TIPUBUJIETUAMUA

Cynepriosib3oBareb

TIOJTHBIN AOCTYII KO BCeEM o0LeKTaM — IMMPOBEPKH HE BBITIOJIHAKOTCA
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JocTyn ponu K 06bekTy onpeaensercs BblgaHHbIMU el (U TpynnoBbIM
posiaim) nonHomounamMn. OB6bLIYHO Posb cpasy obnagaet BCeEMU
MO/IHOMOUYNAMUN, KOTOPbLIMIN 06/1a4a0T POSK, B KOTOPblEe OHa BK/oYeHa (B
TOM YunCne yunTbiBaeTCs 1 NceBAoposib public, B KOTOPYHO HEABHO BK/THOYEHbI
BCe OCTaJ/lbHble posin). ATO nosefeHNe MOXHO N3MEHUTL, YKa3aB posn
aTpnéyt NOINHERIT — Torga, 4To6bl BOCMO/1b30BaTbCA NPUBUIETUSMA
rpynnoBbIX pPonein, Hago 6yaeT ABHO NepeksounTbLCS ¢ noMoLblo SET
ROLE.

Bnageney, o6bekTa cpasy nosyyaeT nosiHbIA Habop NpUBUIETNIA; APYTAM
PONIAM MPU HEOBXOAMMOCTU NPUBUNIETN HAL0 BblAaBaTb ABHO.

Bnageney o6bekta Takke obnagaet gpyruMm — HeEOTbEM/IEMbIMU —
npaBamMu, KOTOpPbIE HE PEeraMeHTUPYTCA NPUBUAETNSAMI (Hanpumep,
MOXET yAanaTb 06BLEKT, BblAaBaTb NPUBUIETNN HA 3TOT 0OBLEKT).

Ponb ¢ aTpmbyTOoM Cynepnosib3oBaTesiss MOXET fAefaTb BCe, UTO YroiHO —
NS Hee NPOBEePKM pasrpaHnyeHns AocTyna He BbINO/THAKTCS.

https://postgrespro.ru/docs/postgresql/9.6/ddI-priv.html

UTO6bI NPOBEPUTL, €CTb /1N Y PO/IN HeoBXoAnMasi NPUBUIETNA B OTHOLLIEHUN
HEeKOTOpOoro o6bekTa, MOXXHO BOCNO/b30BaTbCA (PyHKUMAMK has_* privilege:

https://postgrespro.ru/docs/postgresql/9.6/functions-info.html

BblgaHHble npuBuaernn yaobHo nokasbiBatoT KOMaHAbl psql, onucekisarowme
006BbEKT (CM. pa3gaToyHblii MmaTepuast No CUCTEMHOMY KaTtasiory).



PROFESSIONAL

YnpasneHune npmsunermamm Po@gres

BhiJaua NpUBU/IEr Ui npuBHTeruy
Ha 00BeKT

ponbl: GRANT npusunerum
ON 06beKkT TO posib2;

posibl: REVOKE npusunerun ON ob6bekT FROM role2 [CASCADE];

IIepepaua rpaBa ymnpas/ieHUs

posbl: GRANT rnipuBuierum
ON 06beKT TO posib2 WITH GRANT OPTION;

posb1l: REVOKE GRANT OPTION FOR npusuneruuv
ON 06beKT FROM role2 [CASCADE]

HPI/IBHJ'IEFI/II/I 10 YMOJIYdHHIO

[TpaBo ympaB/ieHusi IPUBUIETUSMU

posb-Biafienel] 06beKTa Wiu posib, KOTOPOii Tiepe/jaHbl IpaBa yIipaBaeHus

CyTIePII0/Ib30BaTe b — T00bIe IPUBU/IErHH
11

MpaBo BblAaun 1 0T3biBa NPUBUIETNA HA OOBLEKT UMEET BajeneL, aToro
ob6bekTa (M cynepnonb3oBaresib). Ecniv ponv 6b1511 BblgaHbl NPUBUAETUN C
npasom nepesblgadun (WITH GRANT OPTION — noxoxe Ha WITH ADMIN
OPTION, pacCMOTPEHHBI BblILLIE), TO Takasi Po/ib MOXET BblAaTb
aHaJsI0rMyHY0 NpuBUIEruio Apyron ponn. O6pasyeTca nepapxusa nepegayn
npusuiernu.

Po/b MOXET 0TO3BaTb MPUBUIETNIO MOXHO TO/IbKO HEMNOCPEACTBEHHO Y TOM
poSn, KOTOPOK OHa ee Bblgana. OgHako Npu aTOM NpuBUAErna dyaet
aBTOMaTUYECKM OTO3BaHa U y BCEX pOnei B nepapxmn. [Ans atoro Hago
yKasatb knoveBoe cnoso CASCADE (MHaye 6yaet owwmnoka).

[MpaBo NepeBbigayn MOXHO 0TO3BaThb, HE 0T3bIiBadA y Po/sn caMo
nonHomoume. Cnoso CASCADE nmeeT 34echb Takoe Xe 3Ha4yeHue, Kak 1 npu
OT3bIBE NPUBUIETUMN.

https://postgrespro.ru/docs/postgresql/9.6/sql-grant.html
https://postgrespro.ru/docs/postgresql/9.6/sql-revoke.html

CyLlecTBYET TakKe MexaHn3M «MpuBUAETNA NO YMOMYAHNIO», KOTOPbIN
NMO3BOJIAET aBTOMATUYECKM BblAaBaTb HEOOX0ANMbIE NPUBUAETNN NPU
CO3[aHnN HOBOro o6bekTa. TaKke 3TOT MexaHU3M MOXET UCMOJIb30BaTbCA
A5 0T3blBa Npasa BbINOSIHEHUS (PYHKUWIA Yy nceBaoponn public.

https://postgrespro.ru/docs/postgresql/9.6/sql-alterdefaultprivileges



[TONNTUKM 3aLLUNTbI CTPOK Sgss

JlorionHeHWe K CUCTeMe TIPUBUJIETU
JIsl pa3rpaHUYeHust 0CTyTa K Tab/uijaMm Ha ypOBHE CTPOK
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[MpuBMNErnn NO3BONAIT pas3rpaHNyYnTbL AOCTYN Ha YpOBHe Tabniuy u
CTONOLOB, a NOMNTUKKN 3aLLUnTbl CTPOK (row-level security) — Ha ypoBHe
CTPOK. ITOT MexaHu3Mm nossunca B PostgreSQL 9.5.



[lonnTnKa 3aLlnThbl CTPOK Pogzaﬁseog

3alyTa BK/II0YAeTCsl IBHO JI7IsT KaXK/I0H TabITh

He JIe}iCTBYeT Ha Bjafiesiblia (eC/M He BKJIFOUUTD IPUHYAUTEBHO)
He ZieficTByeT Ha poi ¢ arpubyrom BYPASSRLS
He /IeFICTBYeT Ha OrpaHUYeHHsI [|eJIOCTHOCTH

[Tonutuka onpeensieT AOCTYITHOCTb CTPOKU

OTAe/IbHbIE MpeArKaThl /14 CyLleCTBYIOIUX U /1 HOBBIX CTPOK
MnpeArKaThl BBIYHUC/IAOTCA C IIPaBAMM BBI3BIBAIOILETO

TIOTUTHKA OTIpefiesisieTcs AJ1si Tab/InLIbI B paspese posieit
u xoMaHg SELECT, INSERT, UPDATE, DELETE

JIOCTYTI BO3MOYKEH, €CJTA OH pa3peliieH XOTs Obl OIHOM TIOTUTHKOM
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3awyTa CTPOoK No YMo/4aHMIo BbiK/toueHa. Mpy HeobxoaumocTu ee Hado
BK/lt0UATb SIBHO 7151 KQXA0M Tabnmupbl.

MoNMTUKN 3alnTbl CTPOK He AENCTBYIOT Ha Bnagenbua tabnmubl (Kak
npaswu/o), Ha Ponn co cneymanbHbIM atpudyTom BYPASSRLS 1 Ha
OorpaHvyeHus LenoCTHOCTU (YHUKa/IbHOCTb, BHELLHME K/TH04N).

Monntnkn onpegenserca ana rabnuubl ana Habopa komaHg (SELECT,
INSERT, UPDATE, DELETE) n gns onpegeneHHbix ponei. Mo cytw,
Kakaasi U3 NoIMTUK — 3TO NPeAnKaT, BbIUNCASEMbIN ANA KaKA0M CTPOKMW.
Ecnn npeankatr UCTUHEH — AOCTYN K CTPOKE pa3peluaeTtca (40oCcTaTo4vHo,
4yTOObI AOCTYN paspeLunia Xots 6bl ogHa NOMUTUKA).

MOXXHO yKasbiBaTb pasHble npegukaTbl 419 AOCTyNa K CyLWecTBY WM
CTpokam v A/ Ao6aBneHns HOBbIX CTPOK (Toraa, Hanpumep, onepaums
UPDATE cpabortaert, Tonbko ecnu oba npeankarbl 6yayT UCTUHHBDI).

https://postgrespro.ru/docs/postgresql/9.6/ddI-rowsecurity



[MogkntouyeHne Q

[pu mosiB/IeHUM HOBOTO KJ/THEHTA
cepBep pelllaeT, pa3pelinTh 1 TTOJK/IFoUeHre
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Mepen TeM, Kak pasrpaHnymBaTb AOCTYMN K 06bekTaM BHYTpU 6a3bl AaHHbIX,
A9 KaKA0ro HOBOTO K/IMEHTA CepBep onpenenset, Hazo in BoooLye
paspeLwnTb nogknoveHne K /.



o] PROFESSIONAL

[1pn nogKNYEeHUN Posggres

1. Ctpoku pg_hba.conf npocmarprBaroTcsi cBepxy BHU3

2. BeibvipaeTcs TiepBast 3arvch, KOTOPOi COOTBETCTBYIOT
rapaMeTpbl oAK/IroueHus (Tur, 6a3a, Moib30BaTe/lb U aJipec)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 md5
host all all 1:1/128 md5
i i | napametp
local — coxker | all — ymobast porb listen_addresses
host — TCP/IP | VIMS PO ‘

all — moGas B/ all — mo6oii IP

nms B/ IP/macka

AOMEeHHOe UM
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HacTpoiku noAk/ioyeHnsa onpeaensaoTca B KOHpUrypaunoHHom doaiie
pg_hba.conf (o1 «host-based authentication»). Kak n ¢ OCHOBHbIM
KOHMrypaumoHHbiM hannom postgresgl.conf, nuameHeHna BCTynakT B CUTY
TOMbKO Nocne nepevntbiBaHus thaina cepsepom (select pg_reload _conf() B
SQL, nn6o pg_ctl reload n3 onepalOHHON CUCTEMBI).

Mpy NosiBEHUN KNWeHTa KOHMUrypaLumoHHbI haitsl npocMmartprBaeTcs
cBepxy BHU3. 119 KaXA0il CTPOKM onpeaensaeTcs, noaxoAnT /N OHa K
3anpawmnBaeMomMy KJIMEHTOM MOAKNKYEHMIO (MO COOTBETCTBUIO TUNa
nogknyeHnsa, nmenn 61, nmeHn nonb3osarens un IP-agpecy).

Hwmxe nepevncieHbl TO/IbKO CamMble OCHOBHbIE BO3MOXHOCTU. MoapobHee
cMm. https://postgrespro.ru/docs/postgresql/9.6/client-authentication.html

MogkntoueHne — local (unix-cokeTbl, He goctynHo B Windows) nnu host
(noakntoyeHne no npotokony TCP/IP).

Basa gaHHbIX — K/1loueBoe ¢noso all (cooTBeTcTBYET Nt060N BJ1) N nms
KOHKPETHOW ponu.

Monb3oBatenib — all M MMs KOHKPETHOW POJIN.

Appec — all, KOHKpeTHbIN IP-agpec ¢ mackon unm goMeHHoe ums. He
yKasblBaeTcs a4 tuna local.

Mo ymonyaHuio PostgreSQL cnywaeTt Bxoasauwme coeguHeHns ToNbKo C
localhost; 06bI4HO NapameTp listen _addresses cTaBAT B 3HAUYEHUE «*»
(cnywarb Bce HTepheinchl) U ganblue peryvpyroT 4OCTyn cpeAcTBamm
pg_hba.conf.



o] PROFESSIONAL

[1pn nogKNYEeHUN Posggres

3. BoinosniHsieTcst ayTeHTU(UKALIUS YKa3aHHBIM METO/[OM
Y TIpOBepKa npuBuierud CONNECT

4. YnauHO — AOCTYII pa3peliaeTcsl, MHaue — 3arpeliaeTcs
(et He TIOZIOIIL/IA HU OZIHA 3alMMCh — JIOCTYII 3aripelaeTcs)

# TYPE DATABASE USER ADDRESS METHOD
local all postgres peer
local all all peer
host all all 127.0.0.1/32 md5

host all all 1:1/128 md5

trust — BepUThb

reject — OTKasarb

md5 — 3anpocuTh Maposb
peer — cripocuts OC
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Korga B paiie HaingeHa noaxogawas cTpoka, BbINoSHAETCA
ayTeHTUdmKaumnsa ykasaHHbIM B 3TO CTPOKE METOAO0M, a Takke NpoBepseTcH
Hanunune npusunernn CONNECT. Ecnn pe3ynstat NpoBepKM ycneLleH, 1o
nogxoyeHne paspeLllaercs, nHadye — 3anpeLtaeTca (gpyrne CcTpoku npu
3TOM Y)Xe He paccMarpusaroTcs).

Ecnv HM oiHa M3 CTPOK He NoAoLLia, TO AO0CTYN Takke 3anpeLLaeTcs.

Takvm obpasom, 3anncu B dhaiisie LOo/MKHbI UATU CBEPXY BHMU3 OT YACTHOIO K
obLemy.

CyLlecTByeT MHOXeCTBO METOA0B ayTeHTUhrKaunu:
https://postgrespro.ru/docs/postgresql/9.6/auth-methods.html. Huxe
nepeyncneHbl TO/IbKO CamMble OCHOBHbIE.

MeTog, trust 6e3yc/10BHO paspeluaeT NoAknyeHme. Ecnm sonpocsl
6e30nacHOCTN He BaXKHbl, MOXHO yKka3aTb «Bce all» n metop, trust — torga
OyAyT paspeLlleHbl BCe MOAK/IIOYEHNS.

MeTog, reject Ha060pOT, 6€3yC/TOBHO 3anpeLlaeT NoAK/IUeHNe.

Hanbonee pacnpocTtpaHeH metog md5, KOTOpbI 3anpalwvBaeT y
nonb3oBaTens naposib U NPOBEPSAET €ro COOTBETCTBME NAPOSIH0, KOTOPbIi
XpaHUTCS B CUCTEMHOM KaTtasliore Knacrepa.

MeTop, peer 3anpalinsaeT UMs Nnosib3oBaTesns y onepaunoHHONn CUCTEMbI U
paspeLuaeT nogknyeHne, ecnu nmsa nons3osartena OC 1 nons3osatens b/
cosnagator. (Mpu xxenaHum MOXHO YCTaHOBUTbL U ApyrMe COOTBETCTBUA
NMEH.)



PROFESSIONAL

[TaponbHaa ayTeHTUgMKaUus Po@gres

Ha cepsepe
I1apOJib YCTaHAB/IMBAETCA IMPU CO34dHUHN WJIW U3MEHEHWUN DOJIN:
ALTER|CREATE ROLE PASSWORD 'naponb' VALID UNTIL 'Bpewms'
I10/1b30BaTe/Io 0e3 MnapoJid 6y,qu OTKd3dHO B AOCTYyIIe
MapoJ/ib XpaHUTCSl B CUCTEMHOM Katasiore pg_authid

BBop nmaposist Ha KiiveHTe

BPYYHYO
13 repeMeHHON oKpy>keHusi PGPASSWORD
u3 daiina ~/.pgpass (cTpoku B popmare y3ea:nopm:6aza:ponb:napob)
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Ecnn ncnonb3yeTtca ayTeHTUdrkaums No naposto, Npyu co3gaHny ponm
JIO/MKeH BbITb YKa3aH 3Ta/IOHHbI Naposb, MHa4Ye B AOCTyne 6yaeT oTKa3aHo.

[Maponb XpaHUTCA B CUCTEMHOM KaTtasiore B Tabnuue pg_authid.

Monb3oBaTeslb MOXET BBOANUTL NAPO0/Ib BPYUHYHO, 8 MOXET
aBTOMAaTU3NpPoBaTh BBOA. [ 3TOr0 €CTh ABE BO3MOXHOCTM.

Bo-nepBbix, MOXHO 3a4aTb Naposib B NepeMeHHON OKpYXXeHUs
$PGPASSWORD Ha knuneHTe. OgHako 3To Heyao06HO, ec/inm NpUXoauTCS
MOAKIYATLCA K HECKO/IbKMM 6a3aM, U He peKOMeHAYeTCsA U3 CoobpaxeHui
6e3onacHoCTw.

Bo-BTOpbIX, MOXHO 3a4aTb Naponun B dpaine ~/.pgpass Ha knmeHTe. K
dhainy fomkeH MeTb JOCTYN TOMBLKO Bnageney, nHade PostgreSQL
MPOUTHOPUPYET ero.



eMoHcTpauus

Pos}

OOOOOOOOOOOO
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o] PROFESSIONAL

Toru Pos}gres

Posti, MpUBU/IETHH U TIOIUTUKU — THOKUM MEeXaHU3M,
TTO3BOJISIFOIIIMM TT0-Pa3HOMY OpPraHW30BaTh pPabOTy

MO>KHO JIETKO pa3pelInTh BCe BCeM
MO>KHO CTPOTO pa3rpaHUUMTh JOCTYTI, eC/IH 3TO He0OX0q1UMO

[Tpu co3maHKM HOBBIX POJiel HaZlo TT03ab0TUTLCS
0 BO3MO)XHOCTH UX MOAK/IIOUEHUs K CepBepy
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o] PROFESSIONAL

Mpaktyka L Posigras

1. Co3paiite Tpu ponu (1apoJib JO/KEeH COBMAAaTh C UMEHEM):
— librarian — 6ubnuoTekapsb,
— storekeeper — K/1aIOBIIIYK,
— buyer — mnokymnare/ib.

Yb6enuTech, UTO CO3/jaHHbIE POIU MOTYT MOAK/IOUUTHCS K B/I.

3. Ort3oBuTe y posu public npaBa BbINo/HeHUsT BCeX QYHKIUN
Y nofkaouenud K b/1.

4. Pa3rpaHuubTe JOCTYN TaKUM 006pa3oM, UTOObI:
— O6ub/MoTeKaph MOT TOJILKO YTIPaB/IsITh ABTOPaMU M KHUTaMH,
— K/Ia/IOBLMK MOT TOJIbKO 3aKa3bIBaTb KHUTH,
— MOKyTiaTe/Ib MOT TOJIBKO TTPUOOpeTaTh KHUTH.

5. IIpoBeprbTe BBINOJHEHHbIE HACTPOMKU B TIPUIOXKEHUH.
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1. bubnuotekapb 1 KNafoBLNK — BHYTPEHHWE NOb30BaTeNN NPUIOXKEHWS,
COTPYAHWKN MarasuHa, ayteHTudamkaumns BbinosiHAeTca Ha yposHe CYB/.

[Mokynatesb — BHELWHWI NoNb3oBaTe/b. B peaslbHOM UHTEpHET-MarasnHe
ynpas/fieHne TakumMn Nnosib3oBaTeNsiMu NTIOXMUTCA Ha NPUIOXeEHUe, a Bce
3anpocskl noctynatot B CYB/], oT ogHon «0606LeHHomn» ponn (buyer).
NaeHTudunkaTop KOHKPETHOrO NoKynaTens MOXEeT rnepeaaBaTbCsl Kak
napameTtp (HO B HalLEeM MPUIOXKEHMUN Mbl 3TOTO HE Aefaem).

4. Boob6ue roBops, pasrpaHnyeHue goctyna A0/HKHO ObiTb 3aU10KEHO, B TOM
yucne, B NpunoxeHue. B Hawlem yyebHOM NPUNOXKEHUN pasrpaHnyeHne He
cenaHo cneyynasibHO: BMECTO 3TOr0 NpuioXKeHne Nno3BOJISET ABHO BbIOpaTh
posib, OT UMEHN KOTOpOoK noinaet 3anpoc B CYB/. 310 no3sonsier
MOCMOTPETb, Kak NMOBeAET cebs cepBepHas YacTb Npu HEKOPPEKTHOW paboTe
NPUNOXEHUSA.

Tak, nosib3oBartesiiM Hy)XXHO BblAaTb:
- MpaBo nogkntoyeHns k b, bookstore n goctyn k cxeme bookstore.

- [ocTyn K npeAcTaBNeHusM, K KOTOPbIM NPOUCX0AUT HenocpencTBEHHOE
obpalleHue.

- JocTyn K doyHKUMAM, KOTOpPbIe Bbi3blBaOTCA Kak Yactb API. Ecnn octaButh
doyHkumn SECURITY INVOKER, npngetca BblgaBaTb AOCTYMN U KO BCEM
«HWXenexawum» obbekrtam (Tabnmuam, Apyrum yHKumsam). OgHako
yao6Hee npocto 06baBuTb API-doyHkumn kak SECIRUTY INVOKER.

PasymeeTcs, ponsiM HY>KHO BblflaTb NPUBUNENMM TONTbKO HA T€ 0ObEKTHI,
[lOCTYN K KOTOPbIM Y HUX AO/KEH ObiTh.



o] PROFESSIONAL

[1pakTuka Pos{gres

1. Co3paiite 6a3y AaHHBIX, CXeMY U B Heil TaO/IULly C AByMs
CTO/IOLIAaMU: K/TFOU U 3HAUeHHe.

2. Cospanite posb.

Brisichute [P-afipec BUPTya/ibHOM MalllMiHbI ¥ HACTPOUTE
CUCTEMY TaK, YTOObI TIOK/TIOUeHHe 110 3TOMY aZipecy
pa3pelianoch TOMbLKO CO3/IaHHOM POJIM K CO3[JaHHOM 0a3e JaHHbBIX
NpY BBOJIe BEPHOT'O TIapOJIs.

4. Hacrpoiite pa3rpaHuUeHre AOCTyTa TaKUM 006pa3om, yToObI
Co3/jaHHasi poJib MOT/Ia YATaTh TAOMUIly ¥ U3MEHSTb B Hel
3HAUeHMsI, HO He KJTIOUM.
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3. IP-agpec MOXHO y3HaTb KoMaHaoi ifconfig.



